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Overview

This guide covers concepts, implementation procedures, and customization techniques for working
with the authentication and single sign-on features of ForgeRock Access Management.

This guide is written for anyone using Access Management to manage authentication and implement
single sign-on.

Quick Start
* - E—
¢ » E—
0
* 0
Configure AM for Authentication Multi-Factor Authentication
Learn about AM's authentication features and Require that your users provide multiple
provide your users with different authentication forms of identification when logging in to
mechanisms to log in to your applications. services. For example, one-time passwords,

push messages, or by using WebAuthn.

(Y e’

Single Sign-On Social Authentication
Enable single sign-on (SSO) so that your users Allow your users to authenticate to your
can access multiple, independent services by services by using third-party identity providers,
logging in once with a single set of credentials. such as Facebook, Google, and VKontakte.

About ForgeRock Identity Platform™ Software

ForgeRock Identity Platform™ serves as the basis for our simple and comprehensive Identity

and Access Management solution. We help our customers deepen their relationships with their
customers, and improve the productivity and connectivity of their employees and partners. For more
information about ForgeRock and about the platform, see https://www.forgerock.com.
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Chapter 1

Introducing Authentication

Authentication is the act of confirming a user's identity, for example, by providing a set of credentials.

In access management, authentication is tightly coupled with authorization. Usually, it is important
to confirm that a user is who they say they are, and to ensure that they can access only a subset of
information.

Consider a user who wants to access an online shop. As the owner of the shop, you want to ensure
the user identity is confirmed (since it is tied to their shipping and email addresses and payment
information) and you also want to ensure that they can only access their own information.

With AM, you can deploy a ForgeRock Web Agent on the web server hosting the online shop. The
agent redirects the user's request to an AM login page, where the user enters their credentials, such
as username and password. AM determines who the user is, and whether the user has the right to
access the protected page. AM then redirects the user back to the protected page with authorization
credentials that can be verified by the agent. The agent allows the user authorized by AM to access
the page.

In the same way, you can also use AM to protect physical devices connected on the Internet of hings
(IoT). For example, a delivery van tracking system could have its proxying gateway authenticate

to a brokering system using an X.509 certificate to allow it to enable an HTTPS protocol and then
connect to sensors in its delivery trucks. If the X.509 certificate is valid, the brokering system can
monitor a van's fuel consumption, speed, mileage, and overall engine condition to maximize each
van's operating efficiency.

AM supports the following features to implement authentication, authentication modules and chains
and authentication nodes and trees.

Important

Authentication nodes and trees are replacing authentication modules and chains. We recommend that you
implement nodes and trees when possible.

AM creates an authentication session to track the user's authentication progress through an
authentication chain or tree. Once the user has authenticated, AM creates a session to manage the
user's access to resources. To learn more about sessions, see the Sessions Guide.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
Copyright © 2011-2021 ForgeRock AS. All rights reserved. 1



Introducing Authentication

(" FORGEROCK About Multi-Factor Authentication

About Multi-Factor Authentication

Multi-factor authentication (MFA) is an authentication technique that requires users to provide
multiple forms of identification when logging in to AM.

Multi-factor authentication provides a more secure method for users to access their accounts with the
help of a device. Note that the word device is used in this section to mean a piece of equipment that
can display a one-time password or that supports push notifications using protocols supported by AM
multi-factor authentication. Devices are most commonly mobile phones with authenticator apps that
support the OATH protocol or push notifications, but could also include other equipment.

The following is an example scenario of multi-factor authentication in AM:

1. An AM administrator configures an authentication tree to capture the user's username and
password and to create one-time passwords.

2. An end user authenticates to AM using that authentication tree.

3. AM prompts the user to enter the username and password—the first factor in multi-factor
authentication.

4. 1If the user ID and password were correct, AM sends the user an email with a one-time password.

5. The user provides the one-time password to AM to successfully complete authentication—the
second factor in multi-factor authentication.

AM supports the following multi-factor authentication protocols:
* Open AuTHentication (OATH), to enable one-time password authentication.
» Push Notifications, to receive push notifications in a device as part of the authentication process.

* Web Authentication (WebAuthn), to enable authentication using an authenticator device, such as a
fingerprint scanner.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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Chapter 2

Configuring AM for Authentication

AM provides the following features to authenticate users:

* Authentication Nodes and Trees. AM provides a number of authentication nodes to handle different
modes of authenticating users. The nodes must be connected together in a tree to provide multiple
authentication paths to users.

* Authentication Modules and Chains. AM provides a number of authentication modules to handle
different modes of authenticating users. The modules also can be chained together to provide
multiple authentication mechanisms, so that a user's or entity's credentials must be evaluated by
one module before control passes to another module.

Important

Authentication nodes and trees are replacing authentication modules and chains. We recommend that you
implement nodes and trees when possible.

AM leaves the authentication process flexible so that you can adapt how it works to your situation.
Although the number of choices can seem daunting, once you understand the basic process you will
see how AM allows you to protect access to a wide range of applications used in your organization.

Authentication happens at realm level in AM. Each realm has its own authentication configuration
that is copied from the parent realm at creation time, which may save you some time if you are
configuring subrealms.

The following table summarizes the high-level tasks required to configure authentication in a realm:

Task Resources

Configure the Required Authentication Trees or Chains » "Authentication Nodes and Trees"

You need to decide how your users are going to log in. For
example, you may require your users to provide multiple
credentials, or to log in using third-party identity providers, such
as Facebook or Google.

"Authentication Modules and Chains"

Configure the Realm Defaults for Authentication

"Configuring Realm Authentication

Properties"
Authentication chains and trees use several defaults that are
configured at realm level. Review and configure them to suit your
environment.
Deactivate the Anonymous User * How do I deactivate the default

anonymous user in AM?

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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Configuring AM for Authentication
Authentication Nodes and Trees

Task

The anonymous user is enabled by default. To harden security,
deactivate the anonymous user, unless anonymous access is
specifically required in your deployment.

Configure the Success and Failure URLs for the Realm

By default, AM redirects users to the console after successful
authentication. No failure URL is defined by default.

Configure an Identity Store in your Realm.

The identity store you configure in the realm should contain
those users that would log in to the realm.

Authentication Nodes and Trees

Resources

* "Configuring Success and Failure
Redirection URLs"

» "[dentity Stores" in the Setup Guide

Authentication trees (also referred to as Intelligent Authentication) provide fine-grained
authentication by allowing multiple paths and decision points throughout the authentication flow. Use
them to build complex authorization scenarios, while offering a streamlined login experience to users.

Authentication trees are made up of authentication nodes, which define actions taken during
authentication. Each node performs a single task during authentication, for example, collecting a

username or making a simple decision based on a cookie.

Nodes can have multiple outcomes rather than just success or failure; this allows you to create
complex yet customer-friendly authentication experiences by linking nodes together, creating loops,
branching the tree for different authentication scenarios, and nesting nodes within a tree:

Example Authentication Tree

Start @ Zero Page Login Collector

Has Credentials @
No Credentials @

User Name Collector @

Success

Data Store Decision

True @
False @

Password Collector &

To further control the authentication process, you can assign authentication levels to branches on a
tree, with higher levels being used typically to allow access to more restricted resources.

Authentication trees differ in the following ways to traditional authentication chains:

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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* Authentication nodes are not yet available for all the functionality provided by authentication
modules.

e Authentication trees cannot mix with authentication chains. Each authentication to AM can use
either a tree or a chain, but not both together.

» The functionality derived from post-authentication plugins, used traditionally with authentication
chains, is handled differently when using trees. For example:

» Session property management is handled by individual nodes. See "Set Session Properties Node".
* Calling out to third-party systems is handled by scripted nodes. See "Scripted Decision Node".

* Registering events to make HTTP POST calls to a server is handled by webhooks. See
"Configuring Authentication Webhooks". Note that post-authentication plugins do not get
triggered when authenticating to a tree, only to a chain.

About Authentication Levels for Trees

When a user successfully authenticates, AM creates a session, which allows AM to manage the
user's access to resources. The session is assigned an authentication level. The authentication level
is often used as a measure of the strength of the authentication performed. For example, simple
username and password may be assigned a low authentication level, whereas multi-factor with Push
and webAuthn, a high one.

Authorization policies may require a particular authentication level to access protected resources.
When an authenticated user tries to access a protected resource without satisfying the authentication
level requirement, AM denies access to the resource and returns an advice indicating that the user
must reauthenticate at the required authentication level to access the resource.

The web or Java agent or policy enforcement point can then send the user back to AM for session
upgrade. For more information, refer to "Session Upgrade" in the Sessions Guide

AM provides the following nodes to manage authentication levels:

* The Authentication Level Decision node, that checks that the current authentication level is equal or
greater than the one specified in the node.

e The Modify Authentication Level node, that can raise or lower the authentication level.

Position these nodes to alter the authentication level depending on the route take through the
authentication tree.

About Account Lockout for Trees
It is recommended to limit the number of attempts a user can make at authenticating with

credentials. Limiting the number of attempts helps to prevent password-guessing and brute-force
attacks.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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Authentication trees in AM have built-in support for account lockout, and provide nodes for checking
the status of a user, and changing their status:

"Account Active Decision Node"
Use this node to determine if an account is marked as active, or inactive (locked).
"Account lockout Node"

Use this node to alter the user's status, to either active, or inactive (locked).

Note

When setting an account to active, the node will also reset the failed attempts and lockout duration
counters.

In addition to the lockout-specific nodes above, the Success and Failure nodes include account
lockout functionality, when lockout is enabled in a realm, as follows:

Success node:

* Checks the User Status property of the user profile, when reached, and fails the authentication
with an error message, if the account is marked as Inactive:

© User Locked Out.

The error message is returned in the JSON response if authenticating to the tree by using
REST:
{
"code":401,
"reason":"Unauthorized",
"message":"User Locked Out."

}

* Resets the failure count in the user profile, when reached, if the User Status property is set to
Active.

Failure node:
* Checks the invalid attempts property of the user profile, and returns a warning message if the
number of failed attempts is equal to or greater than the configured Warn User After N Failures

value in the realm:

©® Warning: You will be locked out after 1 more failure(s).

The error message is returned in the JSON response if authenticating to the tree by using
REST:

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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"code":401,
"reason":"Unauthorized",
"message":"Warning: You will be locked out after 1 more failure(s)."

* Increments the failure count in the user profile, when reached.
* Returns an error message if the account is marked as Inactive:

© User Locked Out.

The error message is returned in the JSON response if authenticating to the tree by using
REST:

{
"code":401,
"reason":"Unauthorized",
"message":"User Locked Out."

For information on configuring account lockout in a realm, refer to "Configuring Account Lockout" in
the Security Guide.

Specifying IDM ldentity Resources in Trees

When running AM as part of an integrated platform with IDM, trees configured to use the platform
must identify the type of identity resource or object the tree is working with. To do this, use the
identityResource configuration property. If the property is not included in the tree configuration, it will
default to managed/user.

To update identityResource on a tree, use the REST API to update the tree:

curl \

--request PUT \

--header 'Accept-API-Version: protocol=2.1,resource=1.0' \

--header 'Accept: application/json' \

--header 'If-None-Match: *' \

--header 'Content-Type: application/json' \

--header 'Cookie: <omitted for length>' \

--data '{
"entryNodeId":"e301438c-0bd0-429c-ab0c-66126501069a",
"nodes":{},

"staticNodes":{},
"description”:"Example tree description”,
"identityResource":"managed/newObjectType"

A

"https://default.iam.example.com/am/json/realms/root/realms/root/realm-config/authentication/

authenticationtrees/trees/ExampleTree"

In the above example, the tree ExampleTree has no nodes added to it yet. It includes the
identityResourceproperty, set to use a managed object in IDM called newObjectType.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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Because this is a PUT request, you must include the entire tree as part of the request. For more
information about using the REST API, refer to "Introducing REST in AM" in the Getting Started with
REST.

Configuring Authentication Trees

The following table summarizes the high-level tasks required to configure authentication trees:

Task Resources

Design the Authentication Journey of your Users * "Authentication Nodes Configuration
Reference", for a list of nodes delivered

Authentication trees are very flexible. For example, the same with AM.

tree can branch for different use cases, or users can be forced to

loop though branches until they are able to present the required ForgeRock Marketplace website, for

credentials. additional nodes certified by ForgeRock
Or our partners.

It is easy to create a massive tree that is difficult to understand,

read, and maintain in the UI. For this reason, AM allows you to "About Multi-Factor Authentication",

nest trees within trees. to understand how multi-factor
authentication works with trees.

The best way to tackle the design decision is to write down a

list of required steps users would need to take to log in to your "Social Authentication", to understand

environment, and then check the list of nodes available in AM. how social authentication works with
trees.

Tip

Evaluation installs of AM that use the embedded data
store provide ready-made sample authentication trees to
demonstrate how they can be put together.

These sample trees are not installed by default in instances
of AM that use an external configuration store, or if you are
upgrading an existing instance of AM. To obtain a copy of the
sample trees that you can import into your instance, see How
do I access and build the sample code provided for AM (All
versions)? in the ForgeRock Knowledge Base.

For information on importing the sample tree JSON files by
using Amster, see Importing Configuration Data in the Amster 7
User Guide.

Decide if you Need Custom Authentication Nodes and Webhooks | ¢ Authentication Node Development Guide

If the nodes available in AM or in the ForgeRock Marketplace do ¢ "Creating Post-Authentication Hooks for
not suit your needs, you can build your own nodes. Trees"

In the same way, you can create custom webhooks for nodes that
need them.

Configure your Authentication Trees * "To Create an Authentication Tree".

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
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Task Resources

Use the authentication tree designer to put together your trees

quickly.

Configure Webhooks, if Required * "Configuring Authentication Webhooks".

If you have configured the Register Logout Webhook node,

configure its webhook.

To Create an Authentication Tree

1.

On the Realms page of the AM console, select the realm in which to create the authentication
tree.

On the Realm Overview page, select Authentication in the left-hand menu, and then select Trees.

On the Trees page, select Create Tree. Enter a tree name, for example myAuthTree, and then select
Create.

The authentication tree designer is displayed, with the Start entry point connected to the Failure
exit point.

The authentication tree designer provides the following features on the toolbar:

Authentication Tree Designer Toolbar

Button Usage

Lay out and align nodes according to the order they are connected.
b4 Toggle the designer window between normal and full screen layout.
i}

Remove the selected node. Note that the Start entry point cannot be deleted.

Add a node to the tree by dragging the node from the Components panel on the left-hand side and
dropping it into the designer area.

The list of authentication nodes is split into a number of categories, which you can expand and
collapse by clicking the category title.

You can use the filter text field to restrict the list of authentication nodes, which will match on the
nodes' name, and any tags applied to the node:
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Components
Q otpl x

@ HOTP Generator
otp /| mfa

multi-factor authentication

@ OTP Collector Decision
otp /| mfa

multi-factor authentication

& OTP Email Sender
otp /| mfa

multi-factor authentication

® oTP sMs sender
otp /| mfa

multi-factor authentication
5. (Optional) Configure the node properties by using the right-hand panel. For more information on
the available properties for each node, see "Authentication Nodes Configuration Reference".
6. Connect the node to the tree as follows:
* Select and drag the output connector from an existing node and drop it onto the new node.
* Select and drag the output connector from the new node and drop it onto an existing node.

Nodes have one or more connectors, displayed as dots on the node. Unconnected connectors are
colored red and must be connected to other nodes in the tree.

Tip

Input connectors appear on the left of the node, output connectors appear on the right.

A line is drawn between the connectors of connected nodes, and the connectors will no longer be
red.

7. (Optional) Alter a connection by selecting and dragging the green connector in the connection
and dropping it onto the new location.

8. Continue adding, connecting and removing nodes until the tree is complete, and then select Save.

9. Test your authentication tree by navigating to a URL similar to the following: https://openam.
example.com:8443/openam/XUI/?realm=/&service=myAuthTree#login
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Configuring Authentication Webhooks

This section covers creating webhooks, which are used to send HTTP POST calls to a server with
contextual information about an authentication session when a predefined event occurs, for example,
logging out.

Webhooks are used from within authentication trees, by the following nodes:

* Register Logout Webhook Node

To Create an Authentication Webhook

Perform the following steps to create an authentication webhook for use within an authentication
tree:

1. Log in to the AM console as an administrator, for example, amAdmin.
2. Navigate to Realms > Realm Name > Authentication > Webhooks.

* To create a new webhook, select Create Webhook, specify a Webhook Name, and then select
Create.

* To edit an existing webhook, select the name of the webhook.

A screen similar to the following appears:

myWebhook

Url o
Body o
Headers (1]
accept ™ x
| + Add |

3. Complete the fields as required:
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Copyright © 2011-2021 ForgeRock AS. All rights reserved. 11



Configuring AM for Authentication

(" FORGEROCK Configuring Authentication Webhooks

Url
Specifies the URL to which the HTTP POST is sent when the event occurs.
Body

Specifies the body of the HTTP POST. You can send different formats by also setting the
correct Content-Type header in the Header property, for example:

* Form Data. Enter the body value in the format parameter=value&parameter2=value2, and set a
Content-Type header of application/x-www-form-urlencoded

* JSON Data. Enter the body value in the format {"parameter":"value", "parameter2":"value2"},
and set a Content-Type header of application/json.

Headers
Specifies any HTTP headers to add to the POST.

To add a header, enter the name of the header in the key field, and the value, and then click
the Add button (4).

To remove a header, select the Delete button ().

Each of the fields in a webhook supports variables for retrieving values from the user's session
after successfully authenticating. Specify a variable in the following format:

${variable_name}

Any custom properties added to the session using the Set Session Properties Node can be
accessed by using a variable, as well as the following session properties:

AMCtxId
amlbcookie
authInstant
AuthLevel
CharSet
clientType
FullLoginURL
Host
HostName
IndexType
Locale
Organization
Principal
Principals
Service
successURL
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sun.am.Universalldentifier
UserId

UserProfile

UserToken

webhooks

The following figure shows an example webhook, using variable substitutions:

logoutBillingWebhook

url https://billing.example.com/event/logout ?host=8{HostName} (1]
Body "userMName"="${Userld}" &"productLine"'="${clientType}" L]
Headers L]
accept W x
Content-Type application/x-www-form-uriencoded x
Key Value + Add

Warning

Specifying a variable that is not present in the user's session places the literal variable text in to the HTTP
POST, for example user=${UserId}, rather than user=demo.

Customizing Authentication Trees
Your deployment might require customizing standard authentication tree features.

For information on customizing authentication nodes, refer to Authentication Node Development
Guide.
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Creating Post-Authentication Hooks for Trees

This section explains how to create a hook used by a node within an authentication tree. These tree
hooks can perform custom processing after an authentication tree has successfully completed and a
session created.

AM includes the following authentication tree hooks:
CreatePersistentCookieJwt

Used by the SetPersistentCookieNode authentication node.
UpdatePersistentCookieJwt

Used by the PersistentCookieDecisionNode authentication node.

The Core Class of an Authentication Tree Hook

The following example shows the UpdatePersistentCookieTreehook class, as used by the Persistent Cookie
Decision node:

~
*

CCPL HEADER START

This work is licensed under the Creative Commons
Attribution-NonCommercial-NoDerivs 3.0 Unported License.
To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-nd/3.0/

or send a letter to Creative Commons, 444 Castro Street,
Suite 900, Mountain View, California, 94041, USA.

You can also obtain a copy of the license at legal-notices/CC-BY-NC-ND.txt.
See the License for the specific language governing permissions
and limitations under the License.

If applicable, add the following below this CCPL HEADER, with the fields
enclosed by brackets "[]" replaced with your own identifying information:
Portions Copyright [yyyyl [name of copyright owner]

CCPL HEADER END

¥ O K K XK K X X K K X K XK K X X X X X ¥ ¥

Copyright 2018 ForgeRock AS.

*
~

package org.forgerock.openam.auth.nodes.treehook;

import java.util.List;
import java.util.concurrent.TimeUnit;

import javax.inject.Inject;

import org.forgerock.guice.core.InjectorHolder;
import org.forgerock.http.protocol.Cookie;
import org.forgerock.http.protocol.Request;
import org.forgerock.http.protocol.Response;
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import org.forgerock.openam.auth.node.api.TreeHook;

import org.forgerock.openam.auth.node.api.TreeHookException;

import org.forgerock.openam.auth.nodes.PersistentCookieDecisionNode;
import org.forgerock.openam.auth.nodes.jwt.InvalidPersistentJwtException;
import org.forgerock.openam.auth.nodes.jwt.PersistentJwtStringSupplier;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import com.google.inject.assistedinject.Assisted;

/**
* A TreeHoo
&/
@TreeHook.Me
public class

private
private
private
private
private
private

The U

k for updating a persistent cookie.

tadata(configClass = PersistentCookieDecisionNode.Config.class) @
UpdatePersistentCookieTreeHook implements TreeHook { @

final Request request;

final Response response;

final PersistentCookieDecisionNode.Config config;

final PersistentJwtStringSupplier persistentJwtStringSupplier;

final PersistentCookieResponseHandler persistentCookieResponseHandler;
final Logger logger = LoggerFactory.getLogger("amAuth");

pdatePersistentCookieTreeHook Constructor.

@param response The response.
@param config the config for updating the cookie.

*/
@Inject
public U

this.
this.
this.
this.
this.

InjectorHol

}

@Overrid
public v

logg
Stri

*
*
* @param request The request.
*
*

(3]

pdatePersistentCookieTreeHook (@Assisted Request request, @Assisted Response response,
@Assisted PersistentCookieDecisionNode.Config config) {

request = request;

response = response;

config = config;

persistentJwtStringSupplier = InjectorHolder.getInstance(PersistentJwtStringSupplier.class);

persistentCookieResponseHandler =

der.getInstance(PersistentCookieResponseHandler.class);

e
oid accept() throws TreeHookException { @
er.debug("UpdatePersistentCookieTreeHook.accept");

ng orgName = PersistentCookieResponseHandler.getOrgName(response);

Cookie originallwt = getJwtCookie(request, config.persistentCookieName());

if (

originaldwt != null) {
String jwtString;
try {
jwtString = persistentJwtStringSupplier.getUpdatedJwt(originalJwt.getValue(), orgName,
String.valueOf(config.hmacSigningKey()), config.idleTimeout().to(TimeUnit.HOURS));
} catch (InvalidPersistentJwtException e) {
logger.error("Invalid jwt", e);
throw new TreeHookException(e);

}
if (jwtString != null && !jwtString.isEmpty()) {
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persistentCookieResponseHandler.setCookieOnResponse(response, request,
config.persistentCookieName(),
jwtString, originalJwt.getExpires(), config.useSecureCookie(),
config.useHttpOnlyCookie());

}
}

private Cookie getJwtCookie(Request request, String cookieName) {
if (request.getCookies().containsKey(cookieName)) {
List<Cookie> cookies = request.getCookies().get(cookieName);
for (Cookie cookie : cookies) {
if (cookie.getName().equals(cookieName)) {
return cookie;
}

}

return null;

Key:

o

The @TreeHook.Metadata annotation.

Before defining the core class, use a Java @TreeHook.Metadata annotation to specify the class the
tree hook uses for its configuration. Use the configClass property to specify the configuration
class of the node that will be using the tree hook.

The core class must implement the TreeHook interface. For more information, see the TreeHook
interface in the AM 7.0.2 Public API Jjavadoc.

AM uses Google's Guice dependency injection framework for authentication nodes and tree
hooks. Use the @Inject annotation to construct a new instance of the tree hook, specifying the
configuration interface set up earlier and any other required parameters.

For more information, see the Inject annotation type and the Assisted annotation type in the
Google Guice Javadoc.
Creating an Accept instance. The main logic of a tree hook is handled by the Accept function.

Authentication Modules and Chains

AM uses authentication modules to handle different ways of authenticating. Basically, each
authentication module handles one way of obtaining and verifying credentials. You can chain
different authentication modules together. In AM, this is called authentication chaining. Each
authentication module can be configured to specify the continuation and failure semantics with one of
the following four criteria: requisite, sufficient, required, or optional.

Authentication modules in a chain can assign a pass or fail flag to the authorization request. To
successfully complete an authentication chain at least one pass flag must have been achieved, and
there must be no fail flags.
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Flags are assigned when completing a module as shown in the table below:

Authentication Criteria, Flags, and Continuation Semantics

Criteria Fail Pass Example
Requisite = Assigns fail flag. Assigns Active Directory, Data Store, and LDAP authentication
pass flag. modules are often set as requisite because of a subsequent
o requirement in the chain to identify the user.
Exits chain. . For example, the Device ID (Match) authentication module
Continues needs a user's ID before it can retrieve information about the
chain. user's devices.
Sufficient = Assigns no flag. Assigns You could set Windows Desktop SSO as sufficient, so
) ) pass flag. authenticated Windows users are let through, whereas web
Continues chain. o users must traverse another authentication module, such as

one requiring a username and password.

Exits chain. One exception is that if you pass a sufficient module after
having failed a required module, you will continue through
the chain and will not exit at that point. Consider using
a requisite module instead of a required module in this

situation.
Required @ Assigns fail flag. Assigns You could use a required module for login with email and
pass flag. password, so that it can fail through to another module to
o handle new users who have not yet signed up.
Continues chain.
Continues
chain.
Optional Assigns no flag. Assigns You could use an optional module to assign a higher
) ) pass flag. authentication level if it passes. Consider a chain with a
Continues chain. o requisite Data Store module and an optional Certificate
module. Users who only passed the Data Store module could
Conti be assigned a lower authentication level than users who
Ocllllélilr?es passed both the Data Store and Certificate modules. The

users with the higher authentication level could be granted
access to more highly-secured resources.

Tip

In authentication chains with a single module, requisite and required are equivalent. For authentication chains
with multiple modules, use required only when you want the authentication chain to continue evaluating
modules even after the required criterion fails.

The AM authentication chain editor displays the flags that could be assigned by each module in the
chain, and whether execution of the chain continues downwards through the chain or exits out, as
shown below:
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Authentication Chain with Each Criteria

GHAINS

myChain =
Add authentication modules to build a process in which a user must pass credentials to all module instances.
Edit Chain Settings
+ Add Module Successful authentication requires:  Z) At least ane PASS flag () No FAIL flags

e DataStore Fx
Data Store

Requisite s e Options 0
FAL QD Pass @)
2 P x
@ DevicelD-Match s
Device Id {Match)
Sufficient ‘e Options 0
CONTINUE pass @

e ForgeRock-Authenticator tsx
ForgeRock Authenticator (OATH)
Required s e Options 0
FAL QD Pass @)
¥ 4 & x
@ DevicelD-Save s
Device Id (Save)
Optional ‘e Options 0
CONTINUE pass @
Successful authentication requires:  (Z) At least one PASS flag @) No FAIL flags

With AM, you can further set authentication levels per module, with higher levels being used
typically to allow access to more restricted resources. The AM SPIs also let you develop your

own authentication modules, and post authentication plugins. Client applications can specify

the authentication level, module, user, and authentication service to use among those you have
configured. As described later in this guide, you can use realms to organize which authentication
process applies for different applications or different domains, perhaps managed by different people.
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About Authentication Levels for Chains

When a user successfully authenticates, AM creates a session, which allows AM to manage the user's
access to resources. The session is assigned an authentication level, which is calculated to be the
highest authentication level of any authentication module that passed. If the user's session does not
have the appropriate authentication level, then the user may need to reauthenticate again at a higher
authentication level to access the requested resource.

The authentication level sets the level of security associated with a module. Typically, the strongest
form of authentication is assigned the highest authentication level.

If an authentication chain contains requisite or required modules that were not executed due to

the presence of a passing sufficient module in front of them, the session's authentication level

is calculated to be whichever is greater: the highest authentication level of any authentication
module that passed, or the highest authentication level of requisite or required modules that were not
executed.

You can modify AM's default behavior, so that a session's authentication level is always the highest
authentication level of any authentication module that passed, even if there are requisite or required
modules in the authentication chain that were not executed.

To modify the default behavior, set the org. forgerock.openam.authLevel.excludeRequiredOrRequisite
property to true under Deployment > Servers > Server Name > Advanced and restart the AM server.

Authorization policies may also require a particular authentication level to access protected
resources. When an authenticated user tries to access a protected resource without satisfying the

authentication level requirement, AM denies access to the resource and returns an advice indicating
that the user needs to reauthenticate at the required authentication level to access the resource.

The web or Java agent or policy enforcement point can then send the user back to AM for session
upgrade. For more information, see "Session Upgrade" in the Sessions Guide

Configuring Authentication Chains

The following table summarizes the high-level tasks required to configure authentication chains:

Task Resources

Design the Authentication Journey of your Users * "Authentication Modules Configuration
Reference", for a list of modules

The best way to tackle the design decision is to write down a delivered with AM.

list of required steps users would need to take to log in to your

environment, and then check the list of nodes available in AM. e "About Multi-Factor Authentication",

to understand how multi-factor
authentication works with chains.

e "Social Authentication", to understand
how social authentication works with
chains.
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Task

Decide if you Need Custom Authentication Modules, Server-Side
Scripts, or Post-Authentication Plugins

If the default authentication modules and plugins do not suit your
needs, consider coding your own.

Configure your Authentication Modules

Before setting up your chains, configure the authentication
modules you need.

Configure your Authentication Chains

Use the chain designer to put together your chains quickly.

Configure Post-Authentication Plugins

Post-authentication plugins allow you to manage session
properties and run scripts after authentication, or after the user
has logged out.

To Configure Authentication Modules

Resources

* "Customizing Authentication Chains"

* "To Configure Authentication Modules"

"To Create an Authentication Chain".

e "Implementing Post-Authentication
Plugins".

The AM console provides two places where you can configure authentication modules:

* Under Configure > Authentication, you configure default properties for global authentication

modules.

* Under Realms > Realm Name > Authentication v Modules, you configure modules for your realm.

* Configure the authentication modules required by your environment. The configuration of
individual modules depend on its function. See the following links:

* "MFA: Open AuTHentication (OATH)"
e "MFA: Push Authentication"
e "MFA: Web Authentication (WebAuthn)"

e "Social Authentication"

For module reference information, see "Authentication Modules Configuration Reference".

To Create an Authentication Chain

Once you have configured authentication modules and added the modules to the list of module
instances, you can configure authentication chains. Authentication chains let you handle cases
where alternate modules or credentials are needed. If you need modules in the chain to share user

credentials, then set options for the module.

1. Go to Realms > Realm Name > Authentication > Chains.
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2. On the Authentication Chains page, click Add Chain. Enter new chain name, and then click

Create.
The Edit Chain dialog appears. Click on Add a Module.

Select the authentication module in the drop-down list, and then assign appropriate criteria
(Optional, Required, Requisite, Sufficient), as described in "Authentication Modules and Chains".

Add as many modules as required.

(Optional) If you need modules in the chain to share user credentials, consider the following
available options:

+ Options to Share Credentials Among Modules

iplanet-am-auth-store-shared-state-enabled

Set iplanet-am-auth-store-shared-state-enabled=true to store the credentials captured by
this module in shared state. This enables subsequent modules in the chain to access
the credentials captured by this module. The shared state is cleared when the user
successfully authenticates, quits the chain, or logs out.

Default: true

Note

OATH and OTP codes are never added to the shared state, and cannot be shared between other
modules in the chain.

iplanet-am-auth-shared-state-enabled

Set iplanet-am-auth-shared-state-enabled=true to allow this module to access the credentials,
such as user name and password, that have been stored in shared state by previous
modules in the authentication chain.

Default: false
iplanet-am-auth-shared-state-behavior-pattern

Set iplanet-am-auth-shared-state-behavior-pattern=tryFirstPass to try authenticating with the
username and password stored in shared state. If authentication fails, AM displays the
login screen of this module for the user to re-enter their credentials.

Set iplanet-am-auth-shared-state-behavior-pattern=useFirstPass to prevent the user from
entering the username and password twice during authentication. Typically, you set
the property to useFirstpPass for all modules in the chain except the first module. If
authentication fails, then the module fails.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
Copyright © 2011-2021 ForgeRock AS. All rights reserved.

21



Configuring AM for Authentication

(" FORGEROCK Configuring Authentication Chains

Default: tryFirstPass

Enter the key and its value, and then click Plus (+). When you finish entering the options, click
OK.

+ Examples

For example, consider a chain with two modules sharing credentials according to the
following settings: the first module in the chain has the option iplanet-am-auth-store-shared-
state-enabled=true, and criteria REQUIRED.

Authentication Chain First Module

New Module
Select Module Select Criteria
DataStore - Data Store - Required -
Options
KEY VALUE
iplanet-am-auth-store-shared-state-... true x

The second module in the chain has options iplanet-am-auth-shared-state-enabled=true, iplanet-
am-auth-shared-state-behavior-pattern=useFirstPass with criteria REQUIRED.
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Authentication Chain Second Module

|

New Module

Select Module Select Criteria
Federation - Federation - Required A

Options
KEY VALUE
iplanet-am-auth-shared-state-enabled true x
iplanet-am-auth-shared-state-behav...  useFirstPass x

)

5. On the Settings tab, configure where AM redirects the user upon successful and failed
authentication, and plug in your post-authentication processing classes as necessary.

If you configure absolute URLs that are not in the same scheme, FQDN, and port as AM, you must
also configure the Validation Service.

6. Click Save Changes.
The following authentication sequence would occur: the user enters their credentials for the first
module and successfully authenticates. The first module shares the credentials with the second
module, successfully authenticating the user without prompting again for their credentials,
unless the credentials for the first module do not successfully authenticate the user to the second
module.

Login Session Timeouts for Chains

Login pages have a session timeout that specifies the number of minutes before the session times out,
if the user has not logged in. The login session timeout has two components:

* The timeout of the specific authentication module.
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The default session timeout for an authentication module is two minutes.

* The overall session timeout, set in Configure > Server Defaults > Session > Session Limits >
Invalidate Session Max Time.

The default overall session timeout is three minutes.

You must set the overall session timeout to a value greater than the complete authentication process
(including any multi-page authentication processes). If you have chained authentication modules,
with different timeouts, you must set the overall session timeout to a value greater than the sum of
these timeouts.

For more information, see How do I configure login page session timeouts in AM when using
authentication modules? in the ForgeRock Knowledge Base.
Implementing Post-Authentication Plugins

Post-authentication plugins (PAP) let you include custom processing at the end of the authentication
process and when users log out of AM.

In the AM console, you add post-authentication plugins to an authentication chain. Navigate
to Realms > Realm Name > Authentication > Chains > Auth Chain Name > Settings > Post
Authentication Processing Class > Class Name.

See "Creating Post-Authentication Plugins for Chains" for more information about post authentication
plugins.

Standard Post-Authentication Plugins
AM provides some post-authentication plugins as part of the standard product delivery.
Class name: org.forgerock.openam.authentication.modules.adaptive.AdaptivePostAuthenticationPlugin

The adaptive authentication plugin serves to save cookies and profile attributes after successful
authentication.

Add it to your authentication chains that use the adaptive authentication module configured to
save cookies and profile attributes.

Class name: org.forgerock.openam.authentication.modules.common.
JaspiAuthLoginModulePostAuthenticationPlugin

The Java Authentication Service Provider Interface (JASPI) post authentication plugin initializes
the underlying JASPI serverAuth module.

JASPI defines a standard service provider interface (SPI) where developers can write message
level authentication agents for Java containers on either the client side or the server side.
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Class name: org.forgerock.openam.authentication.modules.oauth2.0Auth2PostAuthnPlugin

The OAuth 2.0 post-authentication plugin builds a global logout URL used by /oauth2c/
OAuthLogout.jsp after successful OAuth 2.0 client authentication. This logs the resource owner out
with the OAuth 2.0 provider when logging out of AM.

Before using this plugin, configure the OAuth 2.0 authentication module with the correct OAuth
2.0 Provider logout service URL, and set the Logout options to Log out or Prompt. This plugin
cannot succeed unless those parameters are correctly set.

Sometimes OAuth 2.0 providers change their endpoints, including their logout URLs. When using
a provider like Facebook, Google, or MSN, make sure you are aware when they change their
endpoint locations so that you can change your client configuration accordingly.

Class name: org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin

The SAML v2.0 post-authentication plugin that gets activated for single logout. Supports HTTP-
Redirect for logout-sending messages only.

Set the post-authentication processing class for the authentication chain that contains the SAML
v2.0 authentication module.

Class name: org.forgerock.openam.authentication.modules.persistentcookie.PersistentCookieAuthModule

The Persistent Cookie Authentication Module provides logic for persistent cookie authentication
in AM. It makes use of the JASPI jwtSession module to create and verify the persistent cookie.

. . . . . 1
Class name: com.sun.identity.authentication.spi.ReplayPasswd

Password replay post-authentication plugin class that uses a DES/ECB/NoPadding encryption
algorithm. This class is deprecated in favor of the com.sun.identity.authentication.spi.
JwtReplayPassword class.

The plugin encrypts the password captured by AM during the authentication process and stores
it in a session property. IG or a web agent looks up the property, decrypts it, and replays the
password into legacy applications.

To configure password replay for AM and IG, see the ForgeRock Identity Gateway Gateway
Guide.

Class name: com.sun.identity.authentication.spi.JwtReplayPasswo rd1

Password replay post-authentication plugin class that uses a JWT-based AES A128CBC-HS256
encryption algorithm.

The plugin encrypts the password captured by AM during the authentication process and stores it
in a session property. IG looks up the property, decrypts it, and replays the password into legacy
applications.

1Only one password replay post-authentication plugin class can be active for a given AM deployment.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
Copyright © 2011-2021 ForgeRock AS. All rights reserved. 25


https://backstage.forgerock.com/docs/ig/7/gateway-guide/password-capture-replay.html
https://backstage.forgerock.com/docs/ig/7/gateway-guide/password-capture-replay.html

Configuring AM for Authentication

(" FORGEROCK' Customizing Authentication Chains

Only IG 6 or later is supported.

To configure password replay for AM and IG, see the ForgeRock Identity Gateway Gateway
Guide.

If necessary, you can also write your own custom post-authentication plugin as described in "Creating
Post-Authentication Plugins for Chains".

Customizing Authentication Chains

Your deployment might require customizing standard authentication chain features. See the following
sections for customization examples:

* Creating a Custom Authentication Module
* Using Server-side Authentication Scripts in Authentication Modules

* Creating Post-Authentication Plugins for Chains

Creating a Custom Authentication Module

This section shows how to customize authentication with a sample custom authentication module. For
deployments with particular requirements not met by existing AM authentication modules, determine
whether you can adapt one of the built-in or extension modules for your needs. If not, build the
functionality into a custom authentication module.

About the Sample Custom Authentication Module

The sample custom authentication module prompts for a user name and password to authenticate the
user, and handles error conditions. The sample shows how you integrate an authentication module
into AM such that you can configure the module through the AM console, and also localize the user
interface.

For information on downloading and building AM sample source code, see How do I access and build
the sample code provided for AM (All versions)? in the Knowledge Base.

Get a local clone so that you can try the sample on your system. In the sources, you find the following
files under the /path/to/openam-samples-external/custom-authentication-module directory:

pom.xml
Apache Maven project file for the module

This file specifies how to build the sample authentication module, and also specifies its
dependencies on AM components and on the Java Servlet API.

src/main/java/org/forgerock/openam/examples/SampleAuth. java

Core class for the sample authentication module
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This class is called by AM to initialize the module and to process authentication. See "The Sample
Authentication Logic" for details.

src/main/java/org/forgerock/openam/examples/SampleAuthPrincipal. java

Class implementing java.security.Principal interface that defines how to map credentials to
identities

This class is used to process authentication. See "The Sample Auth Principal" for details.
src/main/resources/amAuthSampleAuth.properties

Properties file mapping Ul strings to property values

This file makes it easier to localize the Ul. See "Sample Auth Properties" for details.
src/main/resources/amAuthSampleAuth.xml

Configuration file for the sample authentication service

This file is used when registering the authentication module with AM. See "The Sample Auth
Service Configuration" for details.

src/main/resources/config/auth/default/SampleAuth.xml
Callback file for deprecated AM classic UI authentication pages

The sample authentication module does not include localized versions of this file. See "Sample
Auth Callbacks" for details.

src/main/java/org/forgerock/openam/examples/SampleAuthPlugin.java
src/main/resources/META-INF/services/org.forgerock.openam.plugins.AmPlugin

These files serve to register the plugin with AM.

The Java class, SampleAuthPlugin, implements the org.forgerock.openam.plugins.AmPlugin interface. In
the sample, this class registers the sampleAuth implementation, and the amAuthSampleAuth service
schema for configuration.

The services file, org. forgerock.openam.plugins.AmPlugin, holds the fully qualified class name of the
AmPlugin that registers the custom implementations. In this case, org.forgerock.openam.examples.
SampleAuthPlugin

For an explanation of service loading, see the ServiceLoader API specification.

Sample Auth Properties

AM uses a Java properties file per locale to retrieve the appropriate, localized strings for the
authentication module.
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The following is the Sample Authentication Module properties file, amAuthSampleAuth.properties.

HHEHFHHFHHEEFEHFFHHHHR

sa
a5
a5

sa
sa
sa

sa
sa

The contents of this file are subject to the terms of the Common Development and
Distribution License (the License). You may not use this file except in compliance with the
License.

You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.

When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]".

Copyright 2011-2017 ForgeRock AS. All Rights Reserved

mpleauth-service-description=Sample Authentication Module
00=Authentication Level
01=Service Specific Attribute

mpleauth-ui-login-header=Login
mpleauth-ui-username-prompt=User Name:
mpleauth-ui-password-prompt=Password:

mpleauth-error-1=Error 1 occurred during the authentication
mpleauth-error-2=Error 2 occurred during the authentication

Sample Auth Callbacks

AM callbacks XML files are used to build the deprecated classic Ul to prompt the user for identity
information needed to process the authentication. The document type for a callback XML file is
described in WEB-INF/Auth Module Properties.dtd where AM is deployed.

The value of the moduleName property in the callbacks file must match your custom authentication
module's class name. Observe that the module name SampleAuth, shown in the example below, matches

the

<?
<!
*

¥ K K K XK XK X ¥ X X ¥ X ¥

class name in "The Sample Authentication Logic" [30].

xml version="1.0" encoding="UTF-8"7>

The contents of this file are subject to the terms of the Common Development and

Distribution License (the License). You may not use this file except in compliance with the
License.
You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.
When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]".
Copyright 2011-2017 ForgeRock AS. All Rights Reserved
>
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<!DOCTYPE ModuleProperties PUBLIC
"=//iPlanet//Authentication Module Properties XML Interface 1.0 DTD//EN"
“jar://com/sun/identity/authentication/Auth_Module_Properties.dtd">

<ModuleProperties moduleName="SampleAuth" version="1.0" >
<Callbacks length="0" order="1" timeout="600" header="#NOT SHOWN#" />
<Callbacks length="2" order="2" timeout="600" header="#T0 BE SUBSTITUTED#">
<NameCallback isRequired="true">
<Prompt>#USERNAME#</Prompt>
</NameCallback>
<PasswordCallback echoPassword="false" >
<Prompt>#PASSWORD#</Prompt>
</PasswordCallback>
</Callbacks>
<Callbacks length="1" order="3" timeout="600" header="#T0 BE SUBSTITUTED#"
error="true" >
<NameCallback>
<Prompt>#THE DUMMY WILL NEVER BE SHOWN#</Prompt>
</NameCallback>
</Callbacks>
</ModuleProperties>

This file specifies three states.

1. The initial state (order="1") is used dynamically to replace the dummy strings shown between
hashes (for example, #USERNAME#) by the substituteUIStrings() method in SampleAuth.java.

2. The next state (order="2") handles prompting the user for authentication information.

3. The last state (order="3") has the attribute error="true". If the authentication module state
machine reaches this order then the authentication has failed. The NameCallback is not used and not
displayed to user. AM requires that the callbacks array have at least one element. Otherwise AM
does not permit header substitution.

The Sample Authentication Logic

An AM authentication module must extend the com.sun.identity.authentication.spi.AMLoginModule
abstract class, and must implement the methods shown below.

Tip

The account lockout functionality in AM is triggered by counting invalid password exceptions, rather than
invalid login exceptions.

To trigger account lockouts after repeated failed attempts, ensure your modules throw
InvalidPasswordException exceptions instead of AuthLoginException exceptions when appropriate, as per the
code below.

See the ForgeRock Access Management Java SDK API Specification for reference.
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public void init(Subject subject, Map sharedState, Map options)

// OpenAM calls the process() method when the user submits authentication
// information. The process() method determines what happens next:

// success, failure, or the next state specified by the order

// attribute in the callbacks XML file.

public int process(Callback[] callbacks, int state) throws LoginException

// OpenAM expects the getPrincipal() method to return an implementation of

// the java.security.Principal interface.
public Principal getPrincipal()

AM does not reuse authentication module instances. This means that you can store information
specific to the authentication process in the instance.

The implementation, SampleAuth.java, is shown below:

~
*

The contents of this file are subject to the terms of the Common Development and
Distribution License (the License). You may not use this file except in compliance with the
License.

You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.

When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]".

O K K K XK XK X X X X X ¥

Copyright 2011-2020 ForgeRock AS. All Rights Reserved

*
~

package org.forgerock.openam.examples;

import java.security.Principal;
import java.util.Map;
import java.util.ResourceBundle;
import java.util.Set;

import javax.security.auth.Subject;

import javax.security.auth.callback.Callback;

import javax.security.auth.callback.NameCallback;
import javax.security.auth.callback.PasswordCallback;
import javax.security.auth.login.LoginException;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.sun.identity.authentication.spi.AMLoginModule;

import com.sun.identity.authentication.spi.AuthLoginException;
import com.sun.identity.authentication.spi.InvalidPasswordException;
import com.sun.identity.authentication.util.ISAuthConstants;

import com.sun.identity.shared.datastruct.CollectionHelper;

/**
* SampleAuth authentication module example.
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If you create your own module based on this example, you must modify all
occurrences of "SampleAuth" in addition to changing the name of the class.

Please refer to OpenAM documentation for further information.

Feel free to look at the code for authentication modules delivered with
OpenAM, as they implement this same API.

* K X K X X X ¥

*/
public class SampleAuth extends AMLoginModule {
// Name for the debug-log
private final static String DEBUG NAME = "SampleAuth";
private final static Logger debug = LoggerFactory.getlLogger(SampleAuth.class);

// Name of the resource bundle
private final static String amAuthSampleAuth = "amAuthSampleAuth";

// User names for authentication logic

private final static String USERNAME = “demo";

private final static String PASSWORD = "“Ch4ng31t";
private final static String ERROR 1 USERNAME = "testl";
private final static String ERROR 2 USERNAME = "test2";

// Orders defined in the callbacks file
private final static int STATE BEGIN = 1;
private final static int STATE AUTH = 2;
private final static int STATE ERROR = 3;

// Errors properties
private final static String SAMPLE AUTH ERROR 1
private final static String SAMPLE AUTH ERROR 2

= "sampleauth-error-1";
= "sampleauth-error-2";
private Map<String, Set<String>> options;

private ResourceBundle bundle;

private Map<String, String> sharedState;

public SampleAuth() {
super();
}

/**

* This method stores service attributes and localized properties for later
* use.
* @param subject
* @param sharedState
* @param options

&
@Override

public void init(Subject subject, Map sharedState, Map options) {

debug.debug("SampleAuth: :init");
this.options = options;

this.sharedState = sharedState;
this.bundle = amCache.getResBundle(amAuthSampleAuth, getLoginLocale());
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@Override
public int process(Callback[] callbacks, int state) throws LoginException {

debug.debug("SampleAuth: :process state: {}", state);
switch (state) {

case STATE BEGIN:
// Intialize Callback list if used in chain with
// iplanet-am-auth-shared-state-enabled=true
setForceCallbacksRead(true);
forceCallbacksInit();

// No time wasted here - simply modify the UI and
// proceed to next state

substituteUIStrings();

return STATE_AUTH;

case STATE AUTH:
// Get data from callbacks. Refer to callbacks XML file.
NameCallback nc = (NameCallback) callbacks[0];
PasswordCallback pc = (PasswordCallback) callbacks[1];
String username = nc.getName();
String password = String.valueOf(pc.getPassword());
//First errorstring is stored in "sampleauth-error-1" property.
if (ERROR 1 USERNAME.equals(username)) {
setErrorText (SAMPLE_AUTH ERROR 1);
return STATE_ERROR;
}

//Second errorstring is stored in "sampleauth-error-2" property.
if (ERROR 2 USERNAME.equals(username)) {
setErrorText (SAMPLE _AUTH ERROR 2);
return STATE_ERROR;
}

if (USERNAME.equals(username) && PASSWORD.equals(password)) {
debug.debug("SampleAuth: :process User '{}' " +
"authenticated with success.", username);
return ISAuthConstants.LOGIN SUCCEED;
}

throw new InvalidPasswordException(“password is wrong",
USERNAME) ;

case STATE ERROR:
return STATE ERROR;
default:
throw new AuthLoginException("invalid state");

}

@Override
public Principal getPrincipal() {

return new SampleAuthPrincipal (USERNAME) ;
}
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private void setErrorText(String err) throws AuthLoginException {
// Receive correct string from properties and substitute the
// header in callbacks order 3.
substituteHeader (STATE ERROR, bundle.getString(err));

}

private void substituteUIStrings() throws AuthLoginException {
// Get service specific attribute configured in OpenAM
String ssa = CollectionHelper.getMapAttr(options, "“specificAttribute");

// Get property from bundle

String new hdr = ssa + " " +
bundle.getString("sampleauth-ui-login-header");

substituteHeader (STATE AUTH, new _hdr);

replaceCallback(STATE_AUTH, 0, new NameCallback(
bundle.getString("sampleauth-ui-username-prompt")));

replaceCallback(STATE_AUTH, 1, new PasswordCallback(
bundle.getString("sampleauth-ui-password-prompt"), false));

The Sample Auth Principal

The implementation, SampleAuthPrincipal.java, is shown below:

~
*

The contents of this file are subject to the terms of the Common Development and
Distribution License (the License). You may not use this file except in compliance with the
License.

You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.

When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]".

O K XK XK XK XK X X X X X ¥

Copyright 2011-2017 ForgeRock AS. All Rights Reserved

*
~

package org.forgerock.openam.examples;

import java.io.Serializable;
import java.security.Principal;

/**

* SampleAuthPrincipal represents the user entity.

*/

public class SampleAuthPrincipal implements Principal, Serializable {

private final static String COLON = " : *;
private final String name;
public SampleAuthPrincipal(String name) {

if (name == null) {
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throw new NullPointerException("illegal null input");

}
this.name = name;
}
/**
* Return the LDAP username for this <code>SampleAuthPrincipal</code>.
*
* @return the LDAP username for this <code>SampleAuthPrincipal</code>
&
@Override

public String getName() {
return name;
}

/**
* Return a string representation of this <code>SampleAuthPrincipal</code>.
*
* @return a string representation of this
* <code>TestAuthModulePrincipal</code>.
&
@Override
public String toString() {
return new StringBuilder().append(this.getClass().getName())
.append (COLON) .append(name) .toString();

Compares the specified Object with this <code>SampleAuthPrincipal</code>
for equality. Returns true if the given object is also a

<code> SampleAuthPrincipal </code> and the two SampleAuthPrincipal have
the same username.

@param o Object to be compared for equality with this
<code>SampleAuthPrincipal</code>.

@return true if the specified Object is equal equal to this
<code>SampleAuthPrincipal</code>.

@Override
public boolean equals(Object o) {

if (0o == null) {
return false;
}

if (this == o) {
return true;
}

if (!(o instanceof SampleAuthPrincipal)) {
return false;
}
SampleAuthPrincipal that = (SampleAuthPrincipal) o;

if (this.getName().equals(that.getName())) {
return true;

return false;
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/**

* Return a hash code for this <code>SampleAuthPrincipal</code>.
*

* @return a hash code for this <code>SampleAuthPrincipal</code>.
&
@Override
public int hashCode() {
return name.hashCode();
}

The Sample Auth Service Configuration

AM requires that all authentication modules be configured by means of an AM service. At
minimum, the service must include an authentication level attribute. Your module can access these
configuration attributes in the options parameter passed to the init() method.

Some observations about the service configuration file follow in the list below.

* The document type for a service configuration file is described in weB-INF/sms.dtd where AM is
deployed.

* The service name is derived from the module name. The service name must have the following
format:

e It must start with either iPlanetAMAuth Or sunAMAuth.

¢ The module name must follow. The case of the module name must match the case of the class
that implements the custom authentication module.

¢ It must end with Service.

In the Sample Auth service configuration, the module name is sampleAuth and the service name is
iPlanetAMAuthSampleAuthService.

* The service must have a localized description, retrieved from a properties file.

» The i18nFileName attribute in the service configuration holds the default (non-localized) base name of
the Java properties file. The i18nkey attributes indicate properties keys to string values in the Java
properties file.

* The authentication level attribute name must have the following format:

¢ It must start with iplanet-am-auth-, sun-am-auth-, or forgerock-am-auth-.

¢ The module name must follow, and must appear in lower case if the attribute name starts with
iplanet-am-auth- Or forgerock-am-auth-. If the attribute name starts with sun-am-auth-, it must exactly
match the case of the module name as it appears in the service name.

e It must end with -auth-level.
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In the Sample Auth service configuration, the authentication level attribute name is iplanet-am-auth-
sampleauth-auth-Tlevel.

* The Sample Auth service configuration includes an example sampleauth-service-specific-attribute,
which can be configured through the AM console.

The service configuration file, amAuthSampleAuth.xml, is shown below. Save a local copy of this file, which
you use when registering the module.

<?
<!
*

¥ X X X X X X X X X X X ¥

<!

<S

xml version="1.0" encoding="UTF-8"?>

The contents of this file are subject to the terms of the Common Development and
Distribution License (the License). You may not use this file except in compliance with the
License.

You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.

When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]".

Copyright 2011-2020 ForgeRock AS. All Rights Reserved

>

DOCTYPE ServicesConfiguration
PUBLIC "=//iPlanet//Service Management Services (SMS) 1.0 DTD//EN"
"jar://com/sun/identity/sm/sms.dtd">

ervicesConfiguration>

<Service name="iPlanetAMAuthSampleAuthService" version="1.0">

<Schema
serviceHierarchy="/DSAMEConfig/authentication/iPlanetAMAuthSampleAuthService"
il8nFileName="amAuthSampleAuth" revisionNumber="10"
il18nKey="sampleauth-service-description" resourceName="sample">
<Organization>
<!-- Specify resourceName for a JSON-friendly property in the REST SMS -->
<AttributeSchema name="iplanet-am-auth-sampleauth-auth-level" resourceName="authLevel"
type="single" syntax="number_range" rangeStart="0" rangeEnd="2147483647"
i18nKey="a500">
<DefaultValues>
<Value>1l</Value>
</DefaultValues>
</AttributeSchema>

<!-- No need for resourceName when the name is JSON-compatible -->
<AttributeSchema name="specificAttribute"
type="single" syntax="string" validator="no" il8nKey="a501" />

<l--

For Auth Modules, the parent Schema element specifies the REST SMS resourceName,

and the nested SubSchema must have resourceName="USE-PARENT"

-->

<SubSchema name="serverconfig" inheritance="multiple" resourceName="USE-PARENT">
<AttributeSchema name="iplanet-am-auth-sampleauth-auth-level" resourceName="authLevel"
type="single" syntax="number_range" rangeStart="0" rangeEnd="2147483647"
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il18nKey="a500">
<DefaultValues>
<Value>1l</Value>
</DefaultValues>
</AttributeSchema>

<!-- No need for a DefaultValues element when the default is blank -->
<AttributeSchema name="specificAttribute"
type="single" syntax="string" validator="no" il8nKey="a501" />

</SubSchema>
</0rganization>
</Schema>
</Service>
</ServicesConfiguration>

Building and Installing the Sample Custom Auth Module
Build the module with Apache Maven, and install the module in AM.

For information on downloading and building AM sample source code, see How do I access and build
the sample code provided for AM (All versions)? in the Knowledge Base.

Installing the Module

Installing the sample authentication module consists of copying the .jar file to AM's WEB-INF/lib/
directory, registering the module with AM, and then restarting AM or the web application container
where it runs.

1. Copy the sample authentication module .jar file to WEB-INF/1ib/ where AM is deployed.
$ cp target/custom*.jar /path/to/tomcat/webapps/openam/WEB-INF/lib/

2. Restart AM or the container in which it runs.

For example if you deployed AM in Apache Tomcat, then you shut down Tomcat and start it again.

$ /path/to/tomcat/bin/shutdown.sh
$ /path/to/tomcat/bin/startup.sh
$ tail -1 /path/to/tomcat/logs/catalina.out
INFO: Server startup in 14736 ms

Configuring & Testing the Sample Custom Auth Module

Authentication modules are registered as services with AM globally, and then set up for use in a
particular realm. In this example, you set up the sample authentication module for use in the realm /
(Top Level Realm).

Log in to the AM console as an administrator, such as amAdnin, and browse to Realms > Top
Level Realm > Authentication > Modules. Click Add Module to create an instance of the Sample
Authentication Module. Name the module sample.
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New Module

Name Sample
Type Select Module type... - |
" RADIUS |
SAE

Sample Authentication Module
Scripted Module

SecurlD

Windows Desktop SSO
Windows NT

Click Create, and then configure the authentication module as appropriate.

SAMPLE

Sample

Authentication Level 1
Service Specific Sample Module |
Attribute

e D

Now that the module is configured, log out of the AM console.

Finally, try the module by specifying the sample module. Browse to the login URL such as https://
openam.example.com:8443/openam/XUI/?realm=/&module=Sample#login, and then authenticate with user name
demo and password Ch4ng31t.
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(4

FORGEROCK

SAMPLE MODULE LOGIN

demo

After authentication you are redirected to the end user page for the demo user. You can logout of
the AM console, and then try to authenticate as the non-existent user test123 to see what the error
handling looks like to the user.

Using Server-side Authentication Scripts in Authentication Modules

This section demonstrates how to use the default server-side authentication script. An authentication
script can be called from a Scripted authentication module.

The default server-side authentication script only authenticates a subject when the current time on
the AM server is between 09:00 and 17:00. The script also uses the logger and httpClient functionality
provided in the scripting API.

To examine the contents of the default server-side authentication script in the AM console browse to
Realms > Top Level Realm > Scripts, and then click Scripted Module - Server Side.

For general information about scripting in AM, see Getting Started with Scripting.

For information about APIs available for use when scripting authentication, see the following
sections:

* "Accessing HTTP Services" in the Getting Started with Scripting
» "Debug Logging" in the Getting Started with Scripting

» "Scripted Module API Functionality"
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Preparing AM To Use Server-side Authentication Scripts

AM requires a small amount of configuration before trying the example server-side authentication
script. You must create an authentication module of the Scripted type, and then include it in an
authentication chain, which can then be used when logging in to AM. You must also ensure the demo
user has an associated postal address.

The procedures in this section are:

* "To Create a Scripted Authentication Module that Uses the Default Server-side Authentication
Script"

* "To Create an Authentication Chain that Uses a Scripted Authentication Module"

e "To Add a Postal Address to the Demo User"

To Create a Scripted Authentication Module that Uses the Default Server-side Authentication
Script

In this procedure, create a Scripted Authentication module, and link it to the default server-side
authentication script.

1. Log in as an AM administrator, for example amAdmin.
2. Navigate to Realms > Top Level Realm > Authentication > Modules.
3. On the Authentication Modules page, click Add Module.

4. On the New Module page, enter a module name, such as myScriptedAuthModule, from the Type drop-
down list, select Scripted Module, and then click Create.

5. On the module configuration page:
a. Uncheck the Client-side Script Enabled checkbox.
b. From the Server-side Script drop-down list, select Scripted Module - Server Side.

c. Click Save Changes.

To Create an Authentication Chain that Uses a Scripted Authentication Module

In this procedure, create an authentication chain that uses a Data Store authentication module and
the Scripted authentication module created in the previous procedure.

1. Log in as an AM administrator, for example amAdmin.

2. Navigate to Realms > Top Level Realm > Authentication > Chains.
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On the Authentication Chains page, click Add Chain.

On the Add Chain page, enter a name, such as myScriptedChain, and then click Create.
On the Edit Chain tab, click Add a Module.

In the New Module dialog box:

a. From the Select Module drop-down list, select DataStore.

b. From the Select Criteria drop-down list, select Required.

c. Click OK.

Note

The Data Store authentication module checks the user credentials, whereas the Scripted authentication
module does not check credentials, but instead only checks that the authentication request is processed
during working hours. Without the Data Store module, the username in the Scripted authentication module
cannot be determined. Therefore, do not configure the Scripted authentication module (server-side script)
as the first module in an authentication chain, because it needs a username.

On the Edit Chain tab, click Add Module.
In the New Module dialog box:

a. From the Select Module drop-down list, select the Scripted Module from the previous
procedure, for example myScriptedAuthModule.

b. From the Select Criteria drop-down list, select Required.
c. Click OK.

The resulting chain resembles the following:
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CHAINS

myScriptedChain

| x Delete ‘

Add authentication modules to build a process in which a user must pass credentials to all module instances.

Edit Chain Settings

e DataStore
Data Store

Required ;0

FAIL )

e myScriptedAuthModule
Scripted Module

Required | O

FAIL )

Successful authentication requires:

2 At least one PASS flag (@) No FAIL flags

E I

Options 0
Pass @)

E A

Options 0
Pass @

Successful authentication requires: () At least one PASS flag () No FAIL flags

9. On the Edit Chain tab, click Save Changes.

To Add a Postal Address to the Demo User

1. Log in as an AM administrator, for example amAdmin.

=W N

For example:

On the Identities tab, click the demo user.

Navigate to Realms > Top Level Realm > Identities.

In the Home Address field, enter a valid postal address, with lines separated by commas.
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ForgeRock Inc., 201 Mission St #2900, San Francisco, CA 94105, USA

5. Save your changes.

Trying the Default Server-side Authentication Script

This section shows how to log in using an authentication chain that contains a Scripted authentication
module, which in turn uses the default server-side authentication script.

The default server-side authentication script gets the postal address of a user after they authenticate
using a Data Store authentication module, and then makes an HTTP call to an external web service
to determine the longitude and latitude of the address. Using these details, a second HTTP call

is performed to get the local time at those coordinates. If that time is between two preset limits,
authentication is allowed, and the user is given a session and redirected to the profile page.

To Log in Using a Chain Containing a Scripted Authentication Module
1. Log out of AM.

2. In a browser, navigate to the AM login URL, and specify the authentication chain created in the
previous procedure as the value of the service parameter.

For example:

https://openam.example.com:8443/openam/XUI/?service=myScriptedChain#login

3. Log in as user demo with password Ch4ng31t.

If login is successful, the user profile page appears. The script will also output messages, such as
the following in the debug/Authentication log file:
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4.

Starting scripted authentication

amScript:02/27/2017 03:22:42:881 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

User: demo

amScript:02/27/2017 03:22:42:882 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

User address: ForgeRock Inc., 201 Mission St #2900, San Francisco, CA 94105, USA
amScript:02/27/2017 03:22:42:929 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

User REST Call. Status: [Status: 200 O0K]

amScript:02/27/2017 03:27:31:646 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

latitude:37.7914374 longitude:-122.3950694

amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

User REST Call. Status: [Status: 200 O0K]

amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

Current time at the users location: 10

amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

Authentication allowed!

amLoginModule:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]:
TransactionId[7635cd7c-ea97-4be6-8694-9e2be8642d56-8581]

Login NEXT State : -1

amLoginModule:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]:
TransactionId[7635cd7c-ea97-4be6-8694-9e2be8642d56-8581]

SETTING Module name.... :myScriptedAuthModule

amAuth:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

Module name is .. myScriptedAuthModule

amAuth:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

successModuleSet is : [DataStore, myScriptedAuthModule]

amJAAS:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]

login success

Tip
The default server-side authentication script outputs log messages at the message and error level.

AM does not log debug messages from scripts by default. You can configure AM to log such messages by
setting the debug log level for the amScript service. For details, see "Debug Logging" in the Maintenance
Guide

(Optional) To test that the script is being used as part of the login process, edit the script to alter
the times when authentication is allowed:

a.

b

C.

Log out the demo user.
. Log in as an AM administrator, for example amAdmin.

Navigate to Realms > Top Level Realm > Scripts > Scripted Module - Server Side.
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d. In the script, swap the values for sTART TIME and END TIME, for example:

var START_TIME 17;
var END_TIME 9; //

e. Click Save.

f. Repeat steps 1, 2, and 3 above, logging into the module as the demo user as before. The
authentication result will be the opposite of the previous result, as the allowed times have
inverted.

Creating Post-Authentication Plugins for Chains

Post-authentication plugins (PAP) let you include custom processing at the following places in the
authentication cycle:

» At the end of the authentication process, immediately before a user is authenticated
* When a user logs out of an AM session

A common use of post-authentication plugins is to set state information in the session object in
conjunction with web or Java agents. The post-authentication plugin sets custom session properties,
and then the web or Java agent injects the custom properties into the header sent to the protected
application.

Two issues should be considered when writing a post-authentication plugin for an AM deployment
that uses client-based sessions:

Cookie size

You can set an unlimited number of session properties in a post authentication plugin. When AM
creates a client-based session, it writes the session properties into the session cookie, increasing
the size of the cookie. Very large session cookies can exceed browser limitations. Therefore, when
implementing a post-authentication plugin in a deployment with client-based sessions, be sure to
monitor the session cookie size and verify that you have not exceeded browser cookie size limits.

For more information about client-based session cookies, see "Session Cookies and Session
Security" in the Sessions Guide.

Cookie security

The AM administrator secures custom session properties in sessions residing in the CTS token
store by using firewalls and other typical security techniques.

However, when using client-based sessions, custom session properties are written in cookies and
reside on end users' systems. Cookies can be long-lasting and might represent a security issue

if any session properties are of a sensitive nature. When developing a post authentication plugin
for a deployment that uses client-based sessions, be sure that you are aware of the measures
securing the session contained within the cookie.
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For more information about client-based session cookie security, see "Configuring Client-Based
Session Security" in the Security Guide.

This section explains how to create a post-authentication plugin.

Designing Your Post-Authentication Plugin

Your post-authentication plugin class implements the AMPostAuthProcessInterface interface, and in
particular the following three methods.

public void onLoginSuccess(
Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response,
SS0Token token

) throws AuthenticationException

public void onLoginFailure(
Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response

) throws AuthenticationException

public void onlLogout (
HttpServletRequest request,
HttpServletResponse response,
SS0Token token

) throws AuthenticationException

AM calls the onLoginSuccess() and onLoginFailure() methods immediately before informing the user

of login success or failure, respectively. AM calls the onLogout () method only when the user actively
logs out, not when a user's session times out. See the ForgeRock Access Management Java SDK API
Specification for reference.

These methods can perform whatever processing you require. Yet, know that AM calls your methods
synchronously as part of the authentication process. Therefore, if your methods take a long time to
complete, you will keep users waiting. Minimize the processing done in your post-authentication
methods.

Important

Implementing a post-authentication processing plugin in the top level realm can have unexpected effects. AM
invokes a post-authentication plugin when the plugin is configured in the top level realm, which will then run
for all types of authentication during startup, including user logins and internal administrative logins. The best
practice first and foremost is to configure end-users to only log into subrealms, while administrators only log
into the top level realm. If you need to execute the post-authentication plugin for administrative logins, make
sure that the plugin can also handle internal authentications.

An alternate solution is to configure the post-authentication plugin on a per authentication chain basis, which
can be configured separately for user logins or internal administrative logins.

Post-authentication plugins must be stateless: they do not maintain state between login and logout.
Store any information that you want to save between login and logout in a session property. AM
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stores session properties in the CTS token store after login, and retrieves them from the token store
as part of the logout process.

Building Your Sample Post-Authentication Plugin

The following example post-authentication plugin sets a session property during successful login,
writing to its debug log if the operation fails.

~
O K K XK K XK XK X X X X X ¥

*
~

The contents of this file are subject to the terms of the Common Development and
Distribution License (the License). You may not use this file except in compliance with the
License.

You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
specific language governing permission and limitations under the License.

When distributing Covered Software, include this CDDL Header Notice in each file and include
the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
Header, with the fields enclosed by brackets [] replaced by your own identifying
information: "Portions copyright [year] [name of copyright owner]"

Copyright 2011-2019 ForgeRock AS. All Rights Reserved

package com.forgerock.openam.examples;

import java.util.Map;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.iplanet.sso.SSOException;

import com.iplanet.sso.SSO0Token;

import com.sun.identity.authentication.spi.AMPostAuthProcessInterface;
import com.sun.identity.authentication.spi.AuthenticationException;

/**

*
*

*/

Set a session property on successful authentication.
If authentication fails, log a debug message.

public class SamplePAP implements AMPostAuthProcessInterface {

private final static String PROP_NAME = "MyProperty";
private final static String PROP_VALUE = "MyValue";
private final static String DEBUG FILE = "SamplePAP";

private Logger debug = LoggerFactory.getLogger(SamplePAP.class);

public void onLoginSuccess(
Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response,
SS0Token token
) throws AuthenticationException {
try {
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token.setProperty (PROP_NAME, PROP_VALUE);
} catch (SSOException e) {
debug.error("Unable to set property");
}

}

public void onLoginFailure(
Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response
) throws AuthenticationException {
// Not used
}

public void onLogout(
HttpServletRequest request,
HttpServletResponse response,
SS0Token token
) throws AuthenticationException {
// Not used
}

}
If you have not already done so, download and build the sample code.

For information on downloading and building AM sample source code, see How do I access and build
the sample code provided for AM (All versions)? in the Knowledge Base.

In the sources, you find the following files:
pom.xml
Apache Maven project file for the module

This file specifies how to build the sample post-authentication plugin, and also specifies its
dependencies on AM components and on the Servlet API.

src/main/java/com/forgerock/openam/examples/SamplePAP.java
Core class for the sample post-authentication plugin

Once built, copy the .jar to the weB-INF/lib directory where you deployed AM.
$ cp target/*.jar /path/to/tomcat/webapps/openam/WEB-INF/1ib/

Restart AM or the container in which it runs.

Configuring Your Post-Authentication Plugin

You can associate post-authentication plugins with realms or services (authentication chains). Where
you configure the plugin depends on the scope to which the plugin should apply:

* Plugins configured at the realm level are executed when authenticating to any authentication chain
in the realm, provided the authentication chain does not have an associated plugin.
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* Plugins configured at the service level are executed if that authentication chain is used for
authentication. Any plugins configured at the realm level will not execute.

In the console, navigate to Realms > Realm Name > Authentication > Settings > Post Authentication
Processing. In the Authentication Post Processing Classes list, add the sample plugin class, com.
forgerock.openam.examples.SamplePAP, and then click Save.

Alternatively, you can configure sample plugin for the realm by using the ssoadm command.

$ ssoadm set-svc-attrs \

--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \

--servicename iPlanetAMAuthService \

--realm /myRealm \

--attributevalues iplanet-am-auth-post-login-process-class=
com. forgerock.openam.examples.SamplePAP
iPlanetAMAuthService under /myRealm was

modified.

Testing Your Post-Authentication Plugin

To test the sample post-authentication plugin, login successfully to AM in the scope where the plugin
is configured. For example, if you configured your plugin for the realm, /myrealm, specify the realm in
the login URL.

https://openam.example.com:8443/openam/XUI/?realm=/myRealm#login

Although you will not notice anywhere in the user interface that AM calls your plugin, a web or Java
agent or custom client code could retrieve the session property that your plugin added to the user
session.

Configuring Success and Failure Redirection URLs

AM determines the redirection URL based on authentication success or failure. During success, AM
redirects the user to the URL specified in the goto parameter and, during failure, AM redirects the
user to the URL specified in the gotooOnFail parameter.

AM provides a number of places where you can configure success or failure URLs:

+ Successful Authentication URL Precedence, and Where to Configure Success URLs

Upon a successful authentication, AM determines the redirection URL in the following order:
1. The URL set in the authentication chain or authentication tree.

* To specify a URL in an authentication chain, in the AM console, set the Successful Login
URL parameter by navigating to Realm Name > Authentication > Chains > chain > Settings.
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* To specify a URL in an authentication tree, add a Success URL Node to the tree and specify
the Success URL in the node properties.

2. The URL set in the goto login URL parameter. For example:

https://openam.example.com:8443/openam/XUI/?realm=/&goto=http%s3A%2F%2Fwww.example.com#login

3. The URL set in the Success URL attribute in the user's profile.

In the AM console, you can set the Success URL parameter by navigating to Realm Name >
Identities > identity. In Success URL, enter a URL, and then click Save Changes.

You can also specify the client type by entering ClientType|URL as the property value. If the
client type is specified, it will have precedence over a regular URL in the user's profile.

4. The URL set in the Default Success Login URL attribute in the Top Level realm.

You can set this property on the AM console by navigating to Configure > Authentication >
Core Attributes > Post Authentication Processing.

You can also specify the client type by entering clientType|URL as the property value. If the

client type is specified, it will have precedence over a Default Success Login URL in the Top
Level realm.

+ Failed Authentication URL Precedence, and Where to Configure Failure URLs

Upon a failed authentication, AM determines the redirection URL in the following order:
1. The URL set in the authentication chain or authentication tree.

* To specify a URL in an authentication chain, in the AM console, set the Failed Login URL
parameter by navigating to Realm Name > Authentication > Chains > chain > Settings.

* To specify a URL in an authentication tree, add a Failure URL Node to the tree and specify
the Failure URL in the node properties.

2. The URL set in the gotooOnFail parameter. For example:

https://openam.example.com:8443/openam/XUI/?realm=/&gotoOnFail=http%s3A%2F%2Fwww.example.com#login

3. The URL set in the Failure URL attribute in the user's profile.

In the AM console, you can set the Failure URL parameter by navigating to Realm Name >
Identities > identity. Under Failure URL, enter a URL, and then click Save Changes.

You can also specify the client type by entering ClientType|URL as the property value. If the
client type is specified, it will have precedence over a regular URL in the user's profile.
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4. The URL set in the Default Failure Login URL attribute in the Top Level realm.

You can set this property on the AM console by navigating to Configure > Authentication >
Core Attributes > Post Authentication Processing.

You can also specify the client type by entering clientType|URL as the property value. If the
client type is specified, it will have precedence over a Default Failure Login URL in the Top
Level realm.

URLSs can be relative to AM's URL, or absolute.

By default, AM trusts all relative URLs and those absolute URLs that are in the same scheme, FQDN,
and port as AM. This increases security against possible phishing attacks through open redirect.

To configure AM to trust other absolute URLs, add them to the Validation Service. If you do not, on
login AM will redirect to the user profile or to the administrator console, and on logout to the default
logout page in the Ul instead.

+ Do I Need to Add my URL to the Validation Service?

Consider an example AM deployment configured in https://am.example.com:8443/am:

URL Needs to be configured in the Validation
Service?

http://am.example.com:8080/am/XUI/#login Yes, the scheme and port are different.

https://am.example.com:443/am/XUI/#login Yes, the port is different.

/am/XUI/#login No, the paths relative to the AM URL are
trusted.

https://mypage.example.com/app/logout.jsp Yes, the scheme, port, and FQDN are
different.

To Configure the Validation Service
1. In the AM console, navigate to Realms > Realm Name > Services.
Note that you can add an instance of the Validation Service on the Top Level Realm, too.
2. Click Add a Service.
3. From the Choose a service type drop-down list, select Validation Service.
4. In the Valid goto URL Resources field, enter one or more valid URL patterns to allow.

For example, http://app.example.com:80/*?*
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For information on pattern matching and wildcard rules, see Specifying Resource Patterns with
Wildcards in the Authorization Guide.

+ General Examples of URL Pattern Matching
» If no port is specified, http://www.example.com canonicalizes to http://www.example.com:80 and
https://www.example.com canonicalizes to http://www.example.com:443.
¢ A wildcard before "://" only matches up to "://"

For example, http*://*.com/* matches http://www.example.com/hello/world and https://www.
example.com/hello.

¢ A wildcard between "://" and ":" matches up to ":"
For example, http://*:85 matches http://www.example.com:85.

* A wildcard between ":" and "/" only matches up to the first "/"
For example, http://www.*:*/ matches http://www.example.com:80. In another example, http://
www . example.com: * matches http://www.example.com: [any port] and http://www.example.com: [any

port]/, but nothing more.

¢ A wildcard after "/" matches anything, depending on whether it is single-level or a wildcard
appropriately.

For example, https://www.example.com/* matches https://www.example.com:443/foo/bar/baz/me

¢ If you do not use any wildcards, AM exactly matches the string, so http://www.example.com only
matches http://www.example.com, but NOT http://www.example.com/ (trailing slash).

If you put the wildcard after the path, AM expects a path (even if it is blank), so http://www.
example.com/* matches http://www.example.com/ and http://www.example.com/foo/bar/baz.html, but
NOT http://www.example.com.

® http://www.example.com:*/ matches http://www.example.com/, which also canonicalizes to http://
www.example.com:80/.

e https://www.example.com:*/ matches https://www.example.com/, which also canonicalizes to
https://www.example.com:443/.

5. Click Create to save your settings.

Validating a goto URL

To validate a goto URL over REST, use the endpoint: /json/users? action=validateGoto.
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$ curl \

--request POST \

--header "Accept-API-Version: protocol=2.1,resource=3.0" \

--header "Content-Type: application/json" \

--header "iPlanetDirectoryPro: AQIC5...ACMDE.*" \

--data '{"goto":"http://www.example.com/"}' \
https://openam.example.com:8443/openam/json/users?_action=validateGoto

{
}

"successURL":"http://www.example.com/"

If the URL is valid, the endpoint returns the specified URL as the successURL response parameter.
A goto URL is considered valid if one of the following is true:

* The URL is configured in the validation service

* The URL is relative

* The URL is encoded

Encoded URLs are treated as relative URLs for the purposes of validation. To be treated as an
absolute URL, the URL must not be encoded.

If the specified URL is invalid, the endpoint returns the default success URL.

Configuring Realm Authentication Properties

In AM, users always authenticate to a realm. Every AM realm has a set of authentication properties
that applies to all authentication performed to that realm. The settings are referred to as core
authentication attributes.

To configure core authentication attributes for an entire AM deployment, navigate to Configure >
Authentication in the AM console, and then click Core Attributes.
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The Core Authentication Attributes Page

CO re | Search Q

Global Attributes Core User Profile Account Lockout General Trees Security Post Authentication Processing

Pluggable Authentication Module Classes com.sun.identity.authentication.modules.ad.AD ' o
org.forgerock.openam.authentication.modules.sami2.SAML2
org.forgerock.openam.authentication.modules.oath.OATH
org.forgerock.openam.authentication.modules.social. SocialAuthinstagram

LDAP Connection Pool Size LiJ

Default LDAP Connection Pool Size 1:10 i

Remote Auth Security » i

Keep Post Process Objects for Logout Processing a» o

To override the global core authentication configuration in a realm, navigate to Realms >
Realm Name > Authentication > Settings in the AM console. Note that when you configure core
authentication attributes in a realm, the Global tab does not appear.

Use core authentication attributes to configure:

» The list of available authentication modules

* Which types of clients can authenticate with which modules

» Connection pools for access to directory servers

* Whether to retain objects used during authentication so they can be used at logout

* Defaults for configuring authentication in a particular realm

For detailed information about the core configuration attributes, see "Core Authentication
Attributes".
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Chapter 3

Authenticating (Browser)

When using AM's extended user interface (XUI), the base URL to authenticate to points to /xUI/#login
under the deployment URL, such as https://openam.example.com:8443/openam/XUI/#login.

The base URL to log out is similar, for example, https://openam.example.com:8443/openam/XUI/#logout/.

When authenticating using a browser, you can send AM a realm and also different authentication
parameters that would help you customize the user's experience.

Specifying the Realm in the URL

When making a request to the UI, specify the realm or realm alias as the value of a realm parameter
in the query string, or the DNS alias in the domain component of the URL. If you do not use a realm
alias, then you must specify the entire hierarchy of the realm, starting at the Top Level Realm. For
example https://openam.example.com:8443/openam/XUI/?realm=/customers/europe#login/.

The following table demonstrates additional examples:

Options for Specifying the Realm in Ul Login URLs

Description Example URL

Full path of the realm as a https://openam.example.com:8443/openam/XUI/?realm=/customers/
parameter of XUI europe#login

Realm alias of the realm as a https://openam.example.com:8443/openam/XUI/?realm=myrealm#login

parameter of XUI

DNS_ Alias of the rea_lm as the fully http://myRealm.example.com:8080/openam/XUI/#login
qualified host name in the URL

The DNS alias is overridden by any use of either the full path or a realm alias as a query string
parameter.

Authentication Parameters

AM accepts the following parameters in the query string. With the exception of IDToken parameters,
use no more than one occurrence of each.

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
Copyright © 2011-2021 ForgeRock AS. All rights reserved. 55



Authenticating (Browser)

(" FORGEROCK Authentication Parameters

arg=newsession
Request that AM end the user's current session and start a new session.
authlevel

Request that AM authenticate the user using a module with at least the specified authentication
level that you have configured.

As this parameter determines authentication module selection, do not use it with module, service,
Oor user.

ForceAuth

If ForceAuth=true, request that AM force the user to authenticate even if they already have a valid
session. On successful authentication, AM does one of the following:

* (Authentication trees only) AM issues new session tokens to users on reauthentication, even if
the current session already meets the security requirements.

* (Authentication chains only) AM does not issue new session tokens on reauthentication,
regardless of the security level they are authenticating to. Instead, it updates the session token
with the new authentication information, if required.

goto

On successful authentication, or successful logout, request that AM redirect the user to
the specified location. Values must be URL-encoded. See "Configuring Success and Failure
Redirection URLs" for more information.

gotoOnFail

On authentication failure, request that AM redirect the user to the specified location. Values must
be URL-encoded. See "Configuring Success and Failure Redirection URLs" for more information.

IDToken1, IDToken?2, ..., IDTokenN

Pass the specified credentials as 1DToken parameters in the URL. The 1dToken credentials map to
the fields in the login page for the authentication module, such as 1bTokenl as user ID and IDToken2
as password for basic user name, password authentication. The order depends on the callbacks in
login page for the module; 1DTokenN represents the N callback of the login page.

locale

Request that AM display the user interface in the specified, supported locale. Locale can also be
set in the user's profile, in the HTTP header from her browser, configured in AM, and so on.

module

Request that AM use the authentication module instance as configured for the realm where the
user is authenticating.
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As this parameter determines authentication module selection, do not use it with authlevel,
service, OT user.

realm
Request that AM authenticate the user to the specified realm.
resource
Set this parameter to true to request resource-based authentication.
For resource-based authentication, also set the resourceURL parameter.

resourceURL
Set this parameter to the URL of the resource for resource-based authentication.

Resource-based authentication applies when an authorization policy has an environment setting
of type Authentication by Module Chain or Authentication by Module Instance. When the
specified resource URL matches a policy resource, AM finds the chain or module configured

in the policy environment settings. AM then uses the specified chain or module to perform
authentication.

For example, if you configure a policy with the resource https://www.example.com:443/index.html and
the environment Authentication by Module Chain: DataStore, then the following login URL causes
AM to use the DataStore chain to authenticate the user:

https://openam.example.com:8443/openam/XUI/?resource=true&resourceURL=https://www.example.com:443/
index.html&goto=https://www.example.com/

On successful authentication, AM redirects the user-agent to https://www.example.com/.

As shown in the example, when setting the resourceURL parameter, also set resource=true.
service

Request that AM authenticate the user with the specified authentication chain.

As this parameter determines authentication module selection, do not use it with authlevel, module,
or user.

user

Request that the user, specified by their AM universal ID, authenticates according to the chain
specified by the User Authentication Configuration property in their user profile. You can
configure this property for a user under Realms > Realm Name > Identities > UserName.

In order for the User Authentication Configuration property to appear in user profiles, the
iplanet-am-user-service object class must contain the iplanet-am-user-auth-config attribute in the
identity repository schema. The default identity repository schemas provided with AM include
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this object class and attribute. See "Preparing Identity Repositories" in the Installation Guide for
information about identity repository schema.

As this parameter determines authentication module selection, do not use it with authlevel, module,

Or service.

Example Ul Login URLs

Use any of the options listed in "Authentication Parameters" as URL parameters. Note that URL
parameters must appear before any occurrences of the pound or hash character (#). The following
are example URLs with parameters:

Description

Log in to the top level realm,
requesting that AM display the
user interface in German.

Log in to the myRealm subrealm
whose parent is the Top Level
Realm, requesting that AM display
the user interface in German.

Log in to the myRealm subrealm
whose parent is the Top Level
Realm using the HOTPChain
authentication chain, requesting
that AM display the user interface
in German.

Example Ul Login URLs
Example URL

https://openam.example.com:8443/openam/XUI/?realm=/&locale=de#login

https://openam.example.com:8443/openam/XUI/?realm=/
myRealm&locale=de#login

https://openam.example.com:8443/openam/XUI/?realm=/
myRealm&locale=de&service=HOTPChain#login
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Chapter 4

Authenticating (REST)

AM provides the /json/authenticate endpoint for authentication, and the /json/sessions endpoint for

managing sessions and logging out.

The following table summarizes authentication operations you can perform using REST:

Task

Authenticate to AM

Authenticating to AM means logging in to a specific realm and
receiving a session token from AM. Add parameters to the

authentication request to provide AM with more information
about how you want to authenticate.

Use the Session Token

AM provides you with a session token after authenticating to a
realm. Use this token in subsequent calls to AM. For example,
when using REST calls to create, modify, or delete configuration
objects.

Log Out of AM

Log out your users by sending a logout action to the /json/
sessions endpoint.

Invalidate Sessions

Obtain all the sessions for a given user and invalidate them to
ensure they are logged out of AM.

Logging in to AM Using REST

Resources

See "Logging in to AM Using REST"

See "Using the Session Token After
Authentication"

See "Logging out of AM Using REST"

See "Invalidating All Sessions for a Given
User "

To authenticate to AM using REST, make an HTTP POST request to the json/authenticate endpoint.
You must specify the entire hierarchy of the realm, starting at the Top Level Realm. Prefix each realm
in the hierarchy with the realms/ keyword. For example, /realms/root/realms/customers/realms/europe.
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Note

The /json/authenticate endpoint does not support the CRUDPAQ verbs and therefore does not technically
satisfy REST architectural requirements. The term REST-like describes this endpoint better than REST.

AM uses the default authentication service configured for the realm. You can override the default by
specifying authentication services and other options in the REST request.

AM provides both simple authentication methods, such as providing user name and password, and
complex authentication journeys that may involve a tree with inner tree evaluation and/or multi-factor
authentication.

For authentication journeys where providing a user name and password is enough, you can log in to
AM using a curl command similar to the following:

$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "X-OpenAM-Username: demo" \

--header "X-OpenAM-Password: Ch4ng31t" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \
‘https://openam.example.com:8443/openam/json/realms/root/authenticate"

"tokenId": "AQIC5w...NTcy*",
"successUrl": "/openam/console",
"realm":"/"

The user name and password are sent in headers. This zero page login mechanism works only for
name/password authentication.

Note that the POST body is empty; otherwise, AM interprets the body as a continuation of an existing
authentication attempt, one that uses a supported callback mechanism. AM implements callback
mechanisms to support complex authentication journeys, such as those where the user needs to be
redirected to a third party or interact with a device as part of multi-factor authentication.

After a successful authentication, AM returns a tokenId object that applications can present as a
cookie value for other operations that require authentication. This object is known as the session
token. For more information about how applications can use the session token, see "Using the
Session Token After Authentication".

When a client makes a call to the /json/authenticate endpoint appending a valid SSO token, AM
returns the tokenld field empty when Httponly cookies are enabled. For example:

{
"tokenId":"",
"successUrl":"/openam/console",
"realm":"/"
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Tip

You can request AM to authenticate a user without providing them a session by using the noSession parameter.
For more information, see "Authenticate Endpoint Parameters".

Using UTF-8 User Names

To use UTF-8 user names and passwords in calls to the /json/authenticate endpoint, base64-encode the
string, and then wrap the string as described in RFC 2047:

encoded-word = "=?" charset "?" encoding "?" encoded-text "?7="

For example, to authenticate using a UTF-8 username, such as démg, perform the following steps:
1. Encode the string in base64 format: yzfDg8mxw7g=.
2. Wrap the base64-encoded string as per RFC 2047: =?UTF-8?B?yZfDg8mxw7g=7=.

3. Use the result in the x-0penAM-Username header passed to the authentication endpoint as follows:

$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "X-OpenAM-Username: =?UTF-8?B?yZfDq8mxw7g=?=" \

--header "X-OpenAM-Password: Ch4ng31t" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/authenticate’

"tokenId": "AQIC5w...NTcy*",
"successUrl": "/openam/console",
"realm:"/"

Authenticating to Specific Authentication Services

You can provide AM with additional information about how you are authenticating. For example, you
can specify the authentication tree you want to use, or request from AM a list of the authentication
services that would satisfy a particular authentication condition.

The following example shows how to specify the ldapService chain by using the authIndexType and
authIndexValue query string parameters:

$ curl \

--request POST \

--header "X-OpenAM-Username: demo" \

--header "X-OpenAM-Password: Ch4ng31t" \

--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/authenticate?
authIndexType=service&authIndexValue=ldapService'

You can exchange the ldapService chain with any other chain or tree.
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For more information about using the authIndexType parameter to authenticate to specific services, see
"Authenticate Endpoint Parameters".

Returning Callback Information to AM

The /json/authenticate endpoint supports callback mechanisms to perform complex authentication
journeys. Whenever AM needs to return or request information, it will return a JSON object with the
authentication step, the authentication identifier, and the related callbacks.

The following types of callbacks are available:

* Read-only callbacks. AM uses read-only callbacks to provide information to the user, such as text
messages or the amount of time that the user needs to wait before continuing their authentication
journey.

 Interactive callbacks. AM uses interactive callbacks ask the user for information. For example,
to request their user name and password, or to request that the user chooses between different
options.

e Backchannel callbacks. AM uses backchannel callbacks when it needs to access additional
information from the user's request. For example, when it requires a particular header or a
certificate.

Read-only and interactive callbacks have an array of output elements suitable for displaying to the end
user. The JSON returned in interactive callbacks also contains an array of input elements, which must
be completed and returned to AM. For example:

"output": [
{
"name": "prompt",
"value": " User Name: "
}
1,
"input": [
{
"name": "IDTokenl",
"Va‘l.Ue": nn
}

The value of some interactive callbacks can be returned as headers, such as the X-0penAM-Username and
X-0penAM-Password headers, but most of them must be returned in JSON as a response to the request.

Depending on how complex the authentication journey is, AM may return several callbacks
sequentially. Each must be completed and returned to AM until authentication is successful.

The following example shows a request for authentication, and AM's response of the NameCallback and
PasswordCallback callbacks:

Authentication and Single Sign-On Guide ForgeRock Access Management 7.0.2 (2023-06-20)
Copyright © 2011-2021 ForgeRock AS. All rights reserved. 62



(/’ FORGEROCK

Authenticating (REST)
Returning Callback Information to AM

$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \

'https://openam.example.com:8443/openam/json/realms/root/authenticate

{

"authId": "eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzI1NiJ9.eyJvdGsiOiJ...", (1)
"template": "', @
"stage": "DataStorel", ©
"callbacks": [
{
"type": "NameCallback", @
"output": [ ©
{

"name": "prompt",
"value": " User Name: "
}
1,
"input": [ O
{
"name": "IDTokenl",
"value": ""

1

Lo

{
"type": "PasswordCallback", @
"output": [ ©

“"name": "prompt",
"value": " Password: "
}
1,
"input": [ O
{
"name": "IDToken2",
"value": ""

Key:

00 00

The JWT that uniquely identifies the authentication context to AM.

A template to customize the look of the authentication module, if exists. For more information,
see How do I customize the Login page? in the ForgeRock Knowledge Base.
The authentication module stage where the authentication journey is at the moment.

The type of callback. It must be one the "Supported Callbacks".

The information AM offers about this callback. Usually, this information would be displayed to

the user in the UI.
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O The information AM is requesting. The user must fill the "value": "" object with the required
information.

To respond to a callback, send back the whole JSON object with the missing values filled. The
following example shows how to respond to the NameCallback and PasswordCallback callbacks, with the
demo and Ch4ng31t values filled:

$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \

--data '{
"authId":""eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzI1NiJ9.eyJvdGsi0il...",
"template":"",

"stage":"DataStorel",
"callbacks": [

{
"type":"NameCallback",
"output": [
{
“name":"prompt",
"value":" User Name: "
}
]I
“input":[
{
"name" :"IDTokenl",
"value":"demo"
}
1
}I
{
"type":"PasswordCallback",
"output": [
{
“name":"prompt",
"value":" Password: "
}
]I
“input":[
{
"name" :"IDToken2",
"value":"Ch4ng31t"
}
1
}

1
A
‘https://openam.example.com:8443/openam/json/realms/root/authenticate"
"tokenId":"AQIC5wM2. ..U3MTE4NA. .*",

"successUrl": "/openam/console",
“realm":"/"

On complex authentication journeys, AM may send several callbacks sequentially. Each must be
completed and returned to AM until authentication is successful.
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For more information about the callbacks AM may return, see "Supported Callbacks".

Using the Session Token After Authentication

After a successful authentication, AM returns a tokenId object that applications can present as a
cookie value for other operations that require authentication. This object is a session token—a
representation of the exchange of information and credentials between AM and the user or identity.

The type of tokenid returned varies depending on where AM stores the sessions for the realm to which
the user authenticates:

» If CTS-based sessions are enabled, the tokenId object is a reference to the session state stored in the
CTS token store.

« If client-based sessions are enabled, the tokenId object is the session state for that particular user or
identity.

Developers should be aware that the size of the tokenid for client-based sessions—2000 bytes or
greater—is considerably longer than for CTS-based sessions—approximately 100 bytes. For more
information about session tokens, see "Session Cookies and Session Security" in the Sessions Guide.

The following is a common scenario when accessing AM by using REST API calls:

* First, call the /json/authenticate endpoint to log a user in to AM. This REST API call returns a tokenID
value, which is used in subsequent REST API calls to identify the user:

$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "X-OpenAM-Username: demo™ \

--header "X-OpenAM-Password: Ch4ng31t" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/authenticate’
{

"tokenId":"AQIC5wM. ..TU30Q*",
"successUrl":"/openam/console",
"realm":"/"

The returned tokenID is known as a session token (also referred to as an SSO token). REST API calls
made after successful authentication to AM must present the session token in the HTTP header as
proof of authentication.

* Next, call one or more additional REST APIs on behalf of the logged-in user. Each REST API call
passes the user's tokenID back to AM in the HTTP header as proof of previous authentication.

The following is a partial example of a curl command that inserts the token ID returned from a prior
successful AM authentication attempt into the HTTP header:
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$ curl \

--request POST \

--header "Content-Type: application/json" \

--header "iPlanetDirectoryPro: AQIC5w...NTcy*" \

--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--data '{

Observe that the session token is inserted into a header field named iPlanetDirectoryPro. This header
field name must correspond to the name of the AM session cookie—by default, iPlanetDirectoryPro.
You can find the cookie name in the AM console by navigating to Deployment > Servers > Server
Name > Security > Cookie, in the Cookie Name field of the AM console.

Once a user has authenticated, it is not necessary to insert login credentials in the HTTP header in
subsequent REST API calls. Note the absence of X-0penAM-Username and X-0penAM-Password headers in
the preceding example.

Users are required to have appropriate privileges in order to access AM functionality using the
REST API. For example, users who lack administr