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Preface

This reference contains the entities and actions you can perform using Amster.

This guide is written for anyone using Amster to configure and manage ForgeRock Access
Management deployments.

About ForgeRock Identity Platform™ Software

ForgeRock Identity Platform™ is the only offering for access management, identity management,
user-managed access, directory services, and an identity gateway, designed and built as a single,
unified platform.

The platform includes the following components that extend what is available in open source projects

to provide fully featured, enterprise-ready software:
* ForgeRock Access Management (AM)

* ForgeRock Identity Management (IDM)

* ForgeRock Directory Services (DS)

* ForgeRock Identity Gateway (IG)

* ForgeRock Identity Message Broker (IMB)
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Amster Entity Reference
ActiveDirectory

Chapter 1

Amster Entity Reference

This chapter contains details of the entities available to Amster in AM 5.

1.1. ActiveDirectory

1.1.1. Realm Operations

Resource path: /realm-config/services/id-repositories/LDAPv3ForAD

Resource version: 1.0
1.1.1.1. create

Usage:

am> create ActiveDirectory --realm Realm --id id --body body
Parameters:
--id
The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"sunIdRepoClass" : {
"title" : "LDAPv3 Repository Plug-in Class Name",
"description" : "",
"propertyOrder" : 1700,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-dncache-size" : {
"title" : "DN Cache Size",
"description" : "In DN items, only used when DN Cache is enabled.",
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"propertyOrder" : 6000,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"sunIdRepoSupportedOperations" : {
"title" : "LDAPv3 Plug-in Supported Types and Operations",
"description" : "",
"propertyOrder" : 1900,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-organization name" : {
"title" : "LDAP Organization DN",
"description" : "",
"propertyOrder" : 900,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"openam-idrepo-ldapv3-heartbeat-interval" : {
"title" : "LDAP Connection Heartbeat Interval",
"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search
request to the configured directory. If a connection becomes unresponsive (e.g. due to a network

error) then it may take up to the interval period before the problem is detected. Use along with the

Heartbeat Time Unit parameter to define the exact interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1300,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
"title" : "Create User Attribute Mapping",
"description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
"propertyOrder" : 2500,

"required" : true,
"items" : {

"type" : "string"
I
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-people-container-name" : {
"title" : "LDAP People Container Naming Attribute",
"description" : "",

"propertyOrder" : 5000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-attributes" : {
"title" : "LDAP User Attributes",
"description" : "",
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"propertyOrder" : 2400,
"required" : true,
"items" : {
"type" "string"
},
"type" "array",
"exampleValue" : ""
1,

"com.iplanet.am.ldap.connection.delay.between.retries"
"title" "The Delay Time Between Retries",
"description" "In milliseconds.",

"propertyOrder" : 5800,
"required" : true,
"type" "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearchbase" : {
"title" "Persistent Search Base DN",
"description" : "",
"propertyOrder" : 5500,
"required" : true,

"type" "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-dncache-enabled" : {
"title" "DN Cache",

"description"

: {

"Used to enable/disable the DN Cache within the OpenAM repository

implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying
LDAP store and this is not reflected in a persistent search result. Enable when the underlying LDAP
store supports persistent search and move/rename (mod dn) results are available.",

"propertyOrder" : 5900,
"required" : true,
"type" "boolean",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection pool max size" : {
"title" "LDAP Connection Pool Maximum Size",
"description" : ""
"propertyOrder"
"required" : true,
"type" "integer",
"exampleValue" : ""

1200,

1,

"sun-idrepo-ldapv3-config-groups-search-attribute" : {
"title" "LDAP Groups Search Attribute",
"description" : "",
"propertyOrder" : 2900,

"required" : true,
"type" "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-attr" : {
"title"
"description" : "",
"propertyOrder" : 5300,
"required" : true,
"items" : {

"type" "string"

"Knowledge Based Authentication Attribute Name",
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I
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-authid" : {
"title" : "LDAP Bind DN",
"description" : "A user or admin with sufficient access rights to perform the supported

operations.",

"propertyOrder" : 700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the

LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",
"propertyOrder" : 1000,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-auth-naming-attr" : {
"title" : "Authentication Naming Attribute",
"description" : "",
"propertyOrder" : 5200,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-users-search-attribute" : {
"title" : "LDAP Users Search Attribute",
"description" : "",
"propertyOrder" : 2100,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-ldap-server" : {
"title" : "LDAP Server",
"description" : "Format: LDAP server host name:port | server ID | site ID",
"propertyOrder" : 600,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
"title" : "Knowledge Based Authentication Active Index",
"description" : "",
"propertyOrder" : 5400,
"required" : true,
"type" : "string",
"exampleValue" : ""
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1,

"sun-idrepo-ldapv3-config-users-search-filter"
"title" : "LDAP Users Search Filter",
"description" : "",

"propertyOrder" : 2200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-name"
"title" : "LDAP Groups Container Naming Attribute",
"description" : "",

"propertyOrder" : 3100,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-max-result" : {

"title" : "Maximum Results Returned from Search",
"description" : "",

"propertyOrder" : 1500,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-attributes"
"title" : "LDAP Groups Attributes",
"description" : "",

"propertyOrder" : 3400,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-time-limit" : {
"title" : "Search Timeout",
"description" : "In seconds.",
"propertyOrder" : 1600,
"required" : true,

"type" : "integer",
"exampleValue" : ""

1,

"openam-idrepo-ldapv3-heartbeat-timeunit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" : "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request
to the configured directory. If a connection becomes unresponsive (e.g. due to a network error) then
it may take up to the interval period before the problem is detected. Use along with the Heartbeat

Interval parameter to define the exact interval.",

+,

"propertyOrder" : 1400,
"required" : true,
"type" : "string",
"exampleValue" : ""

"sun-idrepo-ldapv3-config-isactive" : {

"title" : "Attribute Name of User Status",
"description" : "",
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"propertyOrder" : 2600,

"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-inactive" : {
"title" : "User Status Inactive Value",
"description" : "",

"propertyOrder" : 2800,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sunIdRepoAttributeMapping" : {

"title" : "Attribute Name Mapping",
"description" : "",
"propertyOrder" : 1800,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-value" : {
"title" : "LDAP Groups Container Value",
"description" : "",

"propertyOrder" : 3200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-authpw" : {
"title" : "LDAP Bind Password",
"description" : "",

"propertyOrder" : 800,
"required" : true,
"type" : "string",
"format" : "password",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-objectclass" : {
"title" : "LDAP User Object Class",
"description" : "",

"propertyOrder" : 2300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-objectclass" : {
"title" : "LDAP Groups Object Class",
"description" : "",

"propertyOrder" : 3300,
"required" : true,
"items" : {

"type" : "string"
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},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-memberof" : {
"title" : "Attribute Name for Group Membership",
"description" : "",

"propertyOrder" : 3500,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-uniquemember" : {
"title" : "Attribute Name of Unique Member",
"description" : "",

"propertyOrder" : 3600,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-search-scope" : {
"title" : "LDAPv3 Plug-in Search Scope",
"description" : "",

"propertyOrder" : 2000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-active" : {
"title" : "User Status Active Value",
"description" : "",

"propertyOrder" : 2700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-filter" : {
"title" : "LDAP Groups Search Filter",
"description" : "",

"propertyOrder" : 3000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearch-scope" : {
"title" : "Persistent Search Scope",
"description" : "",

"propertyOrder" : 5700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-people-container-value" : {
"title" : "LDAP People Container Value",
"description" : "",

"propertyOrder" : 5100,
"required" : true,
"type" : "string",
"exampleValue" : ""
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1.1.1.2. delete

Usage:
am> delete ActiveDirectory --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.1.1.3. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:
am> action ActiveDirectory --realm Realm --actionName getAllTypes

1.1.1.4. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action ActiveDirectory --realm Realm --actionName getCreatableTypes

1.1.1.5. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action ActiveDirectory --realm Realm --actionName nextdescendents

1.1.1.6. query
Get the full list of instances of this collection. This query only supports = _queryFilter=true" filter.

Usage:

am> query ActiveDirectory --realm Realm --filter filter

Parameters:
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--filter

A CREST formatted query filter, where "true" will query all.

1.1.1.7. read

Usage:

am> read ActiveDirectory --realm Realm --id id

Parameters:

--id

The unique identifier for the resource.

1.1.1.8. update

Usage:

am> update ActiveDirectory --realm Realm --id id --body body

Parameters:

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {

"sunIdRepoClass" : {
"title" : "LDAPv3 Repository Plug-in Class Name",
"description" : "",
"propertyOrder" : 1700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-dncache-size" : {
"title" : "DN Cache Size",
"description" : "In DN items, only used when DN Cache is enabled.",
"propertyOrder" : 6000,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"sunIdRepoSupportedOperations" : {
"title" : "LDAPv3 Plug-in Supported Types and Operations",
"description" : "",

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved.



# FORGEROCK

Amster Entity Reference
Realm Operations

"propertyOrder" : 1900,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-organization name" : {
"title" : "LDAP Organization DN",
"description" : "",

"propertyOrder" : 900,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"openam-idrepo-ldapv3-heartbeat-interval" : {
"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search
request to the configured directory. If a connection becomes unresponsive (e.g. due to a network
error) then it may take up to the interval period before the problem is detected. Use along with the
Heartbeat Time Unit parameter to define the exact interval. Zero or negative value will result in

disabling heartbeat requests.",
"propertyOrder" : 1300,

"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
"title" : "Create User Attribute Mapping",
"description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
"propertyOrder" : 2500,

"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-people-container-name" : {
"title" : "LDAP People Container Naming Attribute",
"description" : "",

"propertyOrder" : 5000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-attributes" : {
"title" : "LDAP User Attributes",

"description" : "",
"propertyOrder" : 2400,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1.
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"com.iplanet.am.ldap.connection.delay.between.retries" : {
"title" : "The Delay Time Between Retries",
"description" : "In milliseconds.",

"propertyOrder" : 5800,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearchbase" : {
"title" : "Persistent Search Base DN",
"description" : "",

"propertyOrder" : 5500,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-dncache-enabled" : {
"title" : "DN Cache",

"description" : "Used to enable/disable the DN Cache within the OpenAM repository

implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying

LDAP store and this is not reflected in a persistent search result. Enable when the underlying LDAP

store supports persistent search and move/rename (mod dn) results are available.",
"propertyOrder" : 5900,

"required" : true,
"type" : "boolean",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection pool max size" : {
"title" : "LDAP Connection Pool Maximum Size",
"description" : "",

"propertyOrder" : 1200,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-attribute" : {
"title" : "LDAP Groups Search Attribute",
"description" : "",

"propertyOrder" : 2900,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-attr" : {

"title" : "Knowledge Based Authentication Attribute Name",
"description" : "",
"propertyOrder" : 5300,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-authid" : {
"title" : "LDAP Bind DN",
"description" : "A user or admin with sufficient access rights to perform the supported
operations.",
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"propertyOrder" : 700,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the

LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",

"propertyOrder" : 1000,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-naming-attr" : {
"title" : "Authentication Naming Attribute",
"description" : "",

"propertyOrder" : 5200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-users-search-attribute" : {
"title" : "LDAP Users Search Attribute",
"description" : "",

"propertyOrder" : 2100,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-ldap-server" : {
"title" : "LDAP Server",

"description" : "Format: LDAP server host name:port | server ID | site ID",
"propertyOrder" : 600,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
"title" : "Knowledge Based Authentication Active Index",
"description" : "",

"propertyOrder" : 5400,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-users-search-filter" : {
"title" : "LDAP Users Search Filter",
"description" : "",

"propertyOrder" : 2200,
"required" : true,
"type" : "string",
"exampleValue" : ""
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1,

"sun-idrepo-ldapv3-config-group-container-name" : {
"title" : "LDAP Groups Container Naming Attribute",
"description" : "",

"propertyOrder" : 3100,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-max-result" : {

"title" : "Maximum Results Returned from Search",
"description" : "",

"propertyOrder" : 1500,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-attributes" : {
"title" : "LDAP Groups Attributes",

"description" : "",
"propertyOrder" : 3400,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-time-limit" : {
"title" : "Search Timeout",
"description" : "In seconds.",
"propertyOrder" : 1600,
"required" : true,

"type" : "integer",
"exampleValue" : ""

1,

"openam-idrepo-ldapv3-heartbeat-timeunit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" : "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request
to the configured directory. If a connection becomes unresponsive (e.g. due to a network error) then
it may take up to the interval period before the problem is detected. Use along with the Heartbeat

Interval parameter to define the exact interval.",
"propertyOrder" : 1400,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-isactive" : {
"title" : "Attribute Name of User Status",
"description" : "",

"propertyOrder" : 2600,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-inactive" : {
"title" : "User Status Inactive Value",
"description" : "",
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"propertyOrder" : 2800,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sunIdRepoAttributeMapping" : {
"title" : "Attribute Name Mapping",
"description" : "",
"propertyOrder" : 1800,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-value" : {
"title" : "LDAP Groups Container Value",
"description" : "",

"propertyOrder" : 3200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-authpw" : {
"title" : "LDAP Bind Password",
"description" : "",

"propertyOrder" : 800,
"required" : true,
"type" : "string",
"format" : "password",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-objectclass" : {
"title" : "LDAP User Object Class",
"description" : "",

"propertyOrder" : 2300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-objectclass" : {
"title" : "LDAP Groups Object Class",
"description" : "",

"propertyOrder" : 3300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-memberof" : {
"title" : "Attribute Name for Group Membership",
"description" : ""

"propertyOrder" : 3500,
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"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-uniquemember" : {
"title" : "Attribute Name of Unique Member",
"description" : "",

"propertyOrder" : 3600,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-search-scope" : {
"title" : "LDAPv3 Plug-in Search Scope",
"description" : "",

"propertyOrder" : 2000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-active" : {
"title" : "User Status Active Value",
"description" : "",

"propertyOrder" : 2700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-filter" : {
"title" : "LDAP Groups Search Filter",
"description" : "",

"propertyOrder" : 3000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearch-scope" : {
"title" : "Persistent Search Scope",
"description" : "",

"propertyOrder" : 5700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-people-container-value" : {
"title" : "LDAP People Container Value",
"description" : "",

"propertyOrder" : 5100,
"required" : true,
"type" : "string",
"exampleValue" : ""
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1.2. ActiveDirectoryApplicationModeADAM

1.2.1. Realm Operations

Resource path: /realm-config/services/id-repositories/LDAPv3ForADAM

Resource version: 1.0
1.2.1.1. create

Usage:
am> create ActiveDirectoryApplicationModeADAM --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"openam-idrepo-ldapv3-heartbeat-interval® : {

"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search
request to the configured directory. If a connection becomes unresponsive (e.g. due to a network
error) then it may take up to the interval period before the problem is detected. Use along with the
Heartbeat Time Unit parameter to define the exact interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1300,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"sun-idrepo-ldapv3-config-max-result" : {

"title" : "Maximum Results Returned from Search",

"description" : "",

"propertyOrder" : 1500,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"sun-idrepo-ldapv3-dncache-size" : {

"title" : "DN Cache Size",

"description" : "In DN items, only used when DN Cache is enabled.",

"propertyOrder" : 6000,

"required" : true,
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"type" : "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-naming-attr" : {
"title" : "Authentication Naming Attribute",
"description" : "",

"propertyOrder" : 5200,

"required"

1 true,

"type" : "string",

"exampleValue"

T,

"sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
"title" : "Create User Attribute Mapping",
"Format: attribute name or TargetAttributeName=SourceAttributeName",

"description"

"propertyOrder"

"required"
"items" : {

: 2500,
1 true,

"type" : "string"

}

"type" : "array",

"exampleValue"

+,

"sun-idrepo-ldapv3-config-inactive" : {
"title" : "User Status Inactive Value",

"description"

"propertyOrder"
. true,

"required"

"type" : "string",
"exampleValue" : "

+,

. 2800,

"sun-idrepo-ldapv3-config-psearch-scope" : {
"title" : "Persistent Search Scope",

"description"

"propertyOrder"
. true,

"required"

"type" : "string",
"exampleValue" : "

+,

: 5700,

"sun-idrepo-ldapv3-config-users-search-filter" : {
"title" : "LDAP Users

"description"

"propertyOrder"
. true,

"required"

"type" : "string",
"exampleValue" : "

+,

. 2200,

Search Filter",

"sun-idrepo-ldapv3-config-search-scope" : {
"title" : "LDAPv3 Plug-in Search Scope",

"description"

"propertyOrder"
. true,

"required"

"type" : "string",
"exampleValue" : "

+,

: 2000,

"sunIdRepoSupportedOperations" : {
"title" : "LDAPv3 Plug-in Supported Types and Operations",

"description"

"propertyOrder"

"required"

: true,

1900,
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"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" "

1,

"sun-idrepo-ldapv3-config-uniquemember" : {
"title" : "Attribute Name of Unique Member",
"description" : "",

"propertyOrder" : 3600,
"required" : true,
"type" : "string",
"exampleValue" "

1,

"sun-idrepo-ldapv3-config-isactive" : {

"title" : "Attribute Name of User Status",
"description" : "",

"propertyOrder" 2600,

"required" : true,

"type" : "string",

"exampleValue" "

1,

"sun-idrepo-ldapv3-config-people-container-value" : {
"title" : "LDAP People Container Value",
"description" : "",

"propertyOrder" 5100,
"required" : true,
"type" : "string",
"exampleValue" "

1,

"sun-idrepo-ldapv3-config-users-search-attribute" : {
"title" : "LDAP Users Search Attribute",
"description" : "",

"propertyOrder" 2100,
"required" : true,
"type" : "string",
"exampleValue" "

1,

"openam-idrepo-ldapv3-heartbeat-timeunit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request
to the configured directory. If a connection becomes unresponsive (e.g. due to a network error) then
it may take up to the interval period before the problem is detected. Use along with the Heartbeat

Interval parameter to define the exact interval.",

"propertyOrder" 1400,
"required" : true,
"type" : "string",
"exampleValue" "
1,
"sun-idrepo-ldapv3-config-user-attributes" : {
"title" : "LDAP User Attributes",
"description" : "",
"propertyOrder" 2400,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
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"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-filter" : {
"title" : "LDAP Groups Search Filter",
"description" : "",

"propertyOrder" : 3000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-time-limit" : {
"title" : "Search Timeout",

"description" : "In seconds.",
"propertyOrder" : 1600,
"required" : true,

"type" : "integer",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-attributes" : {
"title" : "LDAP Groups Attributes",
"description" : "",

"propertyOrder" : 3400,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-dncache-enabled" : {
"title" : "DN Cache",

"description" : "Used to enable/disable the DN Cache within the OpenAM repository

implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying
LDAP store and this is not reflected in a persistent search result. Enable when the underlying LDAP

store supports persistent search and move/rename (mod dn) results are available.",

"propertyOrder" : 5900,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-organization name" : {
"title" : "LDAP Organization DN",
"description" : "",
"propertyOrder" : 900,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-groups-search-attribute" : {
"title" : "LDAP Groups Search Attribute",
"description" : "",
"propertyOrder" : 2900,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-group-container-name" : {
"title" : "LDAP Groups Container Naming Attribute",
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"description" : "",
"propertyOrder" : 3100,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection pool max size" : {
"title" : "LDAP Connection Pool Maximum Size",
"description" : "",

"propertyOrder" : 1200,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"sunIdRepoClass" : {

"title" : "LDAPv3 Repository Plug-in Class Name",
"description" : "",

"propertyOrder" : 1700,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-authpw" : {
"title" : "LDAP Bind Password",
"description" : "",

"propertyOrder" : 800,
"required" : true,
"type" : "string",
"format" : "password",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-value" : {
"title" : "LDAP Groups Container Value",
"description" : "",

"propertyOrder" : 3200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
"title" : "Knowledge Based Authentication Active Index",
"description" : "",

"propertyOrder" : 5400,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-ldap-server" : {
"title" : "LDAP Server",

"description" : "Format: LDAP server host name:port | server ID | site ID",
"propertyOrder" : 600,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,

"sun-idrepo-ldapv3-config-authid" : {
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"title" : "LDAP Bind DN",
"description" : "A user or admin with sufficient access rights to perform the supported
operations.",
"propertyOrder" : 700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-objectclass" : {
"title" : "LDAP User Object Class",
"description" : "",

"propertyOrder" : 2300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearchbase" : {
"title" : "Persistent Search Base DN",
"description" : "",

"propertyOrder" : 5500,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the

LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",

"propertyOrder" : 1000,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"com.iplanet.am.ldap.connection.delay.between.retries" : {
"title" : "The Delay Time Between Retries",
"description" : "In milliseconds.",
"propertyOrder" : 5800,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-active" : {
"title" : "User Status Active Value",
"description" : "",
"propertyOrder" : 2700,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-people-container-name" : {
"title" : "LDAP People Container Naming Attribute",
"description" : ""

"propertyOrder" : 5000,
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"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-attr" : {
"title" : "Knowledge Based Authentication Attribute Name",
"description" : "",

"propertyOrder" : 5300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-memberof" : {
"title" : "Attribute Name for Group Membership",
"description" : "",

"propertyOrder" : 3500,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sunIdRepoAttributeMapping" : {

"title" : "Attribute Name Mapping",
"description" : "",
"propertyOrder" : 1800,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-objectclass" : {
"title" : "LDAP Groups Object Class",
"description" : "",

"propertyOrder" : 3300,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
}
}
1.2.1.2. delete
Usage:

am> delete ActiveDirectoryApplicationModeADAM --realm Realm --id id

Parameters:
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--id

The unique identifier for the resource.

1.2.1.3. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:
am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName getAllTypes

1.2.1.4. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName getCreatableTypes

1.2.1.5. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName nextdescendents

1.2.1.6. query
Get the full list of instances of this collection. This query only supports = queryFilter=true" filter.

Usage:
am> query ActiveDirectoryApplicationModeADAM --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all.
1.2.1.7. read

Usage:

am> read ActiveDirectoryApplicationModeADAM --realm Realm --id id

Parameters:
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--id

The unique identifier for the resource.
1.2.1.8. update

Usage:
am> update ActiveDirectoryApplicationModeADAM --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"openam-idrepo-ldapv3-heartbeat-interval" : {

"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search
request to the configured directory. If a connection becomes unresponsive (e.g. due to a network
error) then it may take up to the interval period before the problem is detected. Use along with the
Heartbeat Time Unit parameter to define the exact interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1300,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"sun-idrepo-ldapv3-config-max-result" : {

"title" : "Maximum Results Returned from Search",

"description" : "",

"propertyOrder" : 1500,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"sun-idrepo-ldapv3-dncache-size" : {

"title" : "DN Cache Size",

"description" : "In DN items, only used when DN Cache is enabled.",

"propertyOrder" : 6000,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"sun-idrepo-ldapv3-config-auth-naming-attr" : {

"title" : "Authentication Naming Attribute",

"description" : "",

"propertyOrder" : 5200,
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"required" : true,
"type" : "string",
"exampleValue" : ""

+,

"sun-idrepo-ldapv3-config-createuser-attr-mapping" : {

"title" : "Create User Attribute Mapping",

"description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",

"propertyOrder" : 2500,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-inactive" : {
"title" : "User Status Inactive Value",
"description" : "",

"propertyOrder" : 2800,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearch-scope" : {
"title" : "Persistent Search Scope",
"description" : "",

"propertyOrder" : 5700,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-users-search-filter"
"title" : "LDAP Users Search Filter",
"description" : "",

"propertyOrder" : 2200,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-search-scope" : {
"title" : "LDAPv3 Plug-in Search Scope",
"description" : "",

"propertyOrder" : 2000,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sunIdRepoSupportedOperations" : {
"title" : "LDAPv3 Plug-in Supported Types and
"description" : "",

"propertyOrder" : 1900,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

“sun-idrepo-ldapv3-config-uniquemember” : {

Operations",
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“title"

"type”

"Attribute Name of Unique Member",
"description" : "",
"propertyOrder" : 3600,
"required" : true,

"string",

"exampleValue" : ""

T,

"sun-idrepo-ldapv3-config-isactive" : {
"Attribute Name of User Status",
"description" : "",
"propertyOrder" : 2600,
"required" : true,

“title"

"type”

"string",

"exampleValue" : ""

+,

"sun-idrepo-ldapv3-config-people-container-value" : {
"LDAP People Container Value",
"description" : "",
"propertyOrder" : 5100,
"required" : true,

“title"

"type”

"string",

"exampleValue" : ""

+,

"sun-idrepo-ldapv3-config-users-search-attribute" : {

“title"

"LDAP Users

"description" : "",
"propertyOrder" : 2100,
"required" : true,

"type”

"string",

"exampleValue" : ""

+,

Search Attribute",

"openam-idrepo-ldapv3-heartbeat-timeunit" : {
"LDAP Connection Heartbeat Time Unit",

"title"
"description"

"Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request
to the configured directory. If a connection becomes unresponsive (e.g. due to a network error) then
it may take up to the interval period before the problem is detected. Use along with the Heartbeat
Interval parameter to define the exact interval.",
"propertyOrder" : 1400,

"required" : true,
"type" "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-user-attributes" : {
"title" "LDAP User Attributes",
"description" : "",

"propertyOrder" : 2400,
"required" : true,
"items" : {

"type" "string"
},
"type" "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-filter" : {
"title" "LDAP Groups Search Filter",
"description" : "",

"propertyOrder" : 3000,
"required" : true,
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"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-time-limit" : {
"title" : "Search Timeout",
"description" : "In seconds.",
"propertyOrder" : 1600,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-group-attributes" : {
"title" : "LDAP Groups Attributes",
"description" : "",
"propertyOrder" : 3400,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-dncache-enabled" : {
"title" : "DN Cache",

"description" : "Used to enable/disable the DN Cache within the OpenAM repository
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying
LDAP store and this is not reflected in a persistent search result. Enable when the underlying LDAP

store supports persistent search and move/rename (mod dn) results are available.",

"propertyOrder" : 5900,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-organization name" : {
"title" : "LDAP Organization DN",

"description" : "",
"propertyOrder" : 900,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-groups-search-attribute" : {
"title" : "LDAP Groups Search Attribute",
"description" : "",

"propertyOrder" : 2900,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-name" : {
"title" : "LDAP Groups Container Naming Attribute",
"description" : "",
"propertyOrder" : 3100,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection pool max size" : {
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"title" "LDAP Connection Pool Maximum Size",
"description" : ""
"propertyOrder"

"required" : true,
"type" "integer",
"exampleValue" : ""

1200,

1,

"sunIdRepoClass" : {
"title"
"description" : ""
"propertyOrder"
"required" : true,
"type" "string",
"exampleValue" : ""

1700,

1,

"sun-idrepo-ldapv3-config-authpw" : {
"title" "LDAP Bind Password",
"description" : "",
"propertyOrder" : 800,
"required" : true,
"type" "string",
"format" "password",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-group-container-value"

"LDAPv3 Repository Plug-in Class Name",

{

"title" "LDAP Groups Container Value",
"description" : "",

"propertyOrder" : 3200,

"required" : true,

"type" "string",

"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
"title" "Knowledge Based Authentication Active Index",
"description" : "",

"propertyOrder" : 5400,
"required" : true,
"type" "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-ldap-server" : {
"title" "LDAP Server",

"description” "Format: LDAP server host name:port | server ID | site ID",
"propertyOrder" : 600,
"required" : true,
"items" : {
"type" "string"
},
"type" "array",
"exampleValue" : ""
1,

"sun-idrepo-ldapv3-config-authid" : {

rights to perform the supported

"title" "LDAP Bind DN",

"description" "A user or admin with sufficient access
operations.",

"propertyOrder" : 700,

"required" : true,

"type" "string",

"exampleValue" : ""
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1,

"sun-idrepo-ldapv3-config-user-objectclass" : {
"title" : "LDAP User Object Class",
"description" : "",

"propertyOrder" : 2300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-psearchbase" : {
"title" : "Persistent Search Base DN",
"description" : "",

"propertyOrder" : 5500,
"required" : true,
"type" : "string",
"exampleValue" : ""

1,

"sun-idrepo-ldapv3-config-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the

LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by

using StartTLS extended operation.",
"propertyOrder" : 1000,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"com.iplanet.am.ldap.connection.delay.between.retries"
"title" : "The Delay Time Between Retries",
"description" : "In milliseconds.",
"propertyOrder" : 5800,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-active" : {
"title" : "User Status Active Value",
"description" : "",
"propertyOrder" : 2700,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-people-container-name" : {
"title" : "LDAP People Container Naming Attribute",
"description" : "",
"propertyOrder" : 5000,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"sun-idrepo-ldapv3-config-auth-kba-attr" : {

"title" : "Knowledge Based Authentication Attribute Name",

"description" : "",
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T,

"propertyOrder" : 5300,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

"sun-idrepo-ldapv3-config-memberof" : {

+,

"title" : "Attribute Name for Group Membership",
"description" : "",

"propertyOrder" : 3500,

"required" : true,

"type" : "string",

"exampleValue" : ""

"sunIdRepoAttributeMapping" : {

+,

"title" : "Attribute Name Mapping",
"description" : "",
"propertyOrder" : 1800,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

"sun-idrepo-ldapv3-config-group-objectclass" : {

"title" : "LDAP Groups Object Class",
"description" : "",
"propertyOrder" : 3300,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""

1.3. ActiveDirectoryModule

1.3.1. Realm Operations

Resource path:/realm—config/authentication/modules/activedirectory

Resource version: 1.0

1.3.1.1. create
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Usage:

am> create ActiveDirectoryModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"userBindPassword" : {
"title" : "Bind User Password",
"description" : "The password of the administration account.",
"propertyOrder" : 500,
"required" : true,
"type" : "string",
"format" : "password",
"exampleValue" : ""
1,
"userSearchFilter" : {
"title" : "User Search Filter",
"description" : "This search filter will be appended to the standard user search

filter.<br><br>This attribute can be used to append a custom search filter to the standard filter.
For example: <code>(objectClass=person)</code>would result in the following user search filter:<br/
><br/><code>(&(uid=<i>user</i>) (objectClass=person))</code>",
"propertyOrder" : 800,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"profileAttributeMappings" : {
"title" : "User Creation Attributes",
"description" : "Controls the mapping of local attribute to external attribute for dynamic

profile creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping
between the attribute/values retrieved from the users authenticated profile and the attribute/values
that will be provisioned into their matching account in the data store.<br/><br/>The format of this
property is: <br/><br/><code> local attrl|external attrl</code>",
"propertyOrder" : 1300,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"openam-auth-ldap-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the
LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",
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"propertyOrder" : 1000,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"userBindDN" : {
"title" : "Bind User DN",
"description" : "The DN of an admin user used by the module to authentication to the LDAP

server<br><br>The LDAP module requires an administration account in order to perform functionality
such as password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in
production systems.",

"propertyOrder" : 400,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"returnUserDN" : {

"title" : "Return User DN to DataStore",

"description" : "Controls whether the DN or the username is returned as the authentication
principal.",

"propertyOrder" : 1200,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"operationTimeout" : {

"title" : "LDAP operations timeout",

"description" : "Defines the timeout in seconds OpenAM should wait for a response of the
Directory Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down
completely or the TCP connection became stale OpenAM waits until operation timeouts from the 0S or
the JVM are applied. However this setting allows more granular control within OpenAM itself. A value
of <code>0</code> means NO timeout is applied on OpenAM level and the timeouts from the JVM or 0S
will apply.",

"propertyOrder" : 1700,

"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"secondarylLdapServer" : {
"title" : "Secondary Active Directory Server",
"description" : "Use this 1list to set the secondary (failover) Active Directory server used

for authentication.<br><br>If the primary Active Directory server fails, the Active Directory
authentication module will failover to the secondary server. A single entry must be in the
format:<br/><br/><code>server:port</code><br/><br/>Multiple entries allow associations between
OpenAM servers and an Active Directory server. The format is:<br/><br/><code>local server name |
server:port</code><br/><br/><i>NB </i>The local server name is the full name of the server from the
list of servers and sites.",

"propertyOrder" : 200,

"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"authenticationLevel" : {
"title" : "Authentication Level",
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"description" : "The authentication level associated with this module.<br><br>Each
authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default). ",

"propertyOrder" : 1800,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"userSearchStartDN" : {

"title" : "DN to Start User Search",

"description" : "The search for accounts to be authenticated start from this base DN <br><br>For
a single server just enter the Base DN to be searched. Multiple OpenAM servers can have different
base DNs for the search The format is as follows:<br/><br/><code>local server name | search DN</

code><br/><br/><i>NB </i>The local server name is the full name of the server from the list of servers

and sites.",
"propertyOrder" : 300,
"required" : true,
"items" : {
"type" : "string"

},
"type" : "array",
"exampleValue" : ""

1,

"trustAllServerCertificates" : {
"title" : "Trust All Server Certificates",
"description" : "Enables a <code>X509TrustManager</code> that trusts all

certificates.<br><br>This feature will allow the LDAP authentication module to connect to LDAP

servers protected by self signed or invalid certificates (such as invalid hostname).<br/><br/><i>NB

</i>Use this feature with care as it bypasses the normal certificate verification process",
"propertyOrder" : 1400,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"userSearchAttributes" : {
"title" : "Attributes Used to Search for a User to be Authenticated",
"description" : "The attributes specified in this list form the LDAP search filter.<br><br>The

default value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there
are multiple values such as uid and cn, the module will create a search filter as follows <code>( |
(uid=<i>user</i>) (cn=<i>user</i>))</code>",

"propertyOrder" : 700,

"required" : true,

"items" : {

"type" : "string"

},

"type" : "array",

"exampleValue" : ""

1,
"userProfileRetrievalAttribute" : {

"title" : "Attribute Used to Retrieve User Profile",

"description" : "The LDAP module will use this attribute to search of the profile of an
authenticated user.<br><br>This is the attribute used to find the profile of the authenticated user.
Normally this will be the same attribute used to find the user account. The value will be the name of
the user used for authentication.",

"propertyOrder" : 600,

"required" : true,

"type" : "string",

"exampleValue" : ""
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"primaryLdapServer" : {

"title" : "Primary Active Directory Server ",

"description" : "Use this list to set the primary Active Directory server used for
authentication. <br><br>The Active Directory authentication module will use this 1list as the primary
server for authentication. A single entry must be in the format:<br/><br/><code>server:port</

code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active Directory
server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/>The local
server name is the full name of the server from the list of servers and sites.",

"propertyOrder" : 100,

"required" : true,

"items" : {

"type" : "string"

I

"type" : "array",

"exampleValue" : ""

1,
"connectionHeartbeatInterval" : {

"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>Use this option in case a firewall/loadbalancer can close idle connections,
since the heartbeat requests will ensure that the connections won't become idle. Use along with the
Heartbeat Time Unit parameter to define the correct interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1500,

"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"connectionHeartbeatTimeUnit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" : "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>Use this option in case a firewall/loadbalancer can close idle connections, since the
heartbeat requests will ensure that the connections won't become idle.",
"propertyOrder" : 1600,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"searchScope" : {
"title" : "Search Scope",
"description" : "The level in the Directory Server that will be searched for a matching
user profile.<br><br>This attribute controls how the directory is searched.<br/><br/
><ul><li><code>0BJECT</code>: Only the Base DN is searched.</li><li><code>0ONELEVEL</code>: Only the
single level below (and not the Base DN) is searched</li><li><code>SUBTREE</code>: The Base DN and
all levels below are searched</li></ul>",
"propertyOrder" : 900,

"required" : true,
"type" : "string",
"exampleValue" : ""
}
}
}
1.3.1.2. delete
Usage:
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am> delete ActiveDirectoryModule --realm Realm --id id
Parameters:
--id

The unique identifier for the resource.

1.3.1.3. getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action ActiveDirectoryModule --realm Realm --actionName getAllTypes

1.3.1.4. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:
am> action ActiveDirectoryModule --realm Realm --actionName getCreatableTypes

1.3.1.5. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:
am> action ActiveDirectoryModule --realm Realm --actionName nextdescendents

1.3.1.6. query
Get the full list of instances of this collection. This query only supports = _queryFilter=true" filter.

Usage:

am> query ActiveDirectoryModule --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all.
1.3.1.7. read

Usage:
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am> read ActiveDirectoryModule --realm Realm --id id

Parameters:

The unique identifier for the resource.

1.3.1.8. update

Usage:

am> update ActiveDirectoryModule --realm Realm --id id --body body

Parameters:

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"userBindPassword" : {
"title" : "Bind User Password",
"description" : "The password of the administration account.",
"propertyOrder" : 500,
"required" : true,
"type" : "string",
"format" : "password",
"exampleValue" : ""
1.
"userSearchFilter" : {
"title" : "User Search Filter",
"description" : "This search filter will be appended to the standard user search

filter.<br><br>This attribute can be used to append a custom search filter to the standard filter.
For example: <code>(objectClass=person)</code>would result in the following user search filter:<br/
><br/><code>(&(uid=<i>user</i>) (objectClass=person))</code>",
"propertyOrder" : 800,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"profileAttributeMappings" : {
"title" : "User Creation Attributes",
"description" : "Controls the mapping of local attribute to external attribute for dynamic

profile creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping
between the attribute/values retrieved from the users authenticated profile and the attribute/values
that will be provisioned into their matching account in the data store.<br/><br/>The format of this
property is: <br/><br/><code> local attrl|external attrl</code>",

"propertyOrder" : 1300,

"required" : true,
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"items" : {
"type" : "string"

},
"type" : "array",
"exampleValue" : ""

1,

"openam-auth-ldap-connection-mode" : {
"title" : "LDAP Connection Mode",
"description" : "Defines which protocol/operation is used to establish the connection to the

LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",

"propertyOrder" : 1000,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"userBindDN" : {
"title" : "Bind User DN",
"description" : "The DN of an admin user used by the module to authentication to the LDAP

server<br><br>The LDAP module requires an administration account in order to perform functionality
such as password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in
production systems.",

"propertyOrder" : 400,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"returnUserDN" : {

"title" : "Return User DN to DataStore",

"description" : "Controls whether the DN or the username is returned as the authentication
principal.",

"propertyOrder" : 1200,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"operationTimeout" : {

"title" : "LDAP operations timeout",

"description" : "Defines the timeout in seconds OpenAM should wait for a response of the
Directory Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down
completely or the TCP connection became stale OpenAM waits until operation timeouts from the 0S or
the JVM are applied. However this setting allows more granular control within OpenAM itself. A value
of <code>0</code> means NO timeout is applied on OpenAM level and the timeouts from the JVM or 0S
will apply.",

"propertyOrder" : 1700,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"secondarylLdapServer" : {

"title" : "Secondary Active Directory Server",

"description" : "Use this list to set the secondary (failover) Active Directory server used
for authentication.<br><br>If the primary Active Directory server fails, the Active Directory
authentication module will failover to the secondary server. A single entry must be in the
format:<br/><br/><code>server:port</code><br/><br/>Multiple entries allow associations between
OpenAM servers and an Active Directory server. The format is:<br/><br/><code>local server name |

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 37



Amster Entity Reference

' FORGEROCK Realm Operations

server:port</code><br/><br/><i>NB </i>The local server name is the full name of the server from the
list of servers and sites.",

"propertyOrder" : 200,

"required" : true,

"items" : {

"type" : "string"

},

"type" : "array",

"exampleValue" : ""

1,
"authenticationLevel" : {

"title" : "Authentication Level",

"description" : "The authentication level associated with this module.<br><br>Each
authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default). ",

"propertyOrder" : 1800,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"userSearchStartDN" : {

"title" : "DN to Start User Search",

"description" : "The search for accounts to be authenticated start from this base DN <br><br>For
a single server just enter the Base DN to be searched. Multiple OpenAM servers can have different
base DNs for the search The format is as follows:<br/><br/><code>local server name | search DN</

code><br/><br/><i>NB </i>The local server name is the full name of the server from the list of servers

and sites.",
"propertyOrder" : 300,
"required" : true,
"items" : {
"type" : "string"

},
"type" : "array",
"exampleValue" : ""

1,

"trustAllServerCertificates" : {
"title" : "Trust All Server Certificates",
"description" : "Enables a <code>X509TrustManager</code> that trusts all

certificates.<br><br>This feature will allow the LDAP authentication module to connect to LDAP

servers protected by self signed or invalid certificates (such as invalid hostname).<br/><br/><i>NB

</i>Use this feature with care as it bypasses the normal certificate verification process",
"propertyOrder" : 1400,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"userSearchAttributes" : {
"title" : "Attributes Used to Search for a User to be Authenticated",
"description" : "The attributes specified in this list form the LDAP search filter.<br><br>The

default value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there
are multiple values such as uid and cn, the module will create a search filter as follows <code>(|
(uid=<i>user</i>) (cn=<i>user</i>))</code>",

"propertyOrder" : 700,

"required" : true,

"items" : {

"type" : "string"

},

"type" : "array",

"exampleValue" : ""
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1,
"userProfileRetrievalAttribute" : {
"title" : "Attribute Used to Retrieve User Profile",
"description" : "The LDAP module will use this attribute to search of the profile of an

authenticated user.<br><br>This is the attribute used to find the profile of the authenticated user.
Normally this will be the same attribute used to find the user account. The value will be the name of
the user used for authentication.",

"propertyOrder" : 600,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"primaryLdapServer" : {

"title" : "Primary Active Directory Server ",

"description" : "Use this list to set the primary Active Directory server used for
authentication. <br><br>The Active Directory authentication module will use this 1list as the primary
server for authentication. A single entry must be in the format:<br/><br/><code>server:port</

code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active Directory
server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/>The local
server name is the full name of the server from the list of servers and sites.",

"propertyOrder" : 100,

"required" : true,

"items" : {

"type" : "string"

I

"type" : "array",

"exampleValue" : ""

1,
"connectionHeartbeatInterval" : {

"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>Use this option in case a firewall/loadbalancer can close idle connections,
since the heartbeat requests will ensure that the connections won't become idle. Use along with the
Heartbeat Time Unit parameter to define the correct interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1500,

"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"connectionHeartbeatTimeUnit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" : "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>Use this option in case a firewall/loadbalancer can close idle connections, since the
heartbeat requests will ensure that the connections won't become idle.",
"propertyOrder" : 1600,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"searchScope" : {
"title" : "Search Scope",
"description" : "The level in the Directory Server that will be searched for a matching
user profile.<br><br>This attribute controls how the directory is searched.<br/><br/
><ul><li><code>0BJECT</code>: Only the Base DN is searched.</li><li><code>0ONELEVEL</code>: Only the
single level below (and not the Base DN) is searched</li><li><code>SUBTREE</code>: The Base DN and
all levels below are searched</li></ul>",
"propertyOrder" : 900,
"required" : true,
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"type" : "string",
"exampleValue" : ""
}
}
}

1.3.2. Global Operations

Resource path: /global-config/authentication/modules/activedirectory

Resource version: 1.0

1.3.2.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:
am> action ActiveDirectoryModule --global --actionName getAllTypes

1.3.2.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:
am> action ActiveDirectoryModule --global --actionName getCreatableTypes

1.3.2.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:
am> action ActiveDirectoryModule --global --actionName nextdescendents

1.3.2.4. read

Usage:
am> read ActiveDirectoryModule --global

1.3.2.5. update

Usage:
am> update ActiveDirectoryModule --global --body body
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Parameters:
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaults" : {
"properties" : {
"operationTimeout" : {
"title" : "LDAP operations timeout",
"description" : "Defines the timeout in seconds OpenAM should wait for a response of the

Directory Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down
completely or the TCP connection became stale OpenAM waits until operation timeouts from the 0S or
the JVM are applied. However this setting allows more granular control within OpenAM itself. A value
of <code>0</code> means NO timeout is applied on OpenAM level and the timeouts from the JVM or 0S
will apply.",

"propertyOrder" : 1700,

"required" : true,

"type" : "integer",

"exampleValue" : ""

T
"userSearchStartDN" : {

"title" : "DN to Start User Search",

"description" : "The search for accounts to be authenticated start from this base DN
<br><br>For a single server just enter the Base DN to be searched. Multiple OpenAM servers can have
different base DNs for the search The format is as follows:<br/><br/><code>local server name | search
DN</code><br/><br/><i>NB </i>The local server name is the full name of the server from the list of
servers and sites.",

"propertyOrder" : 300,

"required" : true,

"items" : {

"type" : "string"

T

"type" : "array",

"exampleValue" : ""

T
"openam-auth-1ldap-connection-mode" : {

"title" : "LDAP Connection Mode",

"description" : "Defines which protocol/operation is used to establish the connection to
the LDAP Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and
passwords are transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the
connection is secured via SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by
using StartTLS extended operation.",

"propertyOrder" : 1000,

"required" : true,
"type" : "string",
"exampleValue" : ""
T
"connectionHeartbeatTimeUnit" : {
"title" : "LDAP Connection Heartbeat Time Unit",
"description" : "Defines the time unit corresponding to the Heartbeat Interval

setting.<br><br>Use this option in case a firewall/loadbalancer can close idle connections, since the
heartbeat requests will ensure that the connections won't become idle.",

"propertyOrder" : 1600,

"required" : true,

"type" : "string",

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 41



Amster Entity Reference

' FORGEROCK Global Operations
"exampleValue" : ""
+
"searchScope" : {
"title" : "Search Scope",
"description" : "The level in the Directory Server that will be searched for a

matching user profile.<br><br>This attribute controls how the directory is searched.<br/><br/
><ul><li><code>0BJECT</code>: Only the Base DN is searched.</li><li><code>0ONELEVEL</code>: Only the
single level below (and not the Base DN) is searched</li><li><code>SUBTREE</code>: The Base DN and
all levels below are searched</li></ul>",

"propertyOrder" : 900,

"required" : true,

"type" : "string",

"exampleValue" : ""

+
"connectionHeartbeatInterval" : {

"title" : "LDAP Connection Heartbeat Interval",

"description" : "Specifies how often should OpenAM send a heartbeat request to the
directory.<br><br>Use this option in case a firewall/loadbalancer can close idle connections,
since the heartbeat requests will ensure that the connections won't become idle. Use along with the
Heartbeat Time Unit parameter to define the correct interval. Zero or negative value will result in
disabling heartbeat requests.",

"propertyOrder" : 1500,

"required" : true,

"type" : "integer",

"exampleValue" : ""

T
"userProfileRetrievalAttribute" : {

"title" : "Attribute Used to Retrieve User Profile",

"description" : "The LDAP module will use this attribute to search of the profile of an
authenticated user.<br><br>This is the attribute used to find the profile of the authenticated user.
Normally this will be the same attribute used to find the user account. The value will be the name of
the user used for authentication.",

"propertyOrder" : 600,

"required" : true,

"type" : "string",

"exampleValue" : ""

+
"primaryLdapServer" : {

"title" : "Primary Active Directory Server ",

"description" : "Use this list to set the primary Active Directory server used for
authentication. <br><br>The Active Directory authentication module will use this 1list as the primary
server for authentication. A single entry must be in the format:<br/><br/><code>server:port</

code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active Directory
server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/>The local
server name is the full name of the server from the list of servers and sites.",

"propertyOrder" : 100,

"required" : true,

"items" : {

"type" : "string"

I

"type" : "array",

"exampleValue" : ""

I
"trustAllServerCertificates" : {

"title" : "Trust All Server Certificates",

"description" : "Enables a <code>X509TrustManager</code> that trusts all
certificates.<br><br>This feature will allow the LDAP authentication module to connect to LDAP
servers protected by self signed or invalid certificates (such as invalid hostname).<br/><br/><i>NB
</i>Use this feature with care as it bypasses the normal certificate verification process",
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"propertyOrder" 1400,
"required" : true,
"type" "boolean",
"exampleValue" : ""

+

"returnUserDN" : {
"title" "Return User DN to DataStore",
"description" "Controls whether the DN or the username is returned as the authentication

principal.",

"propertyOrder" 1200,
"required" : true,
"type" "boolean",
"exampleValue" : ""

+

"userSearchFilter" : {
"title" "User Search Filter",
"description" "This search filter will be appended to the standard user search

filter.<br><br>This attribute can be used to append a custom search filter to the standard filter.
For example: <code>(objectClass=person)</code>would result in the following user search filter:<br/

><br/><code>(&(uid=<i>user</i>) (objectClass=person))</code>",

"propertyOrder" : 800,
"required" : true,
"type" "string",
"exampleValue" : ""

+

"secondaryLdapServer" : {
"title" "Secondary Active Directory Server",
"description"

"Use this list to set the secondary (failover) Active Directory server

used for authentication.<br><br>If the primary Active Directory server fails, the Active Directory

authentication module will failover to the secondary server. A single entry must be in the
format:<br/><br/><code>server:port</code><br/><br/>Multiple entries allow associations between

OpenAM servers and an Active Directory server. The format is:<br/><br/><code>local server name |
server:port</code><br/><br/><i>NB </i>The local server name is the full name of the server from the

list of servers and sites.",
"propertyOrder" : 200,
"required" : true,
"items" : {
"type"
I
"type" "array",
"exampleValue" : ""

"string"

+
"authenticationLevel" : {
"title" "Authentication Level",
"description"

"The authentication level associated with

this module.<br><br>Each

authentication module has an authentication level that can be used to indicate the level of security

associated with the module; 0 is the lowest (and the default).

"propertyOrder"

"required" : true,
"type" "integer",
"exampleValue" : ""

1800,

+

"userBindPassword" : {
"title" "Bind User Password",
"description"
"propertyOrder" : 500,
"required" : true,
"type" "string",
"format" "password",

n
’

"The password of the administration account.",
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"exampleValue" : ""
+
"profileAttributeMappings" : {
"title" : "User Creation Attributes",
"description" : "Controls the mapping of local attribute to external attribute for dynamic

profile creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping
between the attribute/values retrieved from the users authenticated profile and the attribute/values
that will be provisioned into their matching account in the data store.<br/><br/>The format of this

property is: <br/><br/><code> local attrl|external attrl</code>",
"propertyOrder" : 1300,
"required" : true,
"items" : {
"type" : "string"

I
"type" : "array",
"exampleValue" : ""

T

"userBindDN" : {
"title" : "Bind User DN",

"description" : "The DN of an admin user used by the module to authentication to the LDAP
server<br><br>The LDAP module requires an administration account in order to perform functionality
such as password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in

production systems.",
"propertyOrder" : 400,

"required" : true,
"type" : "string",
"exampleValue" : ""
+
"userSearchAttributes" : {
"title" : "Attributes Used to Search for a User to be Authenticated",
"description" : "The attributes specified in this list form the LDAP search

filter.<br><br>The default value of uid will form the following search filter of <code>uid=<i>user</
i></code>, if there are multiple values such as uid and cn, the module will create a search filter as

follows <code>(|(uid=<i>user</i>) (cn=<i>user</i>))</code>",
"propertyOrder" : 700,
"required" : true,
"items" : {
"type" : "string"
I
"type" : "array",
"exampleValue" : ""
}
},
"type" : "object",
"title" : "Realm Defaults"
}
}
}

1.4. AdaptiveRiskModule

1.4.1. Realm Operations
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f{eS(NJFCGZpath:/realm—config/authentication/modules/adaptiverisk

Resource version: 1.0

1.4.1.1. create

Usage:

am> create AdaptiveRiskModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"invertRequestHeaderScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",

"propertyOrder" : 4700,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"knownCookieScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 2000,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"ipHistoryProfileAttribute" : {

"title" : "Profile Attribute Name",

"description" : "The name of the attribute used to store the IP history list in the data
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able
to store values under the configured attribute name. If you're using a directory server as backend,
make sure your Data Store configuration contains the necessary objectclass and attribute related
settings.",

"propertyOrder" : 1200,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"ipHistoryCheckEnabled" : {

"title" : "IP History Check",

"description" : "Enables the checking of client IP address against a list of past IP
addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to
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access OpenAM is recorded in the user profile. This check passes if the current client IP address

is present in the history list. If the IP address is not present, the check fails and the IP address
is added to list if the overall authentication is successful (causing the oldest IP address to be
removed) . ",

"propertyOrder" : 1000,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"timeSincelLastLoginScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 2600,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"ipHistoryScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 1400,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"invertProfileRiskAttributeScore" : {

"title" : "Invert Result",

"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",

"propertyOrder" : 3200,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"knownCookieName" : {

"title" : "Cookie Name",

"description" : "The name of the cookie to set on the client.",

"propertyOrder" : 1700,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"profileRiskAttributeName" : {

"title" : "Attribute Name",

"description" : "The name of the attribute to retrieve from the user profile in the data
store.",

"propertyOrder" : 2900,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"timeSincelLastLoginCheckEnabled" : {

"title" : "Time since Last login Check",

"description" : "Enables the checking of the last time the user successfully
authenticated.<br><br>If this check is enabled, the check ensures the user has successfully
authenticated within a given interval. If the interval has been exceeded the check will fail. The
last authentication for the user is stored in a client cookie.",

"propertyOrder" : 2200,

"required" : true,
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"type" : "boolean",
"exampleValue" : ""
1,
"deviceCookieName" : {
"title" : "Cookie Name",
"description" : "The name of the cookie to be checked for (and optionally set) on the client
request"”,
"propertyOrder" : 3400,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"requestHeaderScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4600,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"geolocationScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4100,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"invertKnownCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",
"propertyOrder" : 2100,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"profileRiskAttributeCheckEnabled" : {
"title" : "Profile Risk Attribute check",
"description" : "Enables the checking of the user profile for a matching attribute and

value.<br><br>If this check is enabled, the check will pass if the users profile contains the
required risk attribute and value.",
"propertyOrder" : 2800,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"invertDeviceCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",
"propertyOrder" : 3700,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"savelLastLoginTimeOnSuccessfullLogin" : {
"title" : "Save time of Successful Login",
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"description" : "The last login time will be saved in a client cookie<br><br>The Adaptive Risk
Post Authentication Plug-in will update the last login time",
"propertyOrder" : 2500,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"geolocationDatabaselLocation" : {
"title" : "Geolocation Database location",
"description" : "The path to the location of the GEO location database.<br><br>The Geolocation

database is not distributed with OpenAM, you can get it in binary format from <a href=\"http://
www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
"propertyOrder" : 3900,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"geolocationCheckEnabled" : {
"title" : "Geolocation Country Code Check",
"description" : "Enables the checking of the client IP address against the geolocation

database.<br><br>The geolocation database associates IP addresses against their known location. This
check passes if the country associated with the client IP address is matched against the list of
valid country codes.<br/><br/>The geolocation database is available in binary format at <a href=
\"http://www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
"propertyOrder" : 3800,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"maxTimeSinceLastLogin" : {
"title" : "Max Time since Last login",
"description" : "The maximum number of days that can elapse before this test.",
"propertyOrder" : 2400,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"failedAuthenticationCheckEnabled" : {
"title" : "Failed Authentication Check",
"description" : "Checks if the user has past authentication failures.<br><br>Check if the OpenAM

account lockout mechanism has recorded past authentication failures for the user.<br/><br/><i>NB </
i>For this check to function, Account Lockout must be enabled.",
"propertyOrder" : 300,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"ipRangeCheckEnabled" : {
"title" : "IP Range Check",
"description" : "Enables the checking of the client IP address against a list of IP

addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if
the client IP is found within said list the check is successful.",
"propertyOrder" : 600,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"saveSuccessfulIP" : {
"title" : "Save Successful IP Address",
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"description" : "The IP History list will be updated in the data store<br><br>The Adaptive
Risk Post Authentication Plug-in will update the IP history list if the overall authentication is
successful.",

"propertyOrder" : 1300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"invertIPRangeScoreEnabled" : {

"title" : "Invert Result",

"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",

"propertyOrder" : 900,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"invertIPHistoryScore" : {

"title" : "Invert Result",

"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",

"propertyOrder" : 1500,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"ipRange" : {

"title" : "IP Range",

"description" : "The list of IP address to compare against the client IP address.<br><br>The
format of the IP address is as follows:<br/><br/><ul><1i>Single IP address: <code>172.16.90.1</

code></1i><1i>CIDR notation: <code>172.16.90.0/24</code></1i><1i>IP net-block with netmask:
<code>172.16.90.0:255.255.255.0</code></1li></ul>",

"propertyOrder" : 700,

"required" : true,

"items" : {

"type" : "string"

},

"type" : "array",

"exampleValue" : ""

1,
"timeSincelLastLoginCookieName" : {

"title" : "Cookie Name",

"description" : "The name of the cookie used to store the time of the last successful
authentication.",

"propertyOrder" : 2300,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"knownCookieCheckEnabled" : {

"title" : "Cookie Value Check",

"description" : "Enables the checking of a known cookie value in the client request<br><br>If
this check is enabled, the check looks for a known cookie in the client request. If the cookie exists
and has the correct value then the check will pass. ",

"propertyOrder" : 1600,

"required" : true,

"type" : "boolean",

"exampleValue" : ""
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"invertTimeSincelLastLoginScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",
"propertyOrder" : 2700,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

1,

"invertGeolocationScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",
"propertyOrder" : 4200,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"authenticationLevel" : {
"title" : "Authentication Level",
"description" : "The authentication level associated with this module.<br><br>Each

authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default).",
"propertyOrder" : 100,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"saveDeviceCookieValueOnSuccessfullLogin" : {
"title" : "Save Device Registration on Successful Login",
"description" : "Set the device cookie on the client response<br><br>The Adaptive Risk Post
Authentication Plug-in will set the device cookie on the client response",
"propertyOrder" : 3500,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"deviceCookieCheckEnabled" : {
"title" : "Device Registration Cookie Check",
"description" : "Enables the checking of the client request for a known cookie.<br><br>If this

check is enabled, the check will pass if the client request contains the named cookie.",
"propertyOrder" : 3300,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"requestHeaderValue" : {
"title" : "Request Header Value",
"description" : "The required value of the named HTTP header.",
"propertyOrder" : 4500,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"requestHeaderName" : {
"title" : "Request Header Name",
"description" : "The name of the required HTTP header ",
"propertyOrder" : 4400,
"required" : true,
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"type" : "string",
"exampleValue" : ""
1,
"deviceCookieScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 3600,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"failureScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 400,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"riskThreshold" : {

"title" : "Risk Threshold",

"description" : "If the risk threshold value is not reached after executing the different tests,
the authentication is considered to be successful.<br><br>Associated with many of the adaptive risk
checks is a score; if a check does not passes then the score is added to the current running total.
The final score is then compared with the <i>Risk Threshold</i>, if the score is lesser than said
threshold the module will be successful. ",

"propertyOrder" : 200,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"profileRiskAttributeScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 3100,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"createKnownCookieOnSuccessfullLogin" : {

"title" : "Save Cookie Value on Successful Login",

"description" : "The cookie will be created on the client after successful login<br><br>The
Adaptive Risk Post Authentication Plug-in will set the cookie on the client response",

"propertyOrder" : 1900,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"knownCookieValue" : {

"title" : "Cookie Value",

"description" : "The value to be set on the cookie.",

"propertyOrder" : 1800,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"requestHeaderCheckEnabled" : {

"title" : "Request Header Check",
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"description" : "Enables the checking of the client request for a known header
value.<br><br>The request header check will pass if the client request contains the
header and value.",

"propertyOrder" : 4300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"ipHistoryCount" : {

"title" : "History size",

"description" : "The number of client IP addresses to save in the history list.

"propertyOrder" : 1100,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"geolocationValidCountryCodes" : {

"title" : "Valid Country Codes",

name and
required named

n
’

"description" : "The list of country codes that are considered as valid locations for client
IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/><br/

><code>gb|us|no|fr</code>",
"propertyOrder" : 4000,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"ipRangeScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 800,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"profileRiskAttributeValue" : {
"title" : "Attribute Value",
"description" : "The required value of the named attribute.",
"propertyOrder" : 3000,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"invertFailureScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total,
score will not be incremented.",
"propertyOrder" : 500,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
}
}
}
1.4.1.2. delete

for failure the
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Usage:
am> delete AdaptiveRiskModule --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.4.1.3. getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AdaptiveRiskModule --realm Realm --actionName getAllTypes

1.4.1.4. getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:
am> action AdaptiveRiskModule --realm Realm --actionName getCreatableTypes

1.4.1.5. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AdaptiveRiskModule --realm Realm --actionName nextdescendents

1.4.1.6. query
Get the full list of instances of this collection. This query only supports = _queryFilter=true" filter.
Usage:

am> query AdaptiveRiskModule --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all.

1.4.1.7. read
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Usage:

am> read AdaptiveRiskModule --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.4.1.8. update

Usage:
am> update AdaptiveRiskModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"invertRequestHeaderScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",

"propertyOrder" : 4700,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

1,

"knownCookieScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 2000,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"ipHistoryProfileAttribute" : {
"title" : "Profile Attribute Name",

"description" : "The name of the attribute used to store the IP history list in the data
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able
to store values under the configured attribute name. If you're using a directory server as backend,
make sure your Data Store configuration contains the necessary objectclass and attribute related

settings.",
"propertyOrder" : 1200,
"required" : true,
"type" : "string",
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"exampleValue" : ""
1,
"ipHistoryCheckEnabled" : {

"title" : "IP History Check",

"description" : "Enables the checking of client IP address against a list of past IP
addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to
access OpenAM is recorded in the user profile. This check passes if the current client IP address
is present in the history list. If the IP address is not present, the check fails and the IP address
is added to list if the overall authentication is successful (causing the oldest IP address to be
removed) . ",

"propertyOrder" : 1000,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"timeSincelLastLoginScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 2600,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"ipHistoryScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 1400,

"required" : true,

"type" : "integer",

"exampleValue" : ""

1,
"invertProfileRiskAttributeScore" : {

"title" : "Invert Result",

"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",

"propertyOrder" : 3200,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"knownCookieName" : {

"title" : "Cookie Name",

"description" : "The name of the cookie to set on the client.",

"propertyOrder" : 1700,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"profileRiskAttributeName" : {

"title" : "Attribute Name",

"description" : "The name of the attribute to retrieve from the user profile in the data
store.",

"propertyOrder" : 2900,

"required" : true,

"type" : "string",

"exampleValue" : ""

1,
"timeSincelLastLoginCheckEnabled" : {

"title" : "Time since Last login Check",
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"description" : "Enables the checking of the last time the user successfully
authenticated.<br><br>If this check is enabled, the check ensures the user has successfully
authenticated within a given interval. If the interval has been exceeded the check will fail. The
last authentication for the user is stored in a client cookie.",

"propertyOrder" : 2200,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"deviceCookieName" : {
"title" : "Cookie Name",
"description" : "The name of the cookie to be checked for (and optionally set) on the client
request"”,
"propertyOrder" : 3400,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"requestHeaderScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4600,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"geolocationScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4100,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"invertKnownCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",
"propertyOrder" : 2100,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"profileRiskAttributeCheckEnabled" : {
"title" : "Profile Risk Attribute check",
"description" : "Enables the checking of the user profile for a matching attribute and

value.<br><br>If this check is enabled, the check will pass if the users profile contains the
required risk attribute and value.",
"propertyOrder" : 2800,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"invertDeviceCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",
"propertyOrder" : 3700,
"required" : true,
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"type" : "boolean",
"exampleValue" : ""
1,
"savelLastLoginTimeOnSuccessfullLogin" : {
"title" : "Save time of Successful Login",
"description" : "The last login time will be saved in a client cookie<br><br>The Adaptive Risk

Post Authentication Plug-in will update the last login time",
"propertyOrder" : 2500,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"geolocationDatabaselLocation" : {
"title" : "Geolocation Database location",
"description" : "The path to the location of the GEO location database.<br><br>The Geolocation

database is not distributed with OpenAM, you can get it in binary format from <a href=\"http://
www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
"propertyOrder" : 3900,

"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"geolocationCheckEnabled" : {
"title" : "Geolocation Country Code Check",
"description" : "Enables the checking of the client IP address against the geolocation

database.<br><br>The geolocation database associates IP addresses against their known location. This
check passes if the country associated with the client IP address is matched against the list of
valid country codes.<br/><br/>The geolocation database is available in binary format at <a href=
\"http://www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
"propertyOrder" : 3800,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"maxTimeSincelLastLogin" : {
"title" : "Max Time since Last login",
"description" : "The maximum number of days that can elapse before this test.",
"propertyOrder" : 2400,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"failedAuthenticationCheckEnabled" : {
"title" : "Failed Authentication Check",
"description" : "Checks if the user has past authentication failures.<br><br>Check if the OpenAM

account lockout mechanism has recorded past authentication failures for the user.<br/><br/><i>NB </
i>For this check to function, Account Lockout must be enabled.",
"propertyOrder" : 300,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"ipRangeCheckEnabled" : {
"title" : "IP Range Check",
"description" : "Enables the checking of the client IP address against a list of IP

addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if
the client IP is found within said list the check is successful.",

"propertyOrder" : 600,

"required" : true,
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"type" : "boolean",
"exampleValue" : ""
1,
"saveSuccessfulIP" : {
"title" : "Save Successful IP Address",
"description" : "The IP History list will be updated in the data store<br><br>The Adaptive
Risk Post Authentication Plug-in will update the IP history list if the overall authentication is
successful.",
"propertyOrder" : 1300,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"invertIPRangeScoreEnabled" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",
"propertyOrder" : 900,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"invertIPHistoryScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",
"propertyOrder" : 1500,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"ipRange" : {
"title" : "IP Range",
"description" : "The list of IP address to compare against the client IP address.<br><br>The
format of the IP address is as follows:<br/><br/><ul><1i>Single IP address: <code>172.16.90.1</
code></1i><1i>CIDR notation: <code>172.16.90.0/24</code></1i><1i>IP net-block with netmask:
<code>172.16.90.0:255.255.255.0</code></1li></ul>",
"propertyOrder" : 700,
"required" : true,
"items" : {
"type" : "string"
},
"type" : "array",
"exampleValue" : ""
1,
"timeSincelLastLoginCookieName" : {
"title" : "Cookie Name",
"description" : "The name of the cookie used to store the time of the last successful
authentication.",
"propertyOrder" : 2300,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"knownCookieCheckEnabled" : {
"title" : "Cookie Value Check",
"description" : "Enables the checking of a known cookie value in the client request<br><br>If
this check is enabled, the check looks for a known cookie in the client request. If the cookie exists
and has the correct value then the check will pass. ",
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"propertyOrder" : 1600,
"required" : true,
"type" : "boolean",
"exampleValue" "
1,
"invertTimeSincelLastLoginScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",
"propertyOrder" : 2700,
"required" : true,
"type" : "boolean",
"exampleValue" "
1,
"invertGeolocationScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the
score will not be incremented.",
"propertyOrder" : 4200,

"required" : true,
"type" : "boolean",
"exampleValue" "
1,
"authenticationLevel" : {
"title" : "Authentication Level",
"description" : "The authentication level associated with this module.<br><br>Each

authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default).",
"propertyOrder" : 100,
"required" : true,
"type" : "integer",
"exampleValue" "
1,
"saveDeviceCookieValueOnSuccessfullLogin" : {
"title" : "Save Device Registration on Successful Login",
"description" : "Set the device cookie on the client response<br><br>The Adaptive Risk Post
Authentication Plug-in will set the device cookie on the client response",
"propertyOrder" : 3500,

"required" : true,
"type" : "boolean",
"exampleValue" "
1,
"deviceCookieCheckEnabled" : {
"title" : "Device Registration Cookie Check",
"description" : "Enables the checking of the client request for a known cookie.<br><br>If this

check is enabled, the check will pass if the client request contains the named cookie.",

"propertyOrder" : 3300,
"required" : true,
"type" : "boolean",
"exampleValue" "

1,

"requestHeaderValue" : {
"title" : "Request Header Value",
"description" : "The required value of the named HTTP header.",
"propertyOrder" : 4500,
"required" : true,
"type" : "string",
"exampleValue" "
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"requestHeaderName" : {
"title" "Request Header Name",
"description"
"propertyOrder" : 4400,
"required" : true,
"type" "string",
"exampleValue" "
1,
"deviceCookieScore" : {
"title" "Score",
"description" "The amount to increment the
"propertyOrder" : 3600,
"required" : true,
"type" "integer",
"exampleValue" "
1,
"failureScore" : {
"title" "Score",
"description" "The amount to increment the
"propertyOrder" : 400,
"required" : true,
"type" "integer",
"exampleValue" "
1,
"riskThreshold" : {
"title" "Risk Threshold",
"description" "If the risk threshold value

"The name of the required HTTP header ",

score if this

check fails.",

score if this check fails.",

is not reached after executing the different tests,

the authentication is considered to be successful.<br><br>Associated with many of the adaptive risk
checks is a score; if a check does not passes then the score is added to the current running total.
The final score is then compared with the <i>Risk Threshold</i>, if the score is lesser than said

threshold the module will be successful. ",

"propertyOrder" 200,
"required" : true,
"type" "integer",
"exampleValue" "

1,

"profileRiskAttributeScore" : {
"title" "Score",
"description" "The amount to increment the
"propertyOrder" : 3100,
"required" : true,
"type" "integer",
"exampleValue" "

1,

"createKnownCookieOnSuccessfullLogin" : {
"title"

score if this check fails.",

"Save Cookie Value on Successful Login",
"The cookie will be created on the client after successful login<br><br>The

"description"
Adaptive Risk Post Authentication Plug-in will set the cookie on the client response",

"propertyOrder" 1900,
"required" : true,
"type" "boolean",
"exampleValue" "

1,

"knownCookieValue" : {
"title" "Cookie Value",
"description" "The value to be set on the cookie.",
"propertyOrder" 1800,
"required" : true,
"type" "string",
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+,

"exampleValue" : ""

"requestHeaderCheckEnabled" : {

"title" : "Request Header Check",
"description" : "Enables the checking of the client request for a known header name and

value.<br><br>The request header check will pass if the client request contains the required named
header and value.",

+,

"propertyOrder" : 4300,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

"ipHistoryCount" : {

T,

"title" : "History size",

"description" : "The number of client IP addresses to save in the history list.",
"propertyOrder" : 1100,

"required" : true,

"type" : "integer",

"exampleValue" : ""

"geolocationValidCountryCodes" : {

"title" : "Valid Country Codes",
"description" : "The list of country codes that are considered as valid locations for client

IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/><br/
><code>gb|us|no|fr</code>",

+,

"propertyOrder" : 4000,
"required" : true,
"type" : "string",
"exampleValue" : ""

"ipRangeScore" : {

+,

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 800,

"required" : true,

"type" : "integer",

"exampleValue" : ""

"profileRiskAttributeValue" : {

+,

"title" : "Attribute Value",

"description" : "The required value of the named attribute.",
"propertyOrder" : 3000,

"required" : true,

"type" : "string",

"exampleValue" : ""

"invertFailureScore" : {

"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for failure the

score will not be incremented.",

"propertyOrder" : 500,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 61



Amster Entity Reference

' FORGEROCK Global Operations

1.4.2. Global Operations

Resource path: /global-config/authentication/modules/adaptiverisk

Resource version: 1.0

1.4.2.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AdaptiveRiskModule --global --actionName getAllTypes

1.4.2.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action AdaptiveRiskModule --global --actionName getCreatableTypes

1.4.2.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AdaptiveRiskModule --global --actionName nextdescendents
1.4.2.4. read

Usage:
am> read AdaptiveRiskModule --global

1.4.2.5. update

Usage:
am> update AdaptiveRiskModule --global --body body

Parameters:

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 62



Amster Entity Reference

' FORGEROCK Global Operations

--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaults" : {
"properties" : {
"attributecheck" : {
"type" : "object",
"title" : "Profile Attribute",
"propertyOrder" : 7,
"properties" : {
"profileRiskAttributeName" : {
"title" : "Attribute Name",
"description" : "The name of the attribute to retrieve from the user profile in the data
store.",
"propertyOrder" : 2900,
"required" : true,
"type" : "string",
"exampleValue" : ""
H
"profileRiskAttributeValue" : {
"title" : "Attribute Value",
"description" : "The required value of the named attribute.",
"propertyOrder" : 3000,
"required" : true,
"type" : "string",
"exampleValue" : ""
H
"invertProfileRiskAttributeScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",
"propertyOrder" : 3200,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
I
"profileRiskAttributeCheckEnabled" : {
"title" : "Profile Risk Attribute check",
"description" : "Enables the checking of the user profile for a matching attribute

and value.<br><br>If this check is enabled, the check will pass if the users profile contains the
required risk attribute and value.",
"propertyOrder" : 2800,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"profileRiskAttributeScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 3100,
"required" : true,
"type" : "integer",
"exampleValue" : ""
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I
"iprange" : {
"type" : "object",
"title" : "IP Address Range",
"propertyOrder" : 2,
"properties" : {
"ipRangeCheckEnabled" : {
"title" : "IP Range Check",
"description" : "Enables the checking of the client IP address against a list of IP

addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if

the client IP is found within said list the check is successful.",

"propertyOrder" : 600,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

H

"ipRangeScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 800,
"required" : true,
"type" : "integer",
"exampleValue" : ""

H

"ipRange" : {
"title" : "IP Range",
"description" : "The list of IP address to compare against the client IP

address.<br><br>The format of the IP address is as follows:<br/><br/><ul><l1i>Single IP address:
<code>172.16.90.1</code></1i><1i>CIDR notation: <code>172.16.90.0/24</code></1i><1i>IP net-block with

netmask: <code>172.16.90.0:255.255.255.0</code></1li></ul>",
"propertyOrder" : 700,
"required" : true,
"items" : {
"type" : "string"

H
"type" : "array",
"exampleValue" : ""

H

"invertIPRangeScoreEnabled" : {
"title" : "Invert Result",

"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",
"propertyOrder" : 900,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
}
}
+
"devicecookie" : {
"type" : "object",
"title" : "Device Cookie",
"propertyOrder" : 5,
"properties" : {
"deviceCookieScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 3600,
"required" : true,
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"type" : "integer",
"exampleValue" : ""
I
"saveDeviceCookieValueOnSuccessfullLogin" :
"title" : "Save Device Registration on Successful Login",
"description" : "Set the device cookie on the client response<br><br>The Adaptive Risk

Post Authentication Plug-in will set the device cookie on the client response",
"propertyOrder" : 3500,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"deviceCookieName" : {
"title" : "Cookie Name",
"description" : "The name of the cookie to be checked for (and optionally set) on the

client request",
"propertyOrder" : 3400,
"required" : true,
"type" : "string",
"exampleValue" : ""
H
"invertDeviceCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for
failure the score will not be incremented.",
"propertyOrder" : 3700,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

H
"deviceCookieCheckEnabled" : {

"title" : "Device Registration Cookie Check",

"description" : "Enables the checking of the client request for a known
cookie.<br><br>If this check is enabled, the check will pass if the client request contains the named
cookie.",

"propertyOrder" : 3300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

}
}
}
"lastlogin" : {
"type" : "object",
"title" : "Time Since Last Login",
"propertyOrder" : 6,
"properties" : {
"timeSincelLastLoginCookieName" : {

"title" : "Cookie Name",

"description" : "The name of the cookie used to store the time of the last successful
authentication.",

"propertyOrder" : 2300,

"required" : true,

"type" : "string",

"exampleValue" : ""

H
"timeSincelLastLoginScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
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"propertyOrder" : 2600,

"required" : true,
"type" : "integer",
"exampleValue" : ""
H
"timeSincelLastLoginCheckEnabled" : {
"title" : "Time since Last login Check",
"description" : "Enables the checking of the last time the user successfully

authenticated.<br><br>If this check is enabled, the check ensures the user has successfully
authenticated within a given interval. If the interval has been exceeded the check will fail. The
last authentication for the user is stored in a client cookie.",

"propertyOrder" : 2200,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"invertTimeSincelLastLoginScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",
"propertyOrder" : 2700,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"maxTimeSincelLastlLogin" : {
"title" : "Max Time since Last login",
"description" : "The maximum number of days that can elapse before this test.",
"propertyOrder" : 2400,
"required" : true,
"type" : "string",
"exampleValue" : ""
H
"savelLastLoginTimeOnSuccessfullLogin" : {
"title" : "Save time of Successful Login",
"description" : "The last login time will be saved in a client cookie<br><br>The

Adaptive Risk Post Authentication Plug-in will update the last login time",
"propertyOrder" : 2500,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
}
}
+
"geolocation" : {

"type" : "object",

"title" : "Geo Location",

"propertyOrder" : 8,

"properties" : {

"geolocationValidCountryCodes" : {
"title" : "Valid Country Codes",
"description" : "The list of country codes that are considered as valid locations for
client IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/
><br/><code>gb|us|no|fr</code>",

"propertyOrder" : 4000,
"required" : true,
"type" : "string",
"exampleValue" : ""
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"geolocationCheckEnabled" : {

"title" : "Geolocation Country Code Check",
"description" : "Enables the checking of the client IP address against the geolocation

database.<br><br>The geolocation database associates IP addresses against their known location. This

check passes

if the country associated with the client IP address is matched against the list of

valid country codes.<br/><br/>The geolocation database is available in binary format at <a href=
\"http://www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",

"propertyOrder" : 3800,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"invertGeolocationScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",

b

"propertyOrder" : 4200,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

"geolocationScore" : {

b

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4100,

"required" : true,

"type" : "integer",

"exampleValue" : ""

"geolocationDatabaselLocation" : {

"title" : "Geolocation Database location",
"description" : "The path to the location of the GEO location database.<br><br>The

Geolocation database is not distributed with OpenAM, you can get it in binary format from <a href=
\"http://www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",

}
}
I

"propertyOrder" : 3900,
"required" : true,
"type" : "string",
"exampleValue" : ""

"iphistory" : {
"type" : "object",
"title" : "IP Address History",
"propertyOrder" : 3,
"properties" : {
"ipHistoryCheckEnabled" : {

"title" : "IP History Check",
"description" : "Enables the checking of client IP address against a list of past IP

addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to
access OpenAM is recorded in the user profile. This check passes if the current client IP address

is present in

the history list. If the IP address is not present, the check fails and the IP address

is added to list if the overall authentication is successful (causing the oldest IP address to be

removed).",

"propertyOrder" : 1000,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
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"invertIPHistoryScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",

"propertyOrder" : 1500,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

H
"ipHistoryScore" : {

"title" : "Score",

"description" : "The amount to increment the score if this check fails.",

"propertyOrder" : 1400,

"required" : true,

"type" : "integer",

"exampleValue" : ""

H
"ipHistoryProfileAttribute" : {

"title" : "Profile Attribute Name",

"description" : "The name of the attribute used to store the IP history list in the data
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able
to store values under the configured attribute name. If you're using a directory server as backend,
make sure your Data Store configuration contains the necessary objectclass and attribute related

settings.",

"propertyOrder" : 1200,
"required" : true,
"type" : "string",
"exampleValue" : ""

H

"ipHistoryCount" : {
"title" : "History size",
"description" : "The number of client IP addresses to save in the history list.",
"propertyOrder" : 1100,
"required" : true,
"type" : "integer",
"exampleValue" : ""

H

"saveSuccessfulIP" : {
"title" : "Save Successful IP Address",
"description" : "The IP History list will be updated in the data store<br><br>The

Adaptive Risk Post Authentication Plug-in will update the IP history list if the overall
authentication is successful.",
"propertyOrder" : 1300,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
}
}
T
"requestheader" : {
"type" : "object",
"title" : "Request Header",
"propertyOrder" : 9,
"properties" : {
"requestHeaderValue" : {
"title" : "Request Header Value",
"description" : "The required value of the named HTTP header.",
"propertyOrder" : 4500,
"required" : true,

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 68



Amster Entity Reference

' FORGEROCK Global Operations

"type" : "string",

"exampleValue" : ""

H
"requestHeaderCheckEnabled" : {

"title" : "Request Header Check",

"description" : "Enables the checking of the client request for a known header name and
value.<br><br>The request header check will pass if the client request contains the required named
header and value.",

"propertyOrder" : 4300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

H
"requestHeaderName" : {

"title" : "Request Header Name",

"description" : "The name of the required HTTP header ",

"propertyOrder" : 4400,

"required" : true,

"type" : "string",

"exampleValue" : ""

H
"invertRequestHeaderScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",

}
¥

"propertyOrder" : 4700,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

H

"requestHeaderScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 4600,
"required" : true,
"type" : "integer",
"exampleValue" : ""

}

"authfailed" : {

"type" : "object",

"title" : "Failed Authentications",
"propertyOrder" : 1,

"properties" : {

the OpenAM

"failedAuthenticationCheckEnabled" : {

"title" : "Failed Authentication Check",

"description" : "Checks if the user has past authentication failures.<br><br>Check if
account lockout mechanism has recorded past authentication failures for the user.<br/><br/

><i>NB </i>For this check to function, Account Lockout must be enabled.",

"propertyOrder" : 300,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"failureScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 400,
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"required" : true,
"type" : "integer",
"exampleValue" : ""

H

"invertFailureScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",

"propertyOrder" : 500,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

}
}
+
"general" : {
"type" : "object",
"title" : "General",
"propertyOrder" : 0,
"properties" : {
"riskThreshold" : {

"title" : "Risk Threshold",

"description" : "If the risk threshold value is not reached after executing the
different tests, the authentication is considered to be successful.<br><br>Associated with many
of the adaptive risk checks is a score; if a check does not passes then the score is added to the
current running total. The final score is then compared with the <i>Risk Threshold</i>, if the score
is lesser than said threshold the module will be successful. ",

"propertyOrder" : 200,

"required" : true,
"type" : "integer",
"exampleValue" : ""
H
"authenticationLevel" : {
"title" : "Authentication Level",
"description" : "The authentication level associated with this module.<br><br>Each

authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default).",
"propertyOrder" : 100,
"required" : true,
"type" : "integer",
"exampleValue" : ""
}
}
+
"knowncookie" : {
"type" : "object",
"title" : "Known Cookie",
"propertyOrder" : 4,
"properties" : {
"knownCookieValue" : {
"title" : "Cookie Value",
"description" : "The value to be set on the cookie.",
"propertyOrder" : 1800,
"required" : true,
"type" : "string",
"exampleValue" : ""
H
"knownCookieCheckEnabled" : {
"title" : "Cookie Value Check",
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}

"description" : "Enables the checking of a known cookie value in the client
request<br><br>If this check is enabled, the check looks for a known cookie in the client request. If
the cookie exists and has the correct value then the check will pass. ",

"propertyOrder" : 1600,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"createKnownCookieOnSuccessfullLogin" : {
"title" : "Save Cookie Value on Successful Login",
"description" : "The cookie will be created on the client after successful

login<br><br>The Adaptive Risk Post Authentication Plug-in will set the cookie on the client
response",
"propertyOrder" : 1900,

"required" : true,
"type" : "boolean",
"exampleValue" : ""
H
"invertKnownCookieScore" : {
"title" : "Invert Result",
"description" : "If the check succeeds the score will be included in the total, for

failure the score will not be incremented.",

"propertyOrder" : 2100,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

H

"knownCookieScore" : {
"title" : "Score",
"description" : "The amount to increment the score if this check fails.",
"propertyOrder" : 2000,
"required" : true,
"type" : "integer",
"exampleValue" : ""

H

"knownCookieName" : {
"title" : "Cookie Name",
"description" : "The name of the cookie to set on the client.",
"propertyOrder" : 1700,
"required" : true,
"type" : "string",
"exampleValue" : ""

}
}
},
"type" : "object",
"title" : "Realm Defaults"
}
}
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1.5. AdvancedProperties

1.5.1. Global Operations
An object of property key-value pairs
f{escnlrce:path:/global—config/servers/{serverName}/properties/advanced

Resource version: 1.0

1.5.1.1. read

Usage:

am> read AdvancedProperties --global --serverName serverName

Parameters:
--serverName

An object of property key-value pairs

1.5.1.2. update

Usage:

am> update AdvancedProperties --global --serverName serverName --body body

Parameters:
--serverName
An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:

"patternProperties" : {
Lt {
"type" : "string",
"title" : "Value",
"description" : "Any string value"
}
1,
"$schema" : "http://json-schema.org/draft-04/schema#",
"description" : "An object of property key-value pairs",
"type" : "object",
"title" : "Advanced Properties"
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1.6. AgentGroups

1.6.1. Realm Operations
Aggregating Agent Groups handler that is responsible for querying the aggregating agent groups
Resource path: /realm-config/agents/groups

Resource version: 1.0

1.6.1.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AgentGroups --realm Realm --actionName getAllTypes

1.6.1.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action AgentGroups --realm Realm --actionName getCreatableTypes

1.6.1.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AgentGroups --realm Realm --actionName nextdescendents

1.6.1.4. query
Querying the aggregating agent groups

Usage:

am> query AgentGroups --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]
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1.7. AgentService

1.7.1. Global Operations

Resource path:/global—config/agents/AgentService

Resource version: 1.0

1.7.1.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AgentService --global --actionName getAllTypes

1.7.1.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:
am> action AgentService --global --actionName getCreatableTypes

1.7.1.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AgentService --global --actionName nextdescendents

1.7.1.4. read

Usage:

am> read AgentService --global

1.7.1.5. update

Usage:
am> update AgentService --global --body body

Parameters:
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--body

The resource in JSON format, described by the following JSON schema:

{
"type" : "object"

1.8. Agents

1.8.1. Realm Operations
Aggregating Agents handler that is responsible for querying the aggregating agents
Resource path: /realm-config/agents

Resource version: 1.0

1.8.1.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action Agents --realm Realm --actionName getAllTypes

1.8.1.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action Agents --realm Realm --actionName getCreatableTypes

1.8.1.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action Agents --realm Realm --actionName nextdescendents

1.8.1.4. query
Querying the aggregating agents
Usage:
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am> query Agents --realm Realm --filter filter
Parameters:

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

1.8.2. Global Operations
Global and default configuration for agents
Resource path: /global-config/agents

Resource version: 1.0

1.8.2.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:
am> action Agents --global --actionName getAllTypes

1.8.2.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action Agents --global --actionName getCreatableTypes

1.8.2.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action Agents --global --actionName nextdescendents

1.9. AmsterModule

1.9.1. Realm Operations

Resource path: /realm-config/authentication/modules/amster
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Resource version: 1.0

1.9.1.1. create

Usage:

am> create AmsterModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

{
"type" : "object",
"properties" : {

"enabled" : {
"title" : "Enabled",
"description" : "If not enabled, prevents PKI login using the Amster module.",
"propertyOrder" : 200,
"required" : true,
"type" : "boolean",
"exampleValue" : ""

1,

"authenticationLevel" : {
"title" : "Authentication Level",
"description" : "",
"propertyOrder" : 300,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1,

"authorizedKeys" : {
"title" : "Authorized Keys",
"description" : "The location of the authorized keys file (which has the same format as an

OpenSSH authorized keys file) to use to validate remote Amster connections.",
"propertyOrder" : 100,

"required" : true,
"type" : "string",
"exampleValue" : ""
}
}
}
1.9.1.2. delete
Usage:
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am> delete AmsterModule --realm Realm --id id
Parameters:
--id

The unique identifier for the resource.

1.9.1.3. getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AmsterModule --realm Realm --actionName getAllTypes

1.9.1.4. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:
am> action AmsterModule --realm Realm --actionName getCreatableTypes

1.9.1.5. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:
am> action AmsterModule --realm Realm --actionName nextdescendents

1.9.1.6. query
Get the full list of instances of this collection. This query only supports = _queryFilter=true" filter.

Usage:

am> query AmsterModule --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all.
1.9.1.7. read

Usage:

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved. 78



Amster Entity Reference

' FORGEROCK Realm Operations

am> read AmsterModule --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.
1.9.1.8. update

Usage:
am> update AmsterModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"enabled" : {
"title" : "Enabled",
"description" : "If not enabled, prevents PKI login using the Amster module.",
"propertyOrder" : 200,
"required" : true,
"type" : "boolean",
"exampleValue" : ""
1,
"authenticationLevel" : {
"title" : "Authentication Level",
"description" : "",
"propertyOrder" : 300,
"required" : true,
"type" : "integer",
"exampleValue" : ""
1,
"authorizedKeys" : {
"title" : "Authorized Keys",
"description" : "The location of the authorized keys file (which has the same format as an
OpenSSH authorized keys file) to use to validate remote Amster connections.",
"propertyOrder" : 100,
"required" : true,
u.typeu : "str‘ing",
"exampleValue" : ""
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1.9.2. Global Operations

Resource path: /global-config/authentication/modules/amster

Resource version: 1.0

1.9.2.1. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AmsterModule --global --actionName getAllTypes

1.9.2.2. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action AmsterModule --global --actionName getCreatableTypes

1.9.2.3. nextdescendents
Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AmsterModule --global --actionName nextdescendents
1.9.2.4. read

Usage:

am> read AmsterModule --global
1.9.2.5. update

Usage:
am> update AmsterModule --global --body body

Parameters:
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--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaults" : {
"properties" : {
"authorizedKeys" : {
"title" : "Authorized Keys",
"description" : "The location of the authorized keys file (which has the same format as an

OpenSSH authorized keys file) to use to validate remote Amster connections.",

"propertyOrder" : 100,
"required" : true,
"type" : "string",
"exampleValue" i

+

"enabled" : {
"title" : "Enabled",

"description" : "If not enabled, prevents PKI login using the Amster module.",

"propertyOrder" : 200,
"required" : true,
"type" : "boolean",
"exampleValue" i
+
"authenticationLevel" : {
"title" : "Authentication Level",
"description" : ""
"propertyOrder" : 300,
"required" : true,
"type" : "integer",
"exampleValue" i
}
+
"type" : "object",
"title" : "Realm Defaults"
}
}
}

1.10. AnonymousModule

1.10.1. Realm Operations

Resource path: /realm-config/authentication/modules/anonymous

Resource version: 1.0

1.10.1.1. create
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Usage:

am> create AnonymousModule --realm Realm --id id --body body

Parameters:

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaultAnonymousUsername" : {
"title" : "Default Anonymous User Name",
"description" : "The default username to use if no username is supplied during authentication.",
"propertyOrder" : 200,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,
"validAnonymousUsers" : {
"title" : "Valid Anonymous Users",
"description" : "List of accounts that are allowed to login without providing

credentials.<br><br>Any username on this list will be allows anonymous access to OpenAM. Usernames
listed here must have matching profiles in the data store or the user profile requirement must be
disabled. The username can be specified during anonymous authentication as follows:<br/><br/><code>/
openam/UI/Login?module=anonymous&IDTokenl=<i>username</i></code>",

"propertyOrder" : 100,

"required" : true,

"items" : {

"type" : "string"

}

"type" : "array",

"exampleValue" : ""

1,
"caseSensitiveUsernameMatchingEnabled" : {

"title" : "Case Sensitive User IDs",

"description" : "If enabled, username matching will be case sensitive.",

"propertyOrder" : 300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

1,
"authenticationLevel" : {

"title" : "Authentication Level",

"description" : "The authentication level associated with this module.<br><br>Each
authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default).",

"propertyOrder" : 400,

"required" : true,

"type" : "integer",

"exampleValue" : ""
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1.10.1.2. delete

Usage:

am> delete AnonymousModule --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.10.1.3. getAllTypes
Obtain the collection of all secondary configuration types related to the resource.

Usage:

am> action AnonymousModule --realm Realm --actionName getAllTypes

1.10.1.4. getCreatableTypes
Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage:

am> action AnonymousModule --realm Realm --actionName getCreatableTypes
1.10.1.5. nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AnonymousModule --realm Realm --actionName nextdescendents

1.10.1.6. query
Get the full list of instances of this collection. This query only supports ~_queryFilter=true" filter.

Usage:
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am> query AnonymousModule --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all.

1.10.1.7. read

Usage:

am> read AnonymousModule --realm Realm --id id
Parameters:
--id

The unique identifier for the resource.

1.10.1.8. update

Usage:

am> update AnonymousModule --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaultAnonymousUsername" : {
"title" : "Default Anonymous User Name",
"description" : "The default username to use if no username is supplied during authentication.",
"propertyOrder" : 200,
"required" : true,
"type" : "string",
"exampleValue" : ""
1,

"validAnonymousUsers" : {
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"title" : "Valid Anonymous Users",
"description" : "List of accounts that are allowed to login without providing

credentials.<br><br>Any username on this list will be allows anonymous access to OpenAM. Usernames
listed here must have matching profiles in the data store or the user profile requirement must be
disabled. The username can be specified during anonymous authentication as follows:<br/><br/><code>/
openam/UI/Login?module=anonymous&IDTokenl=<i>username</i></code>",

+,

"propertyOrder" : 100,
"required" : true,
"items" : {

"type" : "string"
},
"type" : "array",
"exampleValue" : ""

"caseSensitiveUsernameMatchingEnabled" : {

+,

"title" : "Case Sensitive User IDs",

"description" : "If enabled, username matching will be case sensitive.",
"propertyOrder" : 300,

"required" : true,

"type" : "boolean",

"exampleValue" : ""

"authenticationLevel" : {

"title" : "Authentication Level",
"description" : "The authentication level associated with this module.<br><br>Each

authentication module has an authentication level that can be used to indicate the level of security
associated with the module; 0 is the lowest (and the default).",

"propertyOrder" : 400,
"required" : true,
"type" : "integer",
"exampleValue" : ""

1.10.2. Global Operations

Resource path:/global—config/authentication/modules/anonymous

Resource version: 1.0

1.10.2.1.
Obtain the
Usage:

getAllTypes

collection of all secondary configuration types related to the resource.

am> action AnonymousModule --global --actionName getAllTypes

1.10.2.2.

Obtain the

getCreatableTypes

collection of secondary configuration types that have yet to be added to the resource.
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Usage:

am> action AnonymousModule --global --actionName getCreatableTypes

1.10.2.3. nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage:

am> action AnonymousModule --global --actionName nextdescendents
1.10.2.4. read

Usage:

am> read AnonymousModule --global
1.10.2.5. update

Usage:

am> update AnonymousModule --global --body body

Parameters:
--body

The resource in JSON format, described by the following JSON schema:

"type" : "object",
"properties" : {
"defaults" : {
"properties" : {
"defaultAnonymousUsername" : {
"title" : "Default Anonymous User Name",
"description" : "The default username to use if no username is supplied during
authentication.",
"propertyOrder" : 200,
"required" : true,
"type" : "string",
"exampleValue" : ""
I
"validAnonymousUsers" : {
"title" : "Valid Anonymous Users",
"description" : "List of accounts that are allowed to login without providing
credentials.<br><br>Any username on this list will be allows anonymous access to OpenAM. Usernames
listed here must have matching profiles in the data store or the user profile requirement must be
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disabled. The username can be specified during anonymous authentication as follows:<br/><br/><code>/

openam/UI/Login?module=anonymous&IDTokenl=<i>username</i></code>",
"propertyOrder" : 100,
"required" : true,
"items" : {
"type" : "string"
I
"type" : "array",
"exampleValue"

+
"caseSensitiveUsernameMatchingEnabled" : {
"title" : "Case Sensitive User IDs",

"description" : "If enabled, username matching will be case sensitive.",

"propertyOrder" : 300,
"required" : true,
"type" : "boolean",
"exampleValue" "
+
"authenticationLevel" : {
"title" : "Authentication Level",

"description" : "The authentication level associated with this module.<br><br>Each
authentication module has an authentication level that can be used to indicate the level of security

associated with the module; 0 is the lowest (and the default).",
"propertyOrder" : 400,
"required" : true,
"type" : "integer",
"exampleValue" "
}
},
"type" : "object",
"title" : "Realm Defaults"
}
}
}

1.11. ApplicationTypes

1.11.1. Realm Operations

Service for reading and listing the available application types. Application types act as templates
for policy sets, and define how to compare resources and index policies. OpenAM provides a default

application type that represents web resources called iPlanetAMWebAgentService

Resource path: /applicationtypes

Resource version: 1.0

1.11.1.1. query
Lists the application types using a query filter
Usage:
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am> query ApplicationTypes --realm Realm --filter filter

Parameters:
--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

1.11.1.2. read

Reads an individual application type by the provided application type name

Usage:

am> read ApplicationTypes --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.12. Applications

1.12.1. Realm Operations
Service for manipulating Applications. It supports the CRUDQ operations.
Resource path: /applications

Resource version: 2.1

1.12.1.1. create

Creates a new Application in a realm

Usage:

am> create Applications --realm Realm --id id --body body
Parameters:
--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
"$schema" : "http://json-schema.org/draft-04/schema#",
"description" : "Application schema",
"type" : "object",
"title" : "Application",
"properties" : {
"name" : {
"type" : "string",
"title" : "Name",
"description" : "Unique application identifier."
1,
"displayName" : {
"type" : "string",
"title" : "Display name",
"description" : "When defined, it is displayed in the UI instead of application name."
1,
"description" : {
"type" : "string",
"title" : "Description",
"description" : "String describing the application."
1,
"applicationType" : {
"type" : "string",
"title" : "Application type",
"description" : "Name of the application type used as a template for the policy set."
1,
"conditions" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Conditions",
"description" : "Condition types allowed in the context of the policy set."
}
1,
"subjects" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Subjects",
"description" : "Subject types allowed in the context of the policy set."
}
1,
"resourceTypeUuids" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Resource type uuids",
"description" : "A list of the UUIDs of the resource types associated with the policy set."
}
1,
"entitlementCombiner" : {
"type" : "string",
"title" : "Entitlement combiner",
"description" : "Name of the decision combiner, such as \"DenyOverride\"."
I
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"searchIndex" : {
"type" : "string",
"title" : "Search index",
"description" : "Class name of the implementation for searching indexes for resource names, such

as \"com.sun.identity.entitlement.util.ResourceNameSplitter\" for URL resource names."

1,

"saveIndex" : {
"type" : "string",
"title" : "Save index",
"description" : "Class name of the implementation for creating indexes for resource names, such

as \"com.sun.identity.entitlement.util.ResourceNameIndexGenerator\" for URL resource names."

1,

"resourceComparator" : {
"type" : "string",
"title" : "Resource comparator",
"description" : "Class name of the resource comparator implementation

used in the context of the policy set. The following implementations
are available: \"com.sun.identity.entitlement.ExactMatchResourceName\",
\"com.sun.identity.entitlement.PrefixResourceName\", \"com.sun.identity.entitlement.RegExResourceName
\", \"com.sun.identity.entitlement.URLResourceName\"."

1,
"attributeNames" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Attribute names",
"description" : "A list of attribute names such as cn. The list is used to aid policy indexing
and lookup."
}
1,
"createdBy" : {
"type" : "string",
"title" : "Created by",
"description" : "A string containing the universal identifier DN of the subject that created the
application."
1,
"lastModifiedBy" : {
"type" : "string",
"title" : "Last modified by",
"description" : "A string containing the universal identifier DN of the subject that most

recently updated the application. If the application has not been modified since it was created, this
will be the same value as createdBy."

1,
"creationDate" : {
"type" : "integer",
"title" : "Creation date",
"description" : "An integer containing the creation date and time, in number of seconds since
the Unix Epoch."
1,
"lastModifiedDate" : {
"type" : "integer",
"title" : "Last modified date",
"description" : "An integer containing the last modified date and time, in number of seconds

since the Unix Epoch. If the application has not been modified since it was created, this will be the
same value as creationDate."

}

"editable" : {
"type" : "boolean",
"title" : "Editable",
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"description" : "It indicates if application is editable."
}
1
"required" : [ "name", "applicationType" 1]
}

1.12.1.2. delete

Deletes an individual Application in a realm specified by its name

Usage:

am> delete Applications --realm Realm --id id
Parameters:
--id

The unique identifier for the resource.

1.12.1.3. query

Lists all the Applications in a realm

Usage:
am> query Applications --realm Realm --filter filter

Parameters:

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

1.12.1.4. read

Reads an individual Application in a realm specified by its name

Usage:

am> read Applications --realm Realm --id id

Parameters:
--id

The unique identifier for the resource.

1.12.1.5. update

Updates an individual Application in a realm specified by its name

Entity Reference Amster 5 (2018-06-04T19:31:20.721)
Copyright © 2017 ForgeRock AS. All rights reserved.

91



Amster Entity Reference

' FORGEROCK Realm Operations

Usage:
am> update Applications --realm Realm --id id --body body

Parameters:
--id

The unique identifier for the resource.
--body

The resource in JSON format, described by the following JSON schema:

{
"$schema" : "http://json-schema.org/draft-04/schema#",
"description" : "Application schema",
"type" : "object",
"title" : "Application",
"properties" : {
"name" : {
"type" : "string",
"title" : "Name",
"description" : "Unique application identifier."
1,
"displayName" : {
"type" : "string",
"title" : "Display name",
"description" : "When defined, it is displayed in the UI instead of application name."
1,
"description" : {
"type" : "string",
"title" : "Description",
"description" : "String describing the application."
1,
"applicationType" : {
"type" : "string",
"title" : "Application type",
"description" : "Name of the application type used as a template for the policy set."
1,
"conditions" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Conditions",
"description" : "Condition types allowed in the context of the policy set."
}
1,
"subjects" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Subjects",
"description" : "Subject types allowed in the context of the policy set."
}
1,
"resourceTypeUuids" : {
"type" : "array",
"items" : {
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"type" : "string",
"title" : "Resource type uuids",
"description" : "A list of the UUIDs of the resource types associated with the policy set."
}
1,
"entitlementCombiner" : {
"type" : "string",
"title" : "Entitlement combiner",
"description" : "Name of the decision combiner, such as \"DenyOverride\"."
1,
"searchIndex" : {
"type" : "string",
"title" : "Search index",
"description" : "Class name of the implementation for searching indexes for resource names, such
as \"com.sun.identity.entitlement.util.ResourceNameSplitter\" for URL resource names."
1,
"saveIndex" : {
"type" : "string",
"title" : "Save index",
"description" : "Class name of the implementation for creating indexes for resource names, such
as \"com.sun.identity.entitlement.util.ResourceNameIndexGenerator\" for URL resource names."
1,
"resourceComparator" : {
"type" : "string",
"title" : "Resource comparator",
"description" : "Class name of the resource comparator implementation

used in the context of the policy set. The following implementations

are available: \"com.sun.identity.entitlement.ExactMatchResourceName\",
\"com.sun.identity.entitlement.PrefixResourceName\", \"com.sun.identity.entitlement.RegExResourceName
\", \"com.sun.identity.entitlement.URLResourceName\"."

1,
"attributeNames" : {
"type" : "array",
"items" : {
"type" : "string",
"title" : "Attribute names",
"description" : "A list of attribute names such as cn. The list is used to aid policy indexing
and lookup."
}
1,
"createdBy" : {
"type" : "string",
"title" : "Created by",
"description" : "A string containing the universal identifier DN of the subject that created the
application."
1,
"lastModifiedBy" : {
"type" : "string",
"title" : "Last modified by",
"description" : "A string containing the universal identifier DN of the subject that most

recently updated the application. If the application has not been modified since it was created, this
will be the same value as createdBy."
1,
"creationDate" : {
"type" : "integer",
"title" : "Creation date",
"description" : "An integer containing the creation date and time, in number of seconds since
the Unix Epoch."
}
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"lastModifiedDate" : {

"type" : "integer",
"title" : "Last modified date",
"description" : "An integer containing the last modified date and time, in number of seconds

since the Unix Epoch. If the application has not been modified since it was created, this will be the
same value as creationDate."

1,
"editable" : {
"type" : "boolean",
"title" : "Editable",
"description" : "It indicates if application is editable."
}
1
"required" : [ "name", "applicationType" 1]

}

1.13. AuditEvent

1.13.1. Realm Operations
Audit events are logged through a realm audit service.
Resource path: /realm-audit/{topic}

Resource version: 1.0

1.13.1.1. create
Create a new audit event, which will be handled and logged by the configured audit service.

Usage:

am> create AuditEvent --realm Realm --topic topic --body body

Parameters:
--topic
Audit events are logged through a realm audit service.

--body
The resource in JSON format, described by the following JSON schema:

"$schema" : "http://json-schema.org/draft-04/schema#",

"description" : "The schema contains properties that are common to all topics and some that are
unique to a specific topic. The description of each property indicates which topic the property
applies to.",

"title" : "Audit event schema",

"type" : "object",

"properties" : {

"oid" o {
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"title" : "ID",
"description" : "The ID of the event, used by all topics",
"type" : "string"
1,
"timestamp" : {
"title" : "Timestamp",
"description" : "The time at which the event occurred, used by all topics",
"type" : "string"
1,
"eventName" : {
"title" : "Event name",
"description" : "The name of the event, used by all topics",
"type" : "string"
1,
"transactionId" : {
"title" : "Transaction ID",
"description" : "The transaction ID of the event, used by all topics",
"type" : "string"
1,
"userId" : {
"title" : "User ID",
"description" : "The ID of the user responsible for the event, used by all topics",
"type" : "string"
1,
"trackingIds" : {
"title" : "Tracking IDs",
"description" : "The tracking IDs of the event, used by all topics",
"type" : "array",
"items" : {
"id" : "0",
"type" : "string"
}
1,
"component" : {
"title" : "Component",
"description" : "The component responsible for the event, used by all topics",
"type" : "string"
1,
"realm" : {
"title" : "Realm",
"description" : "The realm in which the event occurred, used by all topics",
"type" : "string"
1,
"server" : {
"title" : "Server",
"description" : "The server details for an access event",
"type" : "object",
"properties" : {
"ip" : {
"title" : "Server IP address",
"description" : "The server ip address for an access event",
"type" : "string"
T
"port" : {
"title" : "Server port",
"description" : "The server port for an access event",
"type" : "integer"
}
}
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1,
"client" : {
"title" : "Client",
"description" : "The client details for an access event",
"type" : "object",
"properties" : {
"ip" : {
"title" : "Client IP address",
"description" : "The client IP address for an access event",
"type" : "string"
+
"port" : {
"title" : "Client port",
"description" : "The client port for an access event",
"type" : "integer"
}
}
1,
"request" : {
"title" : "Request",
"description" : "The request details for an access event",
"type" : "object",
"properties" : {
"protocol" : {
"title" : "Request protocol",
"description" : "The request protocol for an access event",
"type" : "string"
+
"operation" : {
"title" : "Request operation",
"description" : "The request operation for an access event",
"type" : "string"
+
"detail" : {
"title" : "Request detail",
"description" : "The request detail for an access event",
"type" : "object"
}
}
1,
"http" : {
"title" : "Http details",
"description" : "The Http details for an access event",
"type" : "object",
"properties" : {
"request" : {
"title" : "Http request",
"description" : "The http request for an access event",
"type" : "object",
"properties" : {
"secure" : {
"title" : "Http secure",
"description" : "The http secure property for an access
"type" : "boolean"
H
"method" : {
"title" : "Http method",
"description" : "The http method for an access event",
"type" : "string"

event",
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I
"path" : {
"title" : "Http path",
"description" : "The http path for an access event",
"type" : "string"
I
"queryParameters" : {
"title" : "Http query parameters",
"description" : "The http query parameters for an access event",
"type" : "object",
"additionalProperties" : {
"type" : "array",
"items" : {
"type" : "string"
}
}
1
"headers" : {
"title" : "Http headers",
"description" : "The http headers for an access event",
"type" : "object",
"additionalProperties" : {
"type" : "array",
"items" : {
"type" : "string"
}
}
I
"cookies" : {
"title" : "Http cookies",
"description" : "The http cookies for an access event",
"type" : "object",
"additionalProperties" : {
"type" : "string"
}

}
}
I
"response" : {
"title" : "Http response",
"description" : "The http response for an access event",
"type" : "object",
"properties" : {
"headers" : {
"title" : "Http request headers",
"description" : "The http request headers for an access event",
"type" : "object",
"additionalProperties" : {
"type" : "array",
"items" : {
"type" : "string"

+,

"response" : {
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"title" : "Response",
"description" : "The response details for an access event",
"type" : "object",
"properties" : {
"status" : {
"title" : "Response status",
"description" : "The response status for an access event",
"type" : "string"
T
"statusCode" : {
"title" : "Response status code",
"description" : "The response status code for an access event",
"type" : "string"
+
"detail" : {
"title" : "Response detail",
"description" : "The response detail for an access event",
"type" : "object"
+
"elapsedTime" : {
"title" : "Response elapsed time",
"description" : "The response elapsedTime for an access event",
"type" : "integer"
+
"elapsedTimeUnits" : {
"title" : "Response elapsed time units",
"description" : "The response elapsed time units for an access event",
"type" : "string"
}
}
1,
"runAs" : {
"title" : "Run as",
"description" : "What the change that triggered an activity or config event was run as",
"type" : "string"
1,
"objectId" : {
"title" : "Object ID",
"description" : "The object ID of the change that triggered an activity or config event",
"type" : "string"
1,
"operation" : {
"title" : "Operation",
"description" : "The operation that triggered an activity or config event",
"type" : "string"
1,
"before" : {
"title" : "Before state",
"description" : "The state before an activity or config event occurred",
"type" : "object"
1,
"after" : {
"title" : "After state",
"description" : "The state after an activity or config event occurred",
"type" : "object"
1,
"changedFields" : {
"title" : "Changed fields",
"description" : "The changed fields after an activity or config event occurred",
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"type" : "array",
"items" : {
"id" : "1",
"type" : "string"
}
1,
"revision" : {
"title" : "Revision",
"description" : "The revision for an activity or config event",
"type" : "string"
1,
"result" : {
"title" : "Result",
"description" : "The result of the authentication event",
"type" : "string"
1,
"principal" : {
"title" : "Principal",
"description" : "The principal responsible for the authentication event",
"type" : "array",
"items" : {
"type" : "string"
}
1,
"context" : {
"title" : "Context",
"description" : "The context of an authentication event",
"type" : "object",
"properties" : { }
1,
"entries" : {
"title" : "Entries",
"description" : "The entries for an authentication event",
"type" : "array",
"items" : {
"type" : "object",
"properties" : {
"moduleId" : {
"title" : "Module ID",
"description" : "The module ID for the authentication event",
"type" : "string"
I
"result" : {
"title" : "Module result",
"description" : "The result of the module authentication event",
"type" : "string"
I
"info" : {
"title" : "Entries information",
"description" : "The entries information for an authentication event",
"type" : "object",
"properties" : { }
}
}
}
}
1,

"required" : [ "transactionId", "timestamp" ]
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1.13.2. Global Operations
Audit events are logged through the global audit service.
Resource path: /global-audit/{topic}

Resource version: 1.0

1.13.2.1. create
Create a new audit event, which will be handled and logged by the configured audit service.

Usage:
am> create AuditEvent --global --topic topic --body body

Parameters:
--topic
Audit events are logged through the global audit service.
--body
The resource in JSON format, described by the following JSON schema:

"$schema" : "http://json-schema.org/draft-04/schema#",

"description" : "The schema contains properties that are common to all topics and some that are
unique to a specific topic. The description of each property indicates which topic the property
applies to.",

"title" : "Audit event schema",

"type" : "object",

"properties" : {

"oid" o {
"title" : "ID",
"description" : "The ID of the event, used by all topics",
"type" : "string"
1,
"timestamp" : {
"title" : "Timestamp",
"description" : "The time at which the event occurred, used by all topics",
"type" : "string"
1,
"eventName" : {
"title" : "Event name",
"description" : "The name of the event, used by all topics",
"type" : "string"
1,
"transactionId" : {
"title" : "Transaction ID",
"description" : "The transaction ID of the event, used by all topics",
"type" : "string"
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1,
"userId" : {
"title" : "User ID",
"description" : "The ID of the user responsible for the event, used by all topics",
"type" : "string"
1,
"trackingIds" : {
"title" : "Tracking IDs",
"description" : "The tracking IDs of the event, used by all topics",
"type" : "array",
"items" : {
"id" : "0",
"type" : "string"
}
1,
"component" : {
"title" : "Component",
"description" : "The component responsible for the event, used by all topics",
"type" : "string"
1,
"realm" : {
"title" : "Realm",
"description" : "The realm in which the event occurred, used by all topics",
"type" : "string"
1,
"server" : {
"title" : "Server",
"description" : "The server details for an access event",
"type" : "object",
"properties" : {
"ip" : {
"title" : "Server IP address",
"description" : "The server ip address for an access event",
"type" : "string"
+
"port" : {
"title" : "Server port",
"description" : "The server port for an access event",
"type" : "integer"
}
}
1,
"client" : {
"title" : "Client",
"description" : "The client details for an access event",
"type" : "object",
"properties" : {
"ip" : {
"title" : "Client IP address",
"description" : "The client IP address for an access event",
"type" : "string"
+
"port" : {
"title" : "Client port",
"description" : "The client port for an access event",
"type" : "integer"

}
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"request" : {
"title" : "Request",
"description" : "The request details for an access event",
"type" : "object",
"properties" : {
"protocol" : {
"title" : "Request protocol",
"description" : "The request protocol for an access event",
"type" : "string"
+
"operation" : {
"title" : "Request operation",
"description" : "The request operation for an access event",
"type" : "string"
+
"detail" : {
"title" : "Request detail",
"description" : "The request detail for an access event",
"type" : "object"
}
}
1,
"http" : {
"title" : "Http details",
"description" : "The Http details for an access event",
"type" : "object",
"properties" : {
"request" : {
"title" : "Http request",
"description" : "The http request for an access event",
"type" : "object",
"properties" : {
"secure" : {
"title" : "Http secure",
"description" : "The http secure property for an access event",
"type" : "boolean"
H
"method" : {
"title" : "Http method",
"descri