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About This Reference

This reference describes server configuration settings that you can view and edit with
the dsconfig command. The dsconfig command is the primary tool for managing
the server configuration, which follows an object-oriented configuration model. Each
configuration object has its own properties. Configuration objects can be related to each
other by inheritance and by reference.
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The server configuration model exposes a wide range of configurable features. As a
consequence, the dsconfig command has many subcommands.

Subcommands exist to create, list, and delete configuration objects, and to get and set
properties of configuration objects. Their names reflect these five actions:

e create- object
e list- objects
e delete- object
e get- object -prop
e set- object -prop
Each configuration object has a user-friendly name, such as Connection Handler.

Subcommand names use lower-case, hyphenated versions of the friendly names, as in
create-connection-handler.

Subcommands

Core Server

Administration Connector

e get-administration-connector-prop

e set-administration-connector-prop

Alert Handler

e create-alert-handler

delete-alert-handler

get-alert-handler-prop

list-alert-handlers

set-alert-handler-prop

Connection Handler

e create-connection-handler

¢ delete-connection-handler

e get-connection-handler-prop

list-connection-handlers

set-connection-handler-prop

Extended Operation Handler
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create-extended-operation-handler

delete-extended-operation-handler

get-extended-operation-handler-prop

list-extended-operation-handlers

set-extended-operation-handler-prop

Global Configuration

get-global-configuration-prop

set-global-configuration-prop

HTTP Endpoint

create-http-endpoint

delete-http-endpoint

get-http-endpoint-prop

list-http-endpoints

set-http-endpoint-prop

Plugin Root

set-plugin-root-prop

create-plugin
delete-plugin
get-plugin-prop
list-plugins
set-plugin-prop

Root DSE Backend

get-root-dse-backend-prop

set-root-dse-backend-prop

Schema Provider

create-schema-provider

delete-schema-provider

get-schema-provider-prop

list-schema-providers

set-schema-provider-prop
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Virtual Attribute

create-virtual-attribute

delete-virtual-attribute

get-virtual-attribute-prop

list-virtual-attributes

set-virtual-attribute-prop

Work Queue

get-work-queue-prop

set-work-queue-prop

Caching and Backends

Backend Index

create-backend-index

delete-backend-index

get-backend-index-prop

list-backend-indexes

set-backend-index-prop

Backend VLV Index

create-backend-viv-index

delete-backend-vlv-index

get-backend-viv-index-prop

list-backend-vilv-indexes

set-backend-viv-index-prop

Backend

create-backend

delete-backend

get-backend-prop
list-backends

set-backend-prop

Entry Cache

create-entry-cache

delete-entry-cache
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e get-entry-cache-prop

e list-entry-caches

o set-entry-cache-prop

Root DSE Backend

e get-root-dse-backend-prop

e set-root-dse-backend-prop

Logging

Access Log Filtering Criteria

e create-access-log-filtering-criteria

delete-access-log-filtering-criteria

get-access-log-filtering-criteria-prop

list-access-log-filtering-criteria

set-access-log-filtering-criteria-prop

Debug Target

e create-debug-target

delete-debug-target

get-debug-target-prop

list-debug-targets

set-debug-target-prop

Log Publisher

e create-log-publisher

delete-log-publisher

get-log-publisher-prop

list-log-publishers

set-log-publisher-prop

Log Retention Policy

e create-log-retention-policy

delete-log-retention-policy

get-log-retention-policy-prop

list-log-retention-policies

set-log-retention-policy-prop
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Log Rotation Policy

create-log-rotation-policy

delete-log-rotation-policy

get-log-rotation-policy-prop

list-log-rotation-policies

set-log-rotation-policy-prop

Directory Proxy

Service Discovery Mechanism

create-service-discovery-mechanism

delete-service-discovery-mechanism

get-service-discovery-mechanism-prop

list-service-discovery-mechanisms

set-service-discovery-mechanism-prop

Replication

Replication Domain

create-replication-domain

delete-replication-domain

get-replication-domain-prop

list-replication-domains

set-replication-domain-prop

Replication Server

create-replication-server

delete-replication-server

get-replication-server-prop

list-replication-server

set-replication-server-prop

Synchronization Provider

create-synchronization-provider

delete-synchronization-provider

get-synchronization-provider-prop

list-synchronization-providers
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e set-synchronization-provider-prop

Authentication and Authorization

Access Control Handler

e Create-access-control-handler

delete-access-control-handler

e get-access-control-handler-prop

list-access-control-handler

set-access-control-handler-prop

Certificate Mapper

o create-certificate-mapper

delete-certificate-mapper

get-certificate-mapper-prop

list-certificate-mappers

set-certificate-mapper-prop

Crypto Manager

o get-crypto-manager-prop

e set-crypto-manager-prop

Global Access Control Policy

e create-global-access-control-policy

delete-global-access-control-policy

get-global-access-control-policy-prop

list-global-access-control-policies

set-global-access-control-policy-prop

HTTP Authorization Mechanism

e create-http-authorization-mechanism

delete-http-authorization-mechanism

get-http-authorization-mechanism-prop

list-http-authorization-mechanisms

set-http-authorization-mechanism-prop

Identity Mapper

e create-identity-mapper
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delete-identity-mapper

get-identity-mapper-prop

list-identity-mappers

set-identity-mapper-prop

Key Manager Provider

create-key-manager-provider

delete-key-manager-provider

get-key-manager-provider-prop

list-key-manager-providers

set-key-manager-provider-prop

Password Policy

create-password-policy

delete-password-policy.

get-password-policy-prop

list-password-policies

set-password-policy-prop

SASL Mechanism Handler

create-sasl-mechanism-handler

delete-sasl-mechanism-handler

get-sasl-mechanism-handler-prop

list-sasl-mechanism-handlers

set-sasl-mechanism-handler-prop

Trust Manager Provider

create-trust-manager-provider

delete-trust-manager-provider

get-trust-manager-provider-prop

list-trust-manager-providers

set-trust-manager-provider-prop

Service Discovery Mechanism

Service Discovery Mechanism

create-service-discovery-mechanism
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excluded-metric-pattern [Common REST Metrics HTTP Endpoint]
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file-size-limit [Size Limit Log Rotation Policy]
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filter [Virtual Attribute]
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fingerprint-algorithm [Fingerprint Certificate Mapper]

fingerprint-attribute [Fingerprint Certificate Mapper]

force-change-on-add [Password Policy]

force-change-on-reset [Password Policy]

fractional-exclude [Replication Domain]

fractional-include [Replication Domain]
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hash-function [Proxy Backend]

health-checks-enabled [Replication Synchronization Provider]

heartbeat-interval [Proxy Backend]

heartbeat-interval [Replication Synchronization Provider]

heartbeat-search-request-base-dn [Proxy Backend]

identity-mapper [CRAM-MD5 SASL Mechanism Handler]
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java-class [LDAP Pass Through Authentication Policy]

java-class [LDAP Trust Manager Provider]

java-class [LDIF Backend]

java-class [LDIF Connection Handler]

java-class [Length Based Password Validator]

java-class [Log Publisher]

java-class [Log Retention Policy]

java-class [Log Rotation Policy]

java-class [MD5 Password Storage Scheme]

java-class [Member Virtual Attribute]

java-class [Memory Backend]

java-class [Monitor Backend]

java-class [Null Backend]

java-class [Num Subordinates Virtual Attribute]

java-class [Password Expiration Time Virtual Attribute]

java-class [Password Generator]

java-class [Password Modify Extended Operation Handler]

java-class [Password Policy Import Plugin]

java-class [Password Policy State Extended Operation Handler]

java-class [Password Policy Subentry Virtual Attribute]

java-class [Password Policy]

java-class [Password Storage Scheme]

java-class [Password Validator]

java-class [PBKDF2-HMAC-SHA256 Password Storage Scheme]

java-class [PBKDF2-HMAC-SHA512 Password Storage Scheme]
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java-class [PBKDF2 Password Storage Scheme]

java-class [Pem Key Manager Provider]

java-class [Pem Trust Manager Provider]

java-class [PKCS#11 Key Manager Provider]

java-class [PKCS#11 Trust Manager Provider]

java-class [PKCS#5 V2.0 Scheme 2 Password Storage Scheme]

java-class [Plain SASL Mechanism Handler]

java-class [Plugin]

java-class [Policy Based Access Control Handler]

java-class [Prometheus HTTP Endpoint]

java-class [Proxy Backend]

java-class [Random Password Generator]

java-class [RC4 Password Storage Scheme]

java-class [Referential Integrity Plugin]

java-class [Regular Expression Identity Mapper]

java-class [Repeated Characters Password Validator]

java-class [Replication Service Discovery Mechanism]

java-class [Replication Synchronization Provider]

java-class [Rest2LDAP Endpoint]

java-class [Salted MD5 Password Storage Scheme]

java-class [Salted SHA-1 Password Storage Scheme]

java-class [Salted SHA-256 Password Storage Scheme]

java-class [Salted SHA-384 Password Storage Scheme]

java-class [Salted SHA-512 Password Storage Scheme]

java-class [Samba Password Plugin]

java-class [SASL Mechanism Handler]

java-class [Schema Backend]
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java-class [Schema Provider]

java-class [SCRAM-SHA-256 Password Storage Scheme]

java-class [SCRAM-SHA-256 SASL Mechanism Handler]

java-class [SCRAM-SHA-512 Password Storage Scheme]

java-class [SCRAM-SHA-512 SASL Mechanism Handler]

java-class [Service Discovery Mechanism]

java-class [Seven Bit Clean Plugin]

java-class [SHA-1 Password Storage Scheme]

java-class [Similarity Based Password Validator]

java-class [Size Limit Log Retention Policy]

java-class [Size Limit Log Rotation Policy]

java-class [SMTP Account Status Notification Handler]

java-class [SMTP Alert Handler]

java-class [SNMP Connection Handler]

java-class [Soft Reference Entry Cache]

java-class [StartTLS Extended Operation Handler]

java-class [Static Service Discovery Mechanism]

java-class [Structural Object Class Virtual Attribute]

java-class [Subject Attribute To User Attribute Certificate Mapper]

java-class [Subject DN To User Attribute Certificate Mapper]

java-class [Subject Equals DN Certificate Mapper]

java-class [Subschema Subentry Virtual Attribute]

java-class [Synchronization Provider]

java-class [Task Backend]

java-class [Time Limit Log Rotation Policy]

java-class [Traditional Work Queue]

java-class [Triple-DES Password Storage Scheme]
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java-class [Trust Manager Provider]

java-class [Unique Attribute Plugin]

java-class [Unique Characters Password Validator]

java-class [User Defined Virtual Attribute]

java-class [Virtual Attribute]

java-class [Who Am | Extended Operation Handler]

java-class [Work Queue]

je-backend-shared-cache-enabled [Global Configuration]

je-property [JE Backend]

json-keys [JSON Equality Matching Rule]

json-keys [JSON Ordering Matching Rule]

json-validation-policy [Core Schema]

K

kdc-address [GSSAPI SASL Mechanism Handler]

keep-stats [HTTP Connection Handler]

keep-stats [LDAP Connection Handler]

key-manager-provider [Administration Connector]

key-manager-provider [Crypto Manager]

key-manager-provider [HTTP Connection Handler]

key-manager-provider [HTTP OAuth2 OpenAM Authorization Mechanism]

key-manager-provider [HTTP OAuth2 Token Introspection (REC 7662) Authorization

Mechanism]

key-manager-provider [JMX Connection Handler]

key-manager-provider [LDAP Connection Handler]

key-manager-provider [Proxy Backend]

key-manager-provider [Replication Service Discovery Mechanism]

key-manager-provider [Replication Synchronization Provider]
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tamper-evident [CSV File Access Log Publisher]

tamper-evident [CSV File HTTP Access Log Publisher]

task-backing-file [Task Backend]

task-retention-time [Task Backend]

test-reversed-password [Attribute Value Password Validator]

test-reversed-password [Dictionary Password Validator]

throwable-stack-frames [Debug Target]

time-interval [File Based Access Log Publisher]

time-interval [File Based Audit Log Publisher]

time-interval [File Based Debug Log Publisher]

time-interval [File Based Error Log Publisher]

time-interval [File Based HTTP Access Log Publisher]

time-limit [Global Configuration]

time-of-day [Fixed Time Log Rotation Policy]

token-info-url [HTTP OAuth2 OpenAM Authorization Mechanism]

token-introspection-url [HTTP OAuth2 Token Introspection (RFC 7662) Authorization
Mechanism]

trap-port [SNMP Connection Handler]

traps-community [SNMP Connection Handler]

traps-destination [SNMP Connection Handler]

trust-manager-provider [Administration Connector]

trust-manager-provider [HTTP Connection Handler]

trust-manager-provider [HTTP OAuth2 OpenAM Authorization Mechanism]

trust-manager-provider [HTTP OAuth2 Token Introspection (REC 7662) Authorization

Mechanism]

trust-manager-provider [LDAP Connection Handler]
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trust-manager-provider [LDAP Pass Through Authentication Policy]

trust-manager-provider [Mail Server]

trust-manager-provider [Replication Service Discovery Mechanism]

trust-manager-provider [Replication Synchronization Provider]

trust-manager-provider [Static Service Discovery Mechanism]

trust-store-file [File Based Trust Manager Provider]

trust-store-pin [File Based Trust Manager Provider]

trust-store-pin [LDAP Trust Manager Provider]

trust-store-pin [PKCS#11 Trust Manager Provider]

trust-store-type [File Based Trust Manager Provider]

trust-store-type [PKCS#11 Trust Manager Provider]

trust-transaction-ids [Global Configuration]

ttl-age [Backend Index]

ttl-enabled [Backend Index]

type [Unique Attribute Plugin]

U

unauthenticated-requests-policy [Global Configuration]

update-interval [Referential Integrity Plugin]

use-password-caching [LDAP Pass Through Authentication Policy]

use-sasl-external [Proxy Backend]

use-sasl-external [Replication Service Discovery Mechanism]

use-sasl-external [Static Service Discovery Mechanism]

use-ssl [HTTP Connection Handler]

use-ssl [JMX Connection Handler]

use-ssl [LDAP Connection Handler]

use-ss| [LDAP Pass Through Authentication Policy]
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use-ss| [Mail Server]

use-ss| [Replication Service Discovery Mechanism]

use-ss| [Static Service Discovery Mechanism]

use-start-tls [Mail Server]

use-start-tls [Replication Service Discovery Mechanism]

use-start-tls [Static Service Discovery Mechanism]

use-tcp-keep-alive [HTTP Connection Handler]

use-tcp-keep-alive [LDAP Connection Handler]

use-tcp-keep-alive [LDAP Pass Through Authentication Policy]

use-tcp-no-delay [HTTP Connection Handler]

use-tcp-no-delay [LDAP Connection Handler]

use-tcp-no-delay [LDAP Pass Through Authentication Policy]

user-base-dn [Fingerprint Certificate Mapper]

user-base-dn [Subject Attribute To User Attribute Certificate Mapper]

user-base-dn [Subject DN To User Attribute Certificate Mapper]

user-dn [HTTP Anonymous Authorization Mechanism]

user-dn-equal-to [Access Log Filtering Criteria]

user-dn-equal-to [Global Access Control Policy]

user-dn-not-equal-to [Access Log Filtering Criteria]

user-dn-not-equal-to [Global Access Control Policy]

user-is-member-of [Access Log Filtering Criteria]

user-is-not-member-of [Access Log Filtering Criteria]

Vv

value [User Defined Virtual Attribute]

=

weight [Replication Server]

55/64


file:///home/pptruser/Downloads/build/site/ds/configref/objects-mail-server.html#use-ssl
file:///home/pptruser/Downloads/build/site/ds/configref/objects-mail-server.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-service-discovery-mechanism.html#use-ssl
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-service-discovery-mechanism.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-static-service-discovery-mechanism.html#use-ssl
file:///home/pptruser/Downloads/build/site/ds/configref/objects-static-service-discovery-mechanism.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-mail-server.html#use-start-tls
file:///home/pptruser/Downloads/build/site/ds/configref/objects-mail-server.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-service-discovery-mechanism.html#use-start-tls
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-service-discovery-mechanism.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-static-service-discovery-mechanism.html#use-start-tls
file:///home/pptruser/Downloads/build/site/ds/configref/objects-static-service-discovery-mechanism.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-connection-handler.html#use-tcp-keep-alive
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-connection-handler.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-connection-handler.html#use-tcp-keep-alive
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-connection-handler.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-pass-through-authentication-policy.html#use-tcp-keep-alive
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-pass-through-authentication-policy.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-connection-handler.html#use-tcp-no-delay
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-connection-handler.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-connection-handler.html#use-tcp-no-delay
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-connection-handler.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-pass-through-authentication-policy.html#use-tcp-no-delay
file:///home/pptruser/Downloads/build/site/ds/configref/objects-ldap-pass-through-authentication-policy.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-fingerprint-certificate-mapper.html#user-base-dn
file:///home/pptruser/Downloads/build/site/ds/configref/objects-fingerprint-certificate-mapper.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-subject-attribute-to-user-attribute-certificate-mapper.html#user-base-dn
file:///home/pptruser/Downloads/build/site/ds/configref/objects-subject-attribute-to-user-attribute-certificate-mapper.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-subject-dn-to-user-attribute-certificate-mapper.html#user-base-dn
file:///home/pptruser/Downloads/build/site/ds/configref/objects-subject-dn-to-user-attribute-certificate-mapper.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-anonymous-authorization-mechanism.html#user-dn
file:///home/pptruser/Downloads/build/site/ds/configref/objects-http-anonymous-authorization-mechanism.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html#user-dn-equal-to
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-global-access-control-policy.html#user-dn-equal-to
file:///home/pptruser/Downloads/build/site/ds/configref/objects-global-access-control-policy.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html#user-dn-not-equal-to
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-global-access-control-policy.html#user-dn-not-equal-to
file:///home/pptruser/Downloads/build/site/ds/configref/objects-global-access-control-policy.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html#user-is-member-of
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html#user-is-not-member-of
file:///home/pptruser/Downloads/build/site/ds/configref/objects-access-log-filtering-criteria.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-user-defined-virtual-attribute.html#value
file:///home/pptruser/Downloads/build/site/ds/configref/objects-user-defined-virtual-attribute.html
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-server.html#weight
file:///home/pptruser/Downloads/build/site/ds/configref/objects-replication-server.html

writability-mode [Global Configuration]

writability-mode [LDIF Backend]

writability-mode [Local Backend]

writability-mode [Memory Backend]

writability-mode [Monitor Backend]

writability-mode [Null Backend]

writability-mode [Pluggable Backend]

writability-mode [Schema Backend]

writability-mode [Task Backend]

Duration Syntax

Durations are specified with positive integers and unit specifiers.
Unit specifiers include the following:

e ms: milliseconds
e s:seconds

e m:minutes

e h:hours

e d:days

e w:weeks

A duration of 1 week is specified as 1w. A duration of 1 week, 1 day, 1 hour, 1 minute,
and 1 second is specified as 1w1d1himls.

Whitespace surrounding the value and the unit specifier is not significant. For example,
"5d" is equivalentto " 5 d "

Not all properties taking a duration allow all unit specifiers. For example, milliseconds
are not allowed if durations smaller than one second are not permitted.

Some properties limit minimum or maximum durations.

An unlimited duration is specified using unlimited (recommended for readability) or
-1.
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Size Syntax

Sizes are specified with non-negative integers and unit specifiers, which are not case-
sensitive.

Unit specifiers include the following:

e b, bytes

e kb, kilobytes (x1000)

e kib, kibibytes (x1024)

e mb, megabytes (x1000x1000)

e mib, mebibytes (x1024x1024)

e gb, gigabytes (x1000x1000x1000)

e gib, gibibytes (x1024x1024x1024)

e tb, terabytes (x1000x1000x1000x1000)

e tib, tebibytes (x1024x1024x1024x1024)

e unlimited, -1 (if allowed, explicitly set no upper limit)

For example, you can specify a size of 1,000,000 bytes as 1MB . To specify a size of
1,048,576 bytes, use 1MiB or 1 mib, for example.

Whitespace surrounding the value and the unit specifier is not significant. For example,
"5gb" is equivalentto " 5gb "

Some properties limit minimum or maximum sizes.

Property Value Substitution

Property value substitution enables you to achieve the following:
e Define a configuration that is specific to a single instance.

For example, set the location of the keystore on a particular host.
o Define a configuration whose parameters vary between different environments.

For example, change hostnames for test, development, and production
environments.

Disable certain capabilities on specific servers. For example, disable a database backend
and its replication agreement for one set of replicas while enabling it on another set of
replicas. This makes it possible to use the same configuration for environments with
different data sets.
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Property value substitution uses configuration expressions to introduce variables into the
server configuration. You set configuration expressions as the values of configuration
properties. The effective property values can be evaluated in a number of ways.

Scope of Configuration Expressions

DS servers only resolve configuration expressions in the config/config.1dif file
on LDAP attributes whose names start with ds-cfg-*. These correspond to
configuration properties listed in this reference.

DS servers do not resolve configuration expressions anywhere else.

DS servers resolve expressions at startup to determine the configuration. DS
commands that read the configuration in offline mode also resolve expressions at
startup. When you use expressions in the configuration, you must make their
values available before starting the server and also when running such commands.

Configuration expressions share their syntax and underlying implementation with other
platform software. Configuration expressions have the following characteristics:

e To distinguish them from static values, expression tokens are preceded by an
ampersand and enclosed in braces.

For example: &{listen.port} . The expression token in the example is
listen.port.The . serves asthe separator character.

e You can use a default value in an expression by including it after a vertical bar
following the token.
For example, the following expression sets the default listen port value to 1389: &
{listen.port|1389}.

e A configuration property can include a mix of static values and expressions.
For example, if hostname issetto directory, &{hostname}.example.com
evaluates to directory.example.com.

e You can define nested properties (that is, a property definition within another
property definition).
For example, if 1listen.port issetto &{port.prefix}389,and port.prefix is
setto 2, &{listen.port} evaluatesto 2389.

e You can read the value of an expression token from a file.
For example, if the plaintext password is stored in /path/to/password.txt, the

following expression resolves to the plaintext password: &
{file:/path/to/password.txt}.
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You specify the file either by its absolute path, or by a path relative to the DS
instance directory. In other words, if the DS instance directory is
/path/to/opendj, then /path/to/opendj/config/keystore and
config/keystore reference the same file.

DS servers define the following expression tokens by default. You can use these in
expressions without explicitly setting their values beforehand:

ds.instance.dir

The file system directory holding the instance files required to run an instance of a
server.

By default, the files are co-located with the product tools, libraries, and configuration
files. You can change the location by using the setup --instancePath option.

This evaluates to a directory, such as /path/to/my-instance.

ds.install.dir
The file system directory where the server files are installed.

This evaluates to a directory, such as /path/to/opendj .

Expression Evaluation and Order of Precedence

You must define expression values before starting the DS server that uses them. When
evaluated, an expression must return the appropriate type for the configuration
property. For example, the listen-port property takes an integer. If you set it using
an expression, the result of the evaluated expression must be an integer. If the type is
wrong, the server fails to start due to a syntax error.

If the expression cannot be resolved, and there is no default value in the configuration
expression, DS also fails to start.

Expression resolvers evaluate expression tokens to literal values.

Expression resolvers get values from the following sources:

Environment Variables

You set an environment variable to hold the value. For example: export
LISTEN_PORT=1389.

The environment variable name must be composed of uppercase characters and
underscores. The name maps to the expression token as follows:

e Uppercase characters are lower cased.

e Underscores, _, are replaced with . characters.
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In other words, the value of LISTEN_PORT replaces &{listen.port} inthe server
configuration.
Java System Properties

You set a Java system property to hold the value. Java system property names must
match expression tokens exactly. In other words, the value of the 1listen.port system
property replaces &{listen.port} inthe server configuration.

Java system properties can be set in a number of ways. One way of setting system
properties for DS servers is to pass them through the OPENDJ_JAVA_ARGS environment
variable. For example: export OPENDJ_JAVA_ARGS="-Dlisten.port=1389".
Expressions Files

You setakeyina .json or .properties file to hold the value.

This optional mechanism is set using the DS_ENVCONFIG_DIRS environment variable, or
the ds.envconfig.dirs Java system property.

Keysin .properties files must match expression tokens exactly. In other words, the
value of the listen.port keyreplaces &{listen.port} in the server configuration.
The following example properties file sets the listen port:

listen.port=1389

JSON expression files can contain nested objects. JSON field names map to expression
tokens as follows:

e The JSON path name matches the expression token.

e The . character serves as the JSON path separator character.

The following example JSON file sets the listen address and listen port:

{
"listen": {
"address": "192.168.0.10",
"port": "1389"
}
}

In other words, the value of the listen/port field replaces &{listen.port} inthe
server configuration.
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In order to use expression files, set the environment variable, DS_ENVCONFIG_DIRS, or
the Java system property, ds.envconfig.dirs, to a comma-separated list of the
directories containing the expression files.

The following constraints apply when using expression files:
o Although DS browses the directories in the specified order, within a directory DS
scans the files in a non-deterministic order.
e DSreads all files with .json and .properties extensions.

e DS does not scan subdirectories.

e Do not define the same configuration token more than once in a file, as you cannot
know in advance which value will be used.

» You cannot define the same configuration token in more than one file in a single
directory. If the same token occurs in more than one file in a single directory, an
error occurs.

o |f the same token occurs once in several files which are located in different
directories, the first value that DS reads is used.
The preceding list reflects the order of precedence:
e Environment variables override system properties, default token settings, and
settings in any expression files.

e System properties override default token settings, and any settings in expression
files.

e |f DS_ENVCONFIG_DIRS or ds.envconfig.dirs is set, then the server uses
settings found in expression files.

o Default token settings (ds.config.dir, ds.instance.dir, ds.install.dir).

For an embedded DS server, it is possible to change the expression resolvers, in the
server configuration.

Use Multivalued Expressions

A single expression token can evaluate to multiple property values. Such expressions are
useful with multivalued properties.

For example, suppose you choose to set a connection handler's ssl-cipher-suite
property. Instead of listing cipher suites individually, you use an ssl.cipher.suites
token that takes multiple values.

The following example commands set the token value in the environment, stop the
server, use the expression in the LDAP connection handler configuration while the
server is offline, and then start the server again:
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S export SSL_CIPHE
TLS_ECDHE_ECDSA_WI
TLS_ECDHE_RSA_WITH
TLS_ECDHE_ECDSA_WI
TLS_ECDHE_RSA_WITH
TLS_EMPTY_RENEGOTI
S stop-ds --quiet
S dsconfig \
set-connection-ha
--offline \

R_SUITES=\
TH_AES_256_GCM_SHA384, \
_AES_256_GCM_SHA384, \
TH_AES_128_GCM_SHA256, \
_AES_128_GCM_SHA256, \
ATION_INFO_SCSV

ndler-prop \

--handler-name LDAPS \

--add ssl-protoco
--add ssl-cipher-
--no-prompt

§ start-ds --quiet

Multiple values are separated by commas in environment variables, system properties,

1:TLSv1.2 \
suite:'&{ssl.cipher.suites}"' \

and properties files. They are formatted as arrays in JSON files.

Use one of the following alternatives to set the value of the ssl.cipher.suites token
In each case, when the server evaluates &{ssl.cipher.suites}, the resultis the

following property values:

ssl-cipher-suite:
ssl-cipher-suite:
ssl-cipher-suite:
ssl-cipher-suite:
ssl-cipher-suite:

Environment Variable

export SSL_CIPHER_
TLS_ECDHE_ECDSA_WI

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

SUITES=\
TH_AES_256_GCM_SHA384, \

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, \

TLS_ECDHE_ECDSA_WI

TH_AES_128_GCM_SHA256, \

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, \

TLS_EMPTY_RENEGOTI

System Property

ATION_INFO_SCSV

export OPENDJ_JAVA_ARGS="-Dssl.cipher.suites=\

TLS_ECDHE_ECDSA_WI

TH_AES_256_GCM_SHA384, \
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TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,\
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, \
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, \
TLS_EMPTY_RENEGOTIATION_INFO_SCSV"

Properties File

ssl.cipher.suites=\
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384, \
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, \
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, \
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, \
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

JSON File

"ssl.cipher.suites": [
"TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_EMPTY_RENEGOTIATION_INFO_SCSV"

Alternative JSON file that sets ssl.protocol as well:

"ssl": {

"protocol”: "TLSv1.2",

"cipher.suites": [
"TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_EMPTY_RENEGOTIATION_INFO_SCSV"
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In order to fully use the settings in this file, you would have to change the example to
include the additional expression: --add ssl-protocol:'&{ssl.protocol}".

Debug Expressions

You can debug configuration expressions. Create a debug target for
org.forgerock.config.resolvers. The following example demonstrates the process:

$ dsconfig \
create-debug-target \
--hostname localhost \
--port 4444 \
--bindDN uid=admin \
--bindPassword password \
--publisher-name "File-Based Debug Logger" \
--type generic \
--target-name org.forgerock.config.resolvers \
--set enabled:true \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--no-prompt
S dsconfig \
set-log-publisher-prop \
--hostname localhost \
--port 4444 \
--bindDN uid=admin \
--bindPassword password \
--publisher-name "File-Based Debug Logger" \
--set enabled:true \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--no-prompt
S stop-ds --restart --quiet

When the server starts, it logs debugging messages for configuration expressions. Do
not leave debug logging enabled in production systems.

Was this helpful? & &2
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