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Was this helpful?

About This Reference

Attribute Types

DIT Content Rules

DIT Structure Rules

Matching Rule Uses

Matching Rules

Name Forms

Object Classes

Syntaxes

This reference describes the default directory schema. Each schema definition has its

own section, with links to related sections. Reference pages for the most commonly
used elements may include additional descriptions and examples that are not present in

the directory schema definitions.

This reference does not include directory configuration attributes and object classes,

collation matching rules.

LDAP directory schema defines how data can be stored in the directory. When a

directory server receives a request to update directory data, it can check the data
changes against the directory schema, refusing any request that would result in a

violation of the directory schema and directory data corruption.

Schema checking prevents errors such as the following:

Adding inappropriate attributes to an entry

Removing required attributes from an entry

Using an attribute value that has the wrong syntax

Adding the wrong type of subordinate object

LDAP Schema Reference
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LDAP directory schema consists of definitions for the following:

Attribute types

Define attributes of directory entries, including their syntaxes and matching rules

Directory Information Tree (DIT) content rules

Define the content of entries with a given structural object class

DIT structure rules

Define the names entries may have, and how entries may be related to each other

Matching rules

Define how values of attributes are matched and compared

Matching rule uses

List attributes that can be used with an extensibleMatch search filter

Name forms

Define naming relations for structural object classes

Object classes

Define the types of objects that an entry represents, and the required and optional

attributes for entries of those types

Syntaxes

Define the encodings used in LDAP

For a technical description of LDAP directory schema, read Directory Schema in

Lightweight Directory Access Protocol (LDAP): Directory Information Models  (RFC 4512).

LDAP directory servers allow client applications to access directory schema while the

server is running. This enables applications to validate their changes against the schema
before sending an update request to the server. As a result, LDAP schema definitions are

optimized for applications, not humans. The reader must resolve relationships between
schema definitions, and must find most documentation elsewhere.

This part covers schema definitions for attribute types:

aci

aclRights

aclRightsInfo

administratorsAddress

aliasedObjectName



Attribute Types

https://tools.ietf.org/html/rfc4512#section-4
https://tools.ietf.org/html/rfc4512#section-4
https://tools.ietf.org/html/rfc4512#section-4
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-aci.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-aclRights.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-aclRightsInfo.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-administratorsAddress.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-aliasedObjectName.html
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alive

altServer

aRecord

assignedDashboard

associatedDomain

associatedName

attributeMap

attributeTypes

audio

authenticationMethod

authorityRevocationList

authPassword

automountInformation

automountKey

automountMapName

bindTimeLimit

blockInheritance

bootFile

bootParameter

buildingName

businessCategory

c-FacsimileTelephoneNumber

c-InternationalISDNNumber

c-l

c-o

c-ou

c-PhysicalDeliveryOfficeName

c-PostalAddress

c-PostalCode

c-PostOfficeBox

c-st

c-street

c-TelephoneNumber
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-attributeTypes.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-audio.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-authenticationMethod.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-authorityRevocationList.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-authPassword.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-automountInformation.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-automountKey.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-automountMapName.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-bindTimeLimit.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-blockInheritance.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-bootFile.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-bootParameter.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-buildingName.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-businessCategory.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-FacsimileTelephoneNumber.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-InternationalISDNNumber.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-l.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-o.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-ou.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-PhysicalDeliveryOfficeName.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-PostalAddress.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-PostalCode.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-PostOfficeBox.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-st.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-street.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-c-TelephoneNumber.html
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c-TelexNumber

c

cACertificate

calCalAdrURI

calCalURI

calCAPURI

calFBURL

calOtherCalAdrURIs

calOtherCalURIs

calOtherCAPURIs

calOtherFBURLs

carLicense

certificateRevocationList

changeInitiatorsName

changelog

changeLogCookie

changeNumber

changes

changeTime

changeType

cn

cNAMERecord

co

collectiveAttributeSubentries

collectiveConflictBehavior

collectiveExclusions

corbaIor

corbaRepositoryId

coreTokenDate01

coreTokenDate02

coreTokenDate03

coreTokenDate04

coreTokenDate05
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calCalAdrURI.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calCalURI.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calCAPURI.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calFBURL.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calOtherCalAdrURIs.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calOtherCalURIs.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calOtherCAPURIs.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-calOtherFBURLs.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-carLicense.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-certificateRevocationList.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-changeInitiatorsName.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-changelog.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-changeLogCookie.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-changeNumber.html
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-changeTime.html
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coreTokenExpirationDate

coreTokenId

coreTokenInteger01

coreTokenInteger02

coreTokenInteger03

coreTokenInteger04

coreTokenInteger05

coreTokenInteger06

coreTokenInteger07

coreTokenInteger08

coreTokenInteger09

coreTokenInteger10

coreTokenMultiString01

coreTokenMultiString02

coreTokenMultiString03

coreTokenObject

coreTokenString01

coreTokenString02

coreTokenString03

coreTokenString04

coreTokenString05

coreTokenString06

coreTokenString07

coreTokenString08

coreTokenString09

coreTokenString10

coreTokenString11

coreTokenString12

coreTokenString13

coreTokenString14

coreTokenString15

coreTokenTtlDate

coreTokenType
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-coreTokenString05.html
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coreTokenUserId

createTimestamp

creatorsName

credentialLevel

crossCertificatePair

dc

defaultSearchBase

defaultSearchScope

defaultServerList

deleteOldRDN

deltaRevocationList

departmentNumber

dereferenceAliases

description

destinationIndicator

devicePrintProfiles

deviceProfiles

displayName

distinguishedName

dITContentRules

dITRedirect

dITStructureRules

dmdName

dnQualifier

documentAuthor

documentIdentifier

documentLocation

documentPublisher

documentTitle

documentVersion

drink

ds-certificate-fingerprint

ds-certificate-issuer-dn
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-departmentNumber.html
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file:///home/pptruser/Downloads/build/site/ds/schemaref/at-dITContentRules.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-dITRedirect.html
file:///home/pptruser/Downloads/build/site/ds/schemaref/at-dITStructureRules.html
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ds-certificate-subject-dn

ds-mon-abandoned-requests

ds-mon-active-connections-count

ds-mon-active-persistent-searches

ds-mon-admin-hostport

ds-mon-alias

ds-mon-alive-errors

ds-mon-alive

ds-mon-backend-degraded-index-count

ds-mon-backend-degraded-index

ds-mon-backend-entry-count

ds-mon-backend-filter-use-indexed

ds-mon-backend-filter-use-start-time

ds-mon-backend-filter-use-unindexed

ds-mon-backend-filter-use

ds-mon-backend-is-private
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ds-mon-backend-proxy-shard
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ds-mon-backend-writability-mode
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ds-mon-base-dn

ds-mon-build-number

ds-mon-build-time

ds-mon-bytes-read

ds-mon-bytes-written

ds-mon-cache-entry-count

ds-mon-cache-max-entry-count

ds-mon-cache-max-size-bytes
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No elements of this type are defined in the default LDAP schema.

This part covers schema definitions for DIT structure rules:
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uddiv3EntityObituaryStructureRule

uddiv3SubscriptionStructureRule

No elements of this type are defined in the default LDAP schema.

This part covers schema definitions for matching rules:

1.3.6.1.4.1.26027.1.4.8.1.3.6.1.4.1.26027.1.3.6

authPasswordExactMatch

authPasswordMatch

bitStringMatch

booleanMatch

caseExactIA5Match

caseExactIA5SubstringsMatch

caseExactJsonIdMatch

caseExactJsonQueryMatch

caseExactMatch

caseExactOrderingMatch

caseExactSubstringsMatch

caseIgnoreIA5Match

caseIgnoreIA5SubstringsMatch

caseIgnoreJsonIdMatch

caseIgnoreJsonQueryMatch

caseIgnoreJsonQueryMatchClusterObject

caseIgnoreJsonQueryMatchManagedRole

caseIgnoreJsonQueryMatchManagedUser

caseIgnoreJsonQueryMatchRelationship

caseIgnoreListMatch

caseIgnoreListSubstringsMatch

caseIgnoreMatch

Matching Rule Uses

Matching Rules
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caseIgnoreOrderingMatch

caseIgnoreSubstringsMatch
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distinguishedNameMatch

ds-mr-double-metaphone-approx

ds-mr-user-password-equality

ds-mr-user-password-exact

generalizedTimeMatch

generalizedTimeOrderingMatch

historicalCsnOrderingMatch

historicalCsnRangeMatch

integerFirstComponentMatch

integerMatch

integerOrderingMatch

jsonFirstComponentCaseExactJsonQueryMatch

jsonFirstComponentCaseIgnoreJsonQueryMatch

keywordMatch

nameAndOptionalCaseExactJsonIdEqualityMatch

nameAndOptionalCaseIgnoreJsonIdEqualityMatch

nameAndOptionalJsonEqualityMatchingRule

numericStringMatch

numericStringOrderingMatch

numericStringSubstringsMatch

objectIdentifierFirstComponentMatch

objectIdentifierMatch

octetStringMatch

octetStringOrderingMatch

octetStringSubstringsMatch

partialDateAndTimeMatchingRule

presentationAddressMatch

protocolInformationMatch
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relativeTimeGTOrderingMatch

relativeTimeLTOrderingMatch

telephoneNumberMatch

telephoneNumberSubstringsMatch

uniqueMemberMatch

uuidMatch

uuidOrderingMatch

wordMatch

This part covers schema definitions for name forms:

uddiAddressNameForm

uddiBindingTemplateNameForm

uddiBusinessEntityNameForm

uddiBusinessServiceNameForm

uddiContactNameForm

uddiPublisherAssertionNameForm

uddiTModelInstanceInfoNameForm

uddiTModelNameForm

uddiv3EntityObituaryNameForm

uddiv3SubscriptionNameForm

This part covers schema definitions for object classes:

account

alias

applicationEntity

applicationProcess

authPasswordObject

automount

automountMap

Name Forms

Object Classes
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bootableDevice

calEntry

certificationAuthority-V2

certificationAuthority

changeLogEntry

collectiveAttributeSubentry

container

corbaContainer

corbaObject

corbaObjectReference

country

cRLDistributionPoint

dcObject

deltaCRL

device

devicePrintProfilesContainer

deviceProfilesContainer

dmd

dNSDomain

document

documentSeries

domain

domainRelatedObject

ds-certificate-user

ds-monitor-backend-db

ds-monitor-backend-pluggable

ds-monitor-backend-proxy

ds-monitor-backend

ds-monitor-base-dn

ds-monitor-branch

ds-monitor-certificate

ds-monitor-changelog-domain

ds-monitor-changelog
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ds-monitor-connected-changelog

ds-monitor-connected-replica

ds-monitor-connection-handler

ds-monitor-disk-space

ds-monitor-entry-cache

ds-monitor-health-status

ds-monitor-http-connection-handler

ds-monitor-je-database

ds-monitor-jvm

ds-monitor-ldap-connection-handler

ds-monitor-raw-je-database-statistics

ds-monitor-remote-replica

ds-monitor-replica-db

ds-monitor-replica

ds-monitor-server

ds-monitor-topology-server

ds-monitor-work-queue

ds-monitor

ds-pwp-attribute-value-validator

ds-pwp-character-set-validator

ds-pwp-dictionary-validator

ds-pwp-length-based-validator

ds-pwp-password-policy

ds-pwp-random-generator

ds-pwp-repeated-characters-validator

ds-pwp-similarity-based-validator

ds-pwp-unique-characters-validator

ds-pwp-validator

ds-root-dse

ds-virtual-static-group

dSA

DUAConfigProfile

extensibleObject
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fr-idm-managed-user

fr-idm-notification
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fr-idm-reconassoc
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fr-idm-relationship

fr-idm-syncqueue

frCoreToken

friendlyCountry

glue

groupOfEntries

groupOfNames

groupOfUniqueNames

groupOfURLs

ieee802Device

inetOrgPerson

inetuser

inheritableLDAPSubEntry

inheritedCollectiveAttributeSubentry

inheritedFromDNCollectiveAttributeSubentry
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ipService
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nisNetgroup
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nisplusTimeZoneData
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